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contained in APPENDIX H. 

Background 

1. Technical Field 

The present invention relates generally to wireless communication systems; and 
10 more specifically, to low power wireless networks that include a plurality of wireless 
devices, such wireless devices used in data collection applications, parcel delivery 
applications, and such other applications that require wireless communication between a 
plurality of portable devices. 

2. Related Art 

15 Wireless networks are well known in the art. Wireless networks are typically 

implemented in conjunction with an infrastructure network wherein a plurality of base 
stations (access points) allow wireless devices to communicate with the infrastructure 
network. The base stations provide wireless communications within respective cells and 
are typically spaced throughout a premises or area to provide wireless communications 

20 throughout the premises or area. Within the premises or area, wireless devices may 
communicate with devices connected to the infrastructure network. Further, the base 
stations and the infrastructure network facilitate communications between wireless 
devices operating within the premises or area. 

Within the wireless networks, portable wireless devices communicate with the 
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base stations. For example, in a data gathering application within a premises, a wireless 
data terminal communicates with one or more of the base stations when requiring 
communication with devices connected to the infrastructure network. Further, the 
wireless data terminal may communicate with other wireless devices connected to the 
5 wireless network via one or more base stations. However, such communications require 
relatively high power transmissions. Thus, because the portable data terminal is battery 
powered, the high power transmissions may significantly reduce battery life. 

Wireless communications are generally managed according to an operating 
protocol. Most of these operating protocols require ongoing wireless activity. Such 
10 ongoing wireless activity, even merely to receive transmissions, further shortens battery 
life in battery powered portable devices, reducing the duration within which the devices 
may operate or requiring more frequent recharging or battery substitution. 

Additional concerns in wireless communication relate to synchronization of radio 
timing. Such synchronization becomes especially critical in the management of wireless 
15 communications wherein scheduling future coordinated activities proves important to 
carry out operations or power saving strategies. Wireless devices typically provide their 
own timing mechanisms; however, it is common for the timing mechanisms to vary in 
their operations from device to device so that they fail to provide an accurate reference 
for synchronization. 

20 Thus, there exists a need in the art for improved wireless communications, 

particularly with portable devices that operate with battery power. Further, there exists a 
need in the art for wireless communications which provide stable synchronization of 



wireless transmissions but also allow portable devices to conserve battery power while 
operating according to established protocols. 

Summary Of The Invention 

5 These and other objects of the present invention are achieved in a low power 

wireless communication (personal LAN) system constructed according to the present 
invention. The personal LAN includes a plurality of wireless devices with each wireless 
device including a radio transceiver. The radio transceiver may take the form of an 
insertable card that fits within a slot in the wireless device. In operation, the plurality of 

10 wireless devices establish a wireless network. In the wireless network, at least two of the 
plurality of wireless devices share beaconing responsibilities to coordinate operation of 
the wireless network. 

In the personal LAN, the beacons are provided on a periodic basis with at least 
two of the plurality of wireless devices sharing beaconing responsibilities. The 

15 beaconing responsibilities may be shared on a round robin basis or may be shared 
according to the operating characteristics of the wireless devices with some wireless 
devices assuming greater beaconing responsibilities than other of the wireless devices. 

The plurality of wireless devices may include a primary beaconing wireless 
device. In such case, other wireless devices of the plurality of wireless devices 

20 coordinate their wireless communications to beacons provided by the primary beaconing 
wireless device. Further, the other wireless devices may coordinate low power operations 
to beacons provided by the primary beaconing wireless device. In this fashion, the other 
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wireless devices may enter low power operations for multiple beacon cycles of beacons 
provided by the primary beaconing wireless device. The other wireless devices may also 
coordinate lower power operations based upon the contents of beacons received from the 
primary beaconing wireless device. The other wireless devices may also adjust timing 
5 parameters based on actual measurements so that they wake up appropriately from low 
power operations to receive the beacons from the primary beaconing wireless device. 

The primary beaconing wireless device may also coordinate communications 
among the plurality of wireless devices. Alternately, the other wireless devices may 
coordinate their own communications but with reference to the beacons of the primary 
10 beaconing device. Further, beaconing responsibilities may be coordinated to satisfy 
wireless device limitations. For example, should one of the wireless devices face an 
operating condition which prevents it from providing beacons, its beaconing 
responsibilities may be passed to other of the wireless devices. 

At least one of the wireless devices may also communicate with an infrastructure 
15 network at a relatively higher power level. In this fashion, at least one wireless device 
may communicate with another wireless network via the infrastructure network. 

In another embodiment of the personal LAN, one of the plurality of wireless 
devices may separate from the wireless network to become a separated wireless device. 
In such case, at least one of the wireless devices attempts to reestablish communications 
20 with the separated wireless device. Further, the separated wireless device may also 
attempt to reestablish communication with the wireless network. Such operations are 
accomplished with predetermined operations that are initiated upon sensing the 
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separation. 

In attempting to rejoin the wireless network, the separated wireless device may 
camp on a predefined channel, waiting for a beacon signal from at least one of the 
plurality of wireless devices with the separated wireless device rejoining the wireless 
5 network in response to receipt of the beacon signal. In another operation, the separated 
wireless device may scan a plurality of predetermined control channels for a beacon 
signal and may rejoin the wireless network in response to receipt of the beacon signal. 

Should the separated wireless network device fail to rejoin the wireless network, it 
may selectively join another wireless network. Alternatively, the separated wireless 
1 0 network device may establish wireless communication with an infrastructure network. 

In still another embodiment of the personal LAN, at least two of the wireless 
devices may separate from the wireless network to form an alternate wireless network 
separate from the wireless network. In such case, the at least two wireless devices of the 
alternate network may rejoin the wireless network after the separation. For example, the 
15 at least two wireless devices may form the alternate network when they are physically 
separated from the other wireless devices and rejoin the wireless network when in 
proximity to wireless devices of the wireless network. 

When separated, at least one of the plurality of wireless devices not in the 
alternate wireless network may transmit beacon signals intended for the at least two 
20 wireless devices forming the alternate wireless network. These beacons signals may be 
transmitted on at least one control channel. In transmitting these beacon signals, the 
plurality of wireless devices may establish a beaconing pattern to coordinate operation of 
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the wireless network prior to separation of the at least two wireless devices. After 
separation, the at least two wireless devices of the alternate wireless network may then 
continue transmission of the beaconing pattern. Then, the at least two wireless devices 
may recognize the wireless network based upon identification of the beaconing pattern. 
5 In a further embodiment of the personal LAN, each wireless device includes a 

radio transceiver capable of transmitting at both a higher power level and at a lower 
power level. In the embodiment, the plurality of wireless devices establish a wireless 
network when proximate to one another and operating at the lower power level. Further, 
after establishment of the wireless network, the plurality of wireless devices communicate 
1 0 within the wireless network at the higher power level. 

In the personal LAN, the plurality of wireless devices establish the wireless 
network when in a first proximity to one another. Further, the plurality of wireless 
devices communicate within the wireless network when in a second proximity to one 
another, wherein the first proximity is less than the second proximity. One of the 
15 plurality of wireless devices separates from the wireless network when it moves outside 
of the second proximity. 

Further, in the embodiment, at least one of the wireless devices may also 
communicate with an infrastructure network. Such communications with the 
infrastructure network occur at a power level greater than the higher power level. 
20 The present invention also includes a method of establishing a wireless network. 

The method includes selecting at least two wireless devices from a plurality of wireless 
devices, each capable of participation within the wireless network in a higher power 



mode, placing the at least two wireless devices in close proximity to one another, the at 
least two wireless devices interacting in a lower power mode to establish the wireless 
network, and returning to the higher power mode for wireless network communications. 
Moreover, other aspects of the present invention will become apparent with 
5 further reference to the drawings and specification which follow. 

Brief Descriptions of the Drawings 
A better understanding of the present invention can be obtained when the following 
detailed description in conjunction with the following drawings, in which: 
10 Figure 1 is a perspective diagram showing a wireless personal local area network 

(LAN) LAN with a plurality of network devices, each of the plurality of network devices 
being capable of transmitting beacons; 

Figure 2 is a perspective diagram showing the devices of the personal wireless LAN 
in communication with a base station that is part of an infrastructure network, employing 
1 5 relatively higher power wireless communications; 

Figure 3 is a perspective diagram showing two personal LANs, one of which is 
linked to a base station of an infrastructure network in its proximity, while the other 
personal LAN is not linked to any base station and works independently of the 
infrastructure network; 

20 Figure 4A is a timing diagram showing two consecutive beacons transmitted by 

stations on a personal LAN; 

Figure 4B is a timing diagram showing a plurality of devices responsible for 
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transmitting consecutive beacons; 

Figure 5 is a timing diagram showing a device sleeping through multiple beacons 
while still being able to wake up in time for a subsequent beacon; 

Figure 6 is a perspective diagram showing roaming devices on a low power personal 
5 LAN disassociating and establishing separate personal LANs; 

Figure 7 is a timing diagram showing a missing beacon from one of the devices of 
the lower power network with subsequent attempts by other devices to replace the missing 
beacon; 

Figure 8 illustrates a specific embodiment of a personal LAN according to the 
10 present invention operating to collect data and in coordination with an infrastructure 
network; 

Figure 9 illustrates operation of a personal LAN 801 according to the present 
invention in a route delivery scenario; and 

Figure 10 is a schematic block diagram illustrating the radio module and its 

1 5 interface with a host unit. 
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Detailed Descriptions of the Drawings 

Figure 1 is a perspective diagram showing an exemplary embodiment of a wireless 
personal LAN (local area network) 100 with a plurality of network devices 105, 107, 109 
and 111, each of the plurality of network devices 105, 107, 109 and 111 being capable of 
5 transmitting beacons. Each of the devices 105, 107, 109 and 111 contain radio modules, 
such as a radio card 1 17, operating pursuant to a common communication protocol. 

More specifically, a hand held device 105, a data collection device 107, a printer 
109, and a personal digital assistant (PDA) 111 participate in distributed beaconing. The 
beacons that are transmitted by the devices 105, 107, 109, and 111 are primarily used for 
10 synchronization and identification purposes. Typically, one network device transmits a 
sequence of beacons while the other network devices synchronize to selectively receive the 
beacons. In the period between any two consecutive beacons, the network devices 105, 
107, 109 and 1 1 1 selectively transmit and receive information from each other. 

The wireless personal LAN 100 might support a small number of devices, e.g., (up 
15 to 10). A user selects a set of devices to be part of the personal wireless LAN 100 and 
initiates an automatic configuration process whereby the devices communicate with each 
other to establish the personal LAN. Alternately, the user establishes the personal wireless 
LAN 100 by collecting the desired devices and requesting the formation of the personal 
wireless LAN 100 via one of the devices such as the data collection device 107. The data 
20 collection device 107, through wireless interaction with the collected devices, delivers a list 
of candidate devices to the user for selection. Thereafter, through the data collection device 
107, or through other initiating device, the personal wireless LAN 100 is formed. 
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Alternatively, the personal wireless LAN 100 may be established using search and rescue 
operations as further described below. 

In many environments, the selection of a set of devices is made from a great number 
of available devices. To prevent unselected devices from complicating or confusing 

5 network formation, the devices are all placed in very close proximity before initiating 
formation. Communication regarding formation takes place at very low power, avoiding 
unintentional participation by the unselected devices. 

Specifically, in one embodiment of the personal LAN initialization activity, one of 
the devices in the personal LAN 100, such as the data collection device 107, sends an 

10 "initiate frame" to establish a personal LAN at a very low power level, perhaps reaching 
receivers no more that a few feet away. This frame is always broadcast, and it includes a 
type field indicating the type of network being created, and a network identification to 
identify the personal LAN being created. Devices receiving this frame will determine 
whether they want to join the personal LAN being initiated and request to join by sending 

15 an "attach request frame." The attach request frame is broadcast using the network 
identification, and includes the address of the sending device. After receiving attach request 
frames from the other devices, the data collection device 107 sends an "attach response 
frame" (indicating acceptability of a device) to the devices that are to be included, the 
personal LAN 100. 

20 The personal wireless LAN 100 operates in the vicinity of a high density of 

overlapping networks. For example, in one embodiment 15 to 20 personal wireless LANs 
can simultaneously independently operate within a 300 foot area. The personal LAN can 
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also operate in the vicinity of an infrastructure network that is typically used in a warehouse 
or a factory as part of the work environment. 

Although in one embodiment only a single network device, such as a data collection 
device 107, is responsible for transmitting beacons, in other embodiments, more than one 
network device selectively participates in distributed beaconing. Likewise, although 
beaconing intervals are rather fixed (i.e., of a predetermined duration), such intervals may 
vary depending on the intended functionality expected during each specific interval. 

When more than one network device participates in distributed beaconing, they 
transmit beacons in either a predetermined order or in a dynamically determined order. 
Again, not all the network devices need to participate in such beaconing. Some of the 
network devices 105, 107, 109 and 111 may choose not to participate in beaconing 
depending upon their status, and the power levels of their batteries, etc. 

In cooperation, the beacon signal protocol established allows each of the devices 
105, 107, 109 and 111 within the wireless personal LAN 100 to enter power-saving sleep 
modes without compromising wireless personal LAN structure or communications. The 
protocol also supports beacon hand-off and backup beacon functionality to support 
separation of a personal wireless LAN 100 into two or more subnetworks as well as the 
automatic reformation thereof back into a single personal LAN. 

Typically, one of the beaconing devices is considered to be the network coordinator 
and is responsible for rescuing lost devices and allowing other devices to join the network. 
For example, the printer 109 can be designated as the network coordinator and made 
responsible for network management, network membership changes and rescue missions. 
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Although the network coordinator may typically be the beaconing device, any non- 
beaconing device may take on such responsibilities as network coordinator. 

In some embodiments, the network controller hands off the responsibility for 
rescuing lost devices to one or more of the other devices of the network. In this way, the 
5 network controller is able to perform other network management responsibilities while the 
one or more of the other devices assume the burden of search and rescue operations. This 
also proves advantageous when the network management responsibilities otherwise conflict 
with the search and rescue operations, and when the network management burden on the 
network controller is already significant. 
1 o The beacons are typically frames that include information about network time, dwell 

time and next beacon time. With such information a device may schedule its receiver to 
wake to receive a subsequent beacon and then enter a low power "sleep" mode until the 
time arises. In addition, beacons may also include a count of the number of beacons that 
have been sent or other time stamp indication. This allows a radio to occasionally take 
15 snapshots of its own clock and then at some larger number of beacons intervals later, 
sample the beacon count again and determine the radio's relative accuracy versus the 
underlying clock employed for beaconing. This allows for periodic adjustments of all 
network device ("radio") clocks to that of the beaconing device. 

The personal wireless LAN 100 employs frequency hopping spread spectrum 
20 transmissions. Alternately, direct sequence or hybrid spread spectrum techniques could be 
employed. Like wise, other transmission technologies might be employed. With frequency 
hopping, the available frequency band is divided into a number of channels and the 
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transmission hop from channel to channel occurs in a specified sequence. 

A few of the channels are designated as control channels, and are used for 
coordinating search and rescue operations of lost roaming devices, in addition to the 
selective transmission of control signals. The hop sequences will visit these channels more 

5 frequently. Several channels are also used to prevent a single point of failure based on 
interference on a single channel. In such environments, the beacons may also include hop 
information indicating how much time is remaining in the current dwell, the current 
channel, the hop table in use and the table entry. 

The personal wireless LAN 100 is a low power network with a small range that 

10 makes it possible for some of the roaming devices to get out of the range of the network. 
When this happens, the personal wireless LAN 100 initiates search and rescue missions. In 
one embodiment of the search and rescue mechanism, one of the beaconing devices in the 
personal wireless LAN 100, the printer 109, for example, or any other device having the 
role of network coordinator, generates "identity" frames to provide an opportunity to the 

15 roaming devices to confirm their connectivity. Devices that receive the identity frames 
communicate with the network coordinator to confirm their continued participation in the 
personal LAN 100. For devices that do not respond to the identity frames and are 
determined to be "lost," a search and rescue mission is initiated for a specified number of 
beacons. After this period, the network coordinator will wait for an indication of no activity 

20 involving it, and then tune to each of a plurality of control channels in succession and 
transmit beacon frames. Lost devices will tune to at least one of the control channels, and 
when they receive a beacon, they will resync to the information in the beacon and thus be 
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recovered. Such search and rescue operations may also be employed to establish the 
wireless personal LAN 100 when proximal formation operations (as described above) are 
not desired. 

The beacons are sent at fixed intervals of time. Alternately they may be sent at 

5 variable intervals. When the beacons are sent at variable intervals, they can be sent at 
predetermined intervals of time or at intervals specified dynamically in preceding beacons. 
A device that has not seen beacons in a given cycle will scan the designated control 
channels, waiting for beacons. Once it sees a beacon, it resynchronizes (resync's). 

Devices join the personal wireless LAN 100 by sending requests to the network 

10 coordinator to join that network. The network coordinator can accept or reject the device 
that wants to join the network. A network device that finds itself isolated due to roaming 
can choose to join another network in its proximity. 

In one exemplary embodiment, a single network device, such as the hand held 
device 105, transmits beacons at fixed beaconing intervals. The other devices 107, 109 and 

15 111 using their synchronized radios, receive the beacons from the hand held device 105. In 
particular, the data collection device 107, the printer 109 and the PDA 111 use the 
occurrence of the beacon and the information contained therein to synchronize their clocks 
and to coordinate their communication with other devices. The hand held device 105 
transmits a beacon and each personal LAN device stays awake for a period called the 

20 "awake time window" to receive communication from other of the personal LAN devices 
107, 109 and 11 1. Communication is typically scheduled during the awake time window 
for the time period available thereafter. An exception might be small data packets of 
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duration not justifying scheduling overhead. If no communication involving a network 
device is anticipated, after the awake time window lapses, the device may choose to sleep 
for the rest of the current beacon cycle. 

The hand held device 105, as the network coordinator, periodically requests that all 
5 the other devices in the personal LAN 100 confirm their presence. It may also periodically 
offer other devices in the proximity of the personal LAN 100 an opportunity to join the 
personal LAN 100. 

If the traffic on the personal LAN 100 is low, the devices on the personal LAN 100 
sleep most of the time. They need to be awake to receive beacons to synchronize their 

10 clocks and during the awake time window any need to receive or to request an opportunity 
to send. The devices 107, 109 and 1 1 1 can choose to sleep for multiple beacon cycles and 
wake up for the "n*" beacon. The network coordinator 105 is typically made aware of such 
multiple cycle sleep modes by the devices 107, 109 and 111. All communications with a 
sleeping device is coordinated by the network coordinator and scheduled for the beacon 

1 5 cycle for which the individual device is expected to be awake. 

If the battery of a device, such as the PDA 1 1 1 , is replaced, the PDA 1 1 1 re-acquires 
the network. The personal LAN itself does not determine that the device is missing for the 
duration of the PDA's 111 resync time. This period can be quite long. To facilitate the 
recovery of such devices, the hop sequences of the frequency hopping spread spectrum 

20 protocol incorporates the control channels in the sequence more frequently than other 
channels. Thus a device that is lost can wait on a control channel for beacons. If the lost 
device is the network coordinator (the station that normally transmits beacons), then after a 
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short number of missing beacons, another device, the data collection device 107 for 
example, will send backup beacons. Thus, even the lost network coordinator will be able to 
recover the network. 

In another embodiment, the hand held device 105 acting as a network coordinator 

5 sends beacons and also forwards messages received from one device addressed to another. 
More specifically, if any of the devices 107, 109 and 11 1 need to communicate information 
to any other device in the wireless personal LAN 100, the originating device sends the 
information, along with the address of the designated recipient, to the network coordinator 
105. The network coordinator 105 subsequently transfers the received information to the 

10 recipient device. Such information can be sent by the sending device to the network 
coordinator 105 during a designated slot in a beacon cycle or during a contention period 
following the beacon, when the hand held device 105 is awake to receive communication 
from the other devices. In this embodiment, the network coordinator 105 stores messages 
from the other devices and forwards them to the recipient devices subsequently. Devices 

15 that do not have to communicate can sleep immediately after a beacon. Devices that have 
to communicate with the network coordinator do so during the awake time window after a 
beacon when the network coordinator 105 listens to traffic on the personal LAN 100. 

In another exemplary embodiment, the network devices 105, 107, 109 and 111 
transmit their beacons employing a round-robin ordering strategy. In such a distributed 

20 beaconing environment, the hand-held device 105 first transmits its beacon, followed later 
by beacons from the data collection device 107, the printer 109, and the PDA 111. When 
one of the devices, such as the data collection device 107, decides to halt beacon 
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transmissions, the other network devices 105, 109, and 111 continue transmitting their 
beacons in round-robin order. Alternately, other round robin strategies for beaconing 
involving multiple inclusions of specific devices within the round robin order may be 
employed. In this embodiment, all the devices on the personal LAN 100 stay awake for a 

5 "awake time window" that follows a beacon, during which they communicate with the 
beaconing device or with each other. 

In a different round robin embodiment, one of the devices, such as the hand held 
device 105, acts as the network coordinator and broadcasts beacons that are used as the 
master beacon or a primary beacon. The beacons transmitted by the other devices 107, 109 

10 and 111 are considered to be secondary beacons. The primary beacon is used for clock 
synchronization by all the devices on the personal LAN 100. The secondary beacons are 
used to identify the presence of the associated device. The loss of a secondary beacon could 
indicate the loss of its associated device and trigger a rescue attempt by the network 
coordinator 105. 

15 Devices that participate in beacon transmissions may suspend their own beacon 

transmissions for several reasons. If the battery power of the data collection device 107 
participating in distributed beaconing goes below a threshold level, the data collection 
device 107 may selectively decide to temporarily suspend transmission of its beacons. 
When this occurs, the other devices 105, 109 and 111 recognize the suspension of beacon 

20 transmissions by the data collection device 107. In response, the other three network 
devices 105, 109 and 1 1 1 continue beaconing in round-robin order. Alternately, one of the 
other network devices 105, 109 or 1 1 1 transmits beacons in the place of the data collection 
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device 107. 

Each of the network devices 105, 107, 109 and 1 1 1 includes a clock. For example 
the hand held device 105 includes a clock 113 that it uses for several purposes including 
scheduling communications and for sleeping multiple beacons. The devices 105, 107, 

5 1 09 and 1 1 1 also include a radio card, such as the radio card 1 1 7, for communicating with 
each other. In most devices, a radio card operates in coordination with a microprocessor 
or an onboard computer (not shown). In some devices, such as "dumb" devices (such as a 
printer or the like), the radio operates independently of the microprocessor or host 
computer, and provides a wireless communication link for the dumb device. A dumb 

10 device is that which is typically designed for, or currently programmed for, wired link 
communications and that is generally unaware of a radio installation. 

When the personal LAN separates into two different LANs, the beacon order of 
both LANs may be unaltered. If the clocks in each device are not synchronized with each 
other, it will be difficult for the devices to receive beacons. The beacons are therefore 

15 used to synchronize the clocks. Specifically, one of the beaconing devices, called the 
network coordinator, is considered to be the primary beaconer and its beacons are used by 
the other devices to calculate the difference between their clocks and the clock of the 
network coordinator. By determining this clock difference, each device is able to wake 
up just before the next beacon. The differences in the clocks can be more accurately 

20 calculated if they are measured over a large number of beacons. Therefore, each device 
on the personal LAN takes a snapshot of its clock periodically, and after some large 
number of beacons, determines its clock's relative accuracy versus the network clock 
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transmitted by the network coordinator. This enables each device to determine the 
difference between its clock and the network clock more accurately. 

Knowing the corrections to be made to its own clock for synchronization with the 
network clock enables the network devices on the personal LAN to sleep through 

5 multiple beacon cycles and still be able to wakeup in time for a subsequent beacon. 
Again, each device can save power by minimizing the wakeup window required to 
receive a beacon. This is achieved by initially selecting a wakeup window wide enough 
to receive the first few beacons, and gradually tightening the wakeup window so that the 
wakeup window starts almost exactly in synchronization with a beacon. 

10 Figure 2 is a perspective diagram showing the devices of the personal wireless LAN 

203 in communication with a base station 227, that is part of an infrastructure network 200, 
employing a relatively higher power wireless communications 229. The hand held device 
205, the data collection device 207, the printer 209 and the PDA 21 1 communicate with the 
base station 227 employing wireless links 229. Through the base station 227, the devices 

15 205, 207, 209, and 211 communicate with a host computer 223 and with other personal 
LANs (not shown in the diagram). The base station 227 employ communication links 221 
to communicate with the host computer 223 and another base station 225. The 
communication link 221 can be a wired communication link or a high powered wireless 
communication link. The communication link 229 between the personal LAN 203 and the 

20 base station 227 may be high powered or low powered, depending on the distance between 
the base station 227 and the personal LAN 203, the data rates necessary, and the protocols 
to be employed. 
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In establishing and maintaining communication with the infrastructure network 200, 
the personal LAN 203 may designate one or more of the devices 205, 207, 209 and 211 
within the personal LAN 203 as an interface to the infrastructure network 200 depending 
upon data transmission requirements, power consumption and communication protocol 

5 constraints. In this fashion, communication between devices within the personal LAN 203 
may be had without routing communications through the infrastructure network. Such 
operations proves advantageous in reducing network traffic on the infrastructure network 
200 and allowing the devices within the personal LAN 203 to operate at a low transmitted 
power when communicating within the personal LAN 203. Further, such operation allows 

10 the devices 205, 207, 209, and 211 within the personal LAN 203 to communicate when 
outside the range of the infrastructure network 200. 

Alternately, one or more devices that are part of the wireless personal LAN 203 acts 
as an access point to the infrastructure network 200. For example, the base station 227, 
while participating in the infrastructure network 200, may also participate in the personal 

15 LAN 203. It can communicate with another base station 225 and the host computer 223. It 
can also communicate with the hand held device 205, the data collection device 207, the 
printer 209 and the PDA 21 1 over the low powered personal LAN 203. Thus, while being 
part of the low powered wireless personal LAN 203, the base station 227 also participates in 
the high powered infrastructure network 200. The base stations 227 and 225 each may 

20 establish a respective personal LAN or communication cell. The base station 227 plays the 
role of a wireless access point. It may participate with a multi-hop wireless network that 
includes the other base station 225. 
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To initiate the personal LAN 203, the base station 227 or one of the devices 
assembled together for the personal LAN, such as the hand held device 205, transmits an 
initiate command. The initiate command would include the network id to use for the 
network, the data rate, the type of network, the power level to be used, the information 

5 being sent to potential joiners, and the length of the information being sent. In an 
exemplary initiate command, the type of the network could be specified as a personal 
LAN or as infrastructure network, the data rate could be specified as 250 Kbps or 1000 
kbps, and the power level could be specified as one of 3 for full power, 2 for -20db, 1 for 
-40db, or 0 for -60db. To establish a personal LAN, the data rate would be specified as 

10 1000 kbps, the type of the network would be a personal LAN, and the power level could 
be set to the lowest power level. In the case of distributed beaconing personal LANs, the 
initiate command includes solicitation of information on a device's ability to beacon. 

The device sending the initiate command, the base station 227 or the hand held 
device 205, then waits for the attach requests from the other devices in its proximity. The 

1 5 devices that receive the initiate command may choose to reply using an attach request. The 
attach request would include an address of the requesting device, the type of the remote 
device that identifies one of several possible radio modules, the information that the remote 
devices needs to pass to the initiating device, and the length of that information. In the 
distributed beaconing situation, an attach request also includes information on the device's 

20 ability to participate in distributed beaconing. The initiating device, such as the hand held 
device 205, then sends a join response to indicate acceptability of a remote device in the 
personal LAN that is being initiated. The join response includes the address of the remote 
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device and a status field indicating acceptance or rejection. In the distributed beaconing 
situation, the join response also includes information on the device's role in distributed 
beaconing. 

Subsequently, once the base station 227 or the hand held device 205 has determined 
5 that all required devices have joined the personal LAN being initiated, a start network 
command is sent. The start network command includes the dwell time of network in 
network ticks, where one tick is approximately 30.5 microseconds for an exemplary 
embodiment. It also includes a device resync time, which is the number of beacon intervals 
between attempts to recover missing devices from the network, the beacon interval in terms 
10 of frequency hops, the number of devices likely to transmit in any dwell interval, and a 
mode indicating the type of network - personal LAN or infrastructure. The start network 
command is also used to restore old networks. 

The devices receiving the start network command from the base station 227 or the 
hand held device 205 send a start network response that includes information on the success 
1 5 or failure in starting the new network. For old networks being reinitiated, the start network 
response indicates the success or failure in reinitiating an old personal LAN or infrastructure 
network. 

In operation, after initialization of the personal LAN's 203 operation, each of the 
devices 205, 207, 209, and 21 1 communicates with each other within the personal LAN 203 
20 via low power communication. When communication is not required by a particular 
device, the radio modules enter a low power or "sleep mode" to conserve battery power. 
During such sleep modes, other circuitry within the device may also be powered down. 
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Figure 3 is a perspective diagram showing two personal LANs 303 and 333, one of 
which 303 is linked to a base station 313 of an infrastructure network 300 in its proximity, 
while the other personal LAN 333 is not linked to any base station and works independently 
of the infrastructure network 300. The personal LAN 333 includes a hand held device 325, 

5 a data collection device 327, a printer 329, and a PDA 331. These devices communicate 
with each other over the low power personal LAN 333 after they have been initially 
configured. The devices 305, 307, 309, and 311 not only communicate with each other 
over the low power personal LAN 303, but are also able to communicate with other 
devices, such as a host computer 302, a data collection device 317, and a hand held device 

10 319, via a base station 313 and over the wireless communication link 335 and the 
infrastructure network 300. The wireless link 335 may be a low power wireless link or a 
high power wireless link, depending upon the individual devices, the data rate, the traffic, 
and the protocols. 

The infrastructure network 300 may depend on a base station, such as the base 
15 stations 313, for distributing messages to and from a host computer to the personal LANs. 
It may also depend on a base station to distribute messages within the infrastructure 
network from one base station in the network to another. No physical addresses are 
assumed in either case and a flexible host interface is provided in each network device, such 
as in devices 305, 307, 311, 309, to allow connection to a variety of base stations. 
20 The base station 313, being part of the infrastructure network 300, provides data 

transfer between the wired physical medium and wireless devices, and may also provide a 
wireless link between wired Ethernet segments. Specifically, the base station 313 acts as a 
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wired bridge access point that attaches to the infrastructure network through a 
communication link, such as an Ethernet link, and has bridging enabled. It converts 
wireless personal LAN frames from the personal LAN 303 to Ethernet frames, and Ethernet 
frames to wireless personal LAN frames. It also forwards wireless personal LAN frames to 
5 wireless personal LAN devices. Although, the base station 313 is shown wired to the 
infrastructure network 300, it may employ a high power wireless means to communicate 
with the infrastructure network 300. The base station 313 may participate with the 
personal LAN 303 as an infrastructure device, or may be part of the personal LAN 303 
itself. 

10 The data collection device 317, and the hand held device 319 are not part of any 

personal LAN. They communicate with a base station 321 that is part of the infrastructure 
network 300. The communication between the base station 321 and the devices 319 and 
317 may employ low power wireless communications or high power communications 
depending upon the individual devices, the data rate, the traffic, and the protocols. 

15 Figure 4 A is a timing diagram 400 showing a window of two consecutive beacons 

413 and 415 of a plurality of beacon transmissions originating from at least one device on a 
personal LAN. The time line 405 shows two beacons 413 and 415, each transmitted for a 
duration 409, the beacons occurring with a beacon cycle 407. The beaconing station may 
be a network coordinator or another device participating in distributed beaconing. To send 

20 a beacon for the beacon duration 409, the sending device must participate in the beaconing 
protocol and be assigned beaconing responsibility. In the distributed beaconing 
environment, the beacons 413 and beacon 415 are likely to be transmitted by different 
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beaconing devices. If only one device, e.g., the network coordinator, is responsible for 
beaconing, the beacons 413 and 415 originate from the network coordinator. 

During the beaconing duration, beaconing information may be transmitted by a 
beaconing station on the personal LAN, and received by all the other devices on the 
5 personal LAN. 

At a minimum, a beacon gets to coordinate communication activity. It used to 
synchronize operation and may contain information such as pending message lists, 
scheduling information or other network related indicia. Devices that are in a multiple 
cycle sleep mode may sleep through multiple intervening beacons. The beacon 

10 transmission cycle 407 is the duration between two consecutive beacons. The devices 
listening for the beacon stay awake for the beacon in a window called the wakeup window 
411. Following the beaconing duration 409, an awake time window may be optionally 
invoked for some beaconing protocols during which the network coordinator or the 
beaconing device listens to network traffic and communicates with the other devices. 

15 The beacon transmission cycle 407 may or may not be predetermined. It may also 

vary with the data rate, the traffic and the protocol. If it is predetermined, the devices in the 
personal LAN know when the next beacon is likely to occur. If it is not predetermined, then 
a given beacon identifies the time of occurrence of the next beacon. The beacon can be a 
frame that includes a network time stamp which is a timestamp of the beacon in network 

20 ticks of 30.5 microseconds, a next beacon time in terms of hops, a next beacon type, a 
beacon interval in units of hop dwells and a beacon count modulo 65536. The network time 
stamp is used to synchronize receiver's clocks. The beacon frame also includes a request 
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for poll window time in network ticks to allow devices to indicate their need to 
communicate with the beaconing device or network coordinator, a device resync time that 
indicates the number of beacons that can be missed before entering resync mode, and a next 
hop time. The next hop time indicates the time left in the current dwell from start of the 
5 beacon frame. 

Additionally, the beacon frame includes the dwell time in network ticks, the hop 
sequence being used the frequency hop based communications protocol, the current hop 
index, and a channel number indicating the actual channel that the beacon is transmitted on. 
The actual channel number is helpful to the receiving device because of the possibility of 

1 o hearing adj acent channels. 

In an exemplary beacon frame, the type of beacon can be 0 for normal beacon from 
network initiator, 1 for reset beacon from a network coordinator indicating need to 
resynchronize, 2 for backup beacon that is generated by a station other then the network 
coordinator. The type 2 also indicates that the beacons from the network coordinator have 

15 recently occurred and will occur later in the beacon sequence. For distributed beaconing, 
the next beacon type information may be accompanied by information on the next 
beaconing device indicating the device that would beacon next. This would facilitate 
dynamic reconfiguration of the personal LAN while providing for the dynamic 
determination of the next beaconing device depending on the data rate, the protocols, the 

20 power levels and the status of the devices. 

Figure 4B is a timing diagram 405 showing a plurality of devices responsible for 
transmitting consecutive beacons 421, 423, and 425 that are part of a continous beacon 
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sequence. Beacons 421, 423 and 425 are transmitted by the hand held device 105, the data 
collection device 107 and the printer 109, respectively, in a round robin beaconing protocol. 
In this exemplary embodiment of the round robin beaconing protocol, the PDA 111 does 
not participate in beaconing. One of the beaconing devices, for example the hand held 
5 device 105, may be considered to be the network coordinator. The beacon 421 transmitted 
by the network coordinator may be considered to be the primary or the master beacon, and 
may be used by the other devices to synchronize their clocks. The other two beacons 423 
and 425, transmitted by the data collection device 107 and the printer 109, respectively, are 
then considered to be secondary beacons, and are employed primarily to confirm the 
10 continued presence of those devices in the personal LAN 100. 

Figure 5 is a timing diagram 505 showing a device sleeping through multiple 
beacons while still being able to wake up in time for a subsequent beacon. In this 
exemplary embodiment of the present invention, beacons 513, 515 and 517 are sent the 
hand held device 105, the data collection device 107, and the printer 109, respectively. The 
15 PDA 111 does not send beacons, and sleeps for multiple beacon cycles. Specifically, the 
PDA 1 1 1 wakes up for a wakeup window 5 1 1 to receive the beacon 5 1 3 from the hand held 
device 105, sleeps through the beacon 515 transmitted by the data collection device 107, 
and wakes up in time to receive the beacon 517 transmitted by the printer 109. It therefore 
sleeps for a multiple cycle sleep time 519, with each beacon transmission cycle being 507. 
20 In another embodiment, the PDA 111 does not send beacons, and sleeps for 

multiple beacon cycles only to wake up to receive the beacon 513 sent by the hand held 
device 105. In such an embodiment, the hand held device 105 would be considered as the 



29 



network coordinator, and the other non-beaconing devices would coordinate their sleep and 
wakeup schedules with the network coordinator. 

Figure 6 is a perspective diagram showing roaming devices on a low power personal 
LAN 600 disassociating and establishing separate personal LANs 613 and 615. The 
5 personal LAN 600 includes a hand held device 605, a data collection device 607, a printer 
609, and a PDA 611. In an exemplary embodiment, the devices 605, 607, 609, and 611 
communicate with each other employing a distributed round robin beaconing protocol. The 
hand-held device 605 is the network coordinator and transmits primary beacons periodically 
in round robin order with the other devices, while the other devices in the personal LAN 
l o 600 transmit secondary beacons. 

The devices in the personal LAN 600 are typically worn using appropriate 
attachments by a worker working in a warehouse or by a delivery person working in and out 
of a truck. Most of the devices in such work environments are portable, such as the devices 
605, 607, 609 and 611, and some of these devices are not carried on the person of the 
15 worker when they are not needed. The personal LAN 600 is therefore dynamically 
configurable, and can identify the presence or absence of the devices in the personal LAN. 
The operation of the personal LAN 600 is continued and not disrupted despite the lack of 
participation or absence of some of the devices 605, 607, 609 and 61 1. 

The network coordinator 605 assesses all devices in the network by monitoring the 
20 request for poll activity from the other devices and its own traffic to other stations. It can 
therefore determine which devices on the personal LAN 600 have recently been connected. 
By monitoring the secondary beaconing activity it can also ascertain which devices are still 
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connected. For those stations without recent demonstration of connectivity, the network 
coordinator 605 generates identify frames. The lack of an appropriate response to the 
identify frames by devices that show no sign of activity will cause the network coordinator 
605 to initiate a recovery mode or search and rescue operation. 

For example, during the operation of the personal LAN 600, when the devices 609 
and 61 1 are separated from the other two devices, the network coordinator 605 and the data 
collection 607 fail to receive the beacons from the printer 609 and the PDA 611. The 
network coordinator 605 then initiates a recovery mode or search and rescue operation for a 
number of beacons that was initially specified by the lost devices. After the requested 
number of beacons has passed, the network coordinator 605 will wait for an indication of no 
activity involving the lost devices 609 and 611, and then tune to each of the control 
channels in succession and transmit beacon frames. 

The lost devices, the printer 609 and the PDA 611, are expected to wait on one of 
the control channels. When they receive the beacon, they proceed to resync to the 
information in the beacon and thus are recovered. If the printer 609 and the PDA 611 are 
separated and are out of the range of the personal LAN 600, they will not receive beacons 
from the network coordinator 605 and the data collection device 607. They progress very 
slowly through the control channels, waiting for beacons. However, the printer 609 and the 
PDA 611 continue to transmit their beacons, and continue to receive each others beacons. 
When they fail to see any beacons from the network coordinator 605 for a predetermined 
number of beacon transmission cycles, the printer 609 and the PDA 611 communicate with 
each other to identify a replacement for the network coordinator. For example, the printer 
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609 and the PDA 611 may elect the printer 609 to become the network coordinator and 
establish the personal LAN 613 for their continued operation. 

In the meanwhile, the hand held device 605 abandons an unsuccessful search and 
rescue attempt for the devices that a number of beacon cycles. The hand held device then 

5 reconfigures the personal LAN 600 into the personal LAN 615 with itself as the network 
coordinator. When the devices 609 and 61 1 constituting the personal LAN 613 later come 
closer in proximity to the personal LAN 615, they may selectively rejoin the personal LAN 
615 at the discretion of the network coordinator 605. 

Devices that are separated or "lost" from the personal LAN 600 may rejoin the 

10 personal LAN 600 when they return to the proximity of the personal LAN 600. This is 
accomplished when these "lost" devices send a join request that includes the type of 
network the device wants to join, the number of beacons after missing which the device 
generates network beacons, the number networks and the network addresses of networks 
that the device is willing to join. The lost devices then await a join network response from 

15 the network coordinator of the personal LAN 600. The lost devices then send network 
management command to get addresses and types of other stations in the network. They 
then await the response and save information for use in other data messages subsequently. 

Figure 7 is a timing diagram showing a missing beacon from one of the devices of 
the lower power network 100 with subsequent attempts by other devices to replace the 

20 missing beacon. Specifically, when the hand held device 105, the data collection device 
107, and the printer 109 participate in distributed round-robin beaconing, each device 
transmits a beacon in succession and all the devices in the personal LAN can determine the 
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device associated with a missing beacon. 

The time line 733 coiresponds to the activity of the hand held device 105 while the 
time line 735 corresponds to the activity of the printer 109. The hand held device 105 and 
the printer 109 wake up periodically for a wakeup window 709 to receive beacons. They 

5 also send beacons when it is their turn to transmit beacons. 

The hand held device 105, the data collection device 107, and the printer 109 are 
expected to transmit the beacons 711, 713 and 715 respectively, in that order. However, 
when the data collection device 107 fails to transmit the beacon 713, the other devices 105, 
109, and 1 1 1 listening to the beacons identify the source of the missing beacon as the data 

10 collection device 107. If the data collection device 107 is the network coordinator, both the 
beaconing devices 105 and 109 try to replace the missing beacon 719 with their own 
beacons 723 and 725, respectively. The contention for replacing the missing beacon 719 
from the network coordinator 107 is recognized by all the devices on the personal LAN 
100, and the contending devices decide to resort to a random back-off period across 

15 multiple beacon cycles to resolve the contention. The device that recovers first from the 
back off period and transmits its beacon as a replacement to the missing beacon is 
subsequently allowed to replace beacons from the data collection device 107. 

If the data collection device 107 that stops sending beacons is not a network 
coordinator, and the hand held device 105 is the network coordinator, then the network 

20 coordinator 105 decides to replace the missing beacon from the data collection device 107 
by its own beacon. The printer 109 refrains from transmitting its beacon in contention with 
the network coordinator 105. If the data collection device 107 decides later on to participate 
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in distributed beaconing, it coordinates its inclusion with the network coordinator 105. 

Figure 8 illustrates a specific embodiment of a personal LAN 801 according to the 
present invention operating to collect data and in coordination with an infrastructure 
network. The personal LAN 801 includes a plurality of devices each having a radio 

5 module for enabling communication between itself, other devices within the personal 
LAN 801 and the infrastructure network. Such a personal LAN 801 may be used by a 
person 810 in gathering data such as in a factory environment and may include, for 
example, a printer 814, a data terminal 816 and a code reader 818, such devices perhaps 
attachable to the person via a harness 812. In operation, after initialization of the 

10 personal LAN's operation, each of the devices within the personal LAN 801 
communicates with each other device within the personal LAN 801 via low power 
communication. 

When communication is not required by a particular device, the radio modules 
enter a low power or "sleep mode" to conserve battery power. During such sleep modes, 

1 5 other circuitry within the device may also be powered down. 

The personal LAN 801 may also establish communication with the infrastructure 
network when required. The infrastructure network may include a wired network having 
a wired backbone 826 connecting computer devices 828 to a wireless access point 824. 
The wireless access point 824 may participate with a multi-hop wireless network 822 

20 having a plurality of wireless access devices, each establishing a respective 
communication cell. The multi-hop wireless network 822 may include, for example, 
printers 830 and other devices communicating wirelessly. 
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In establishing and maintaining communication with the infrastructure network, 
the personal LAN 801 may designate one or more of the devices within the personal LAN 
801 as an interface to the infrastructure network depending upon data transmission 
requirements, power consumption and communication protocol constraints. In this 

5 fashion, communication between devices within the personal LAN 801 may be had 
without routing communications through the infrastructure network. Such operation 
proves advantageous in reducing network traffic on the infrastructure network and 
allowing the devices within the personal LAN 801 to operate at a low transmitted power 
when communicating within the personal LAN 801. Further, such operation allows the 

10 devices within the personal LAN 801 to communicate when outside the range of the 
infrastructure network. 

Figure 9 illustrates operation of a personal LAN 901 according to the present 
invention in a route delivery scenario. In such operation, the user 910 delivers packages 
920 to remote locations after collecting the packages 920 at a central warehouse 932. 

15 Through interaction with the infrastructure network, the user 910 collects the packages 
920 and places them into a designated delivery van 934, reading in bar-codes for each of 
the packages 920. Should the user 910 collect an incorrect package, one or more devices 
of the personal LAN 901 would notify the user 910 of his error. Upon completion of 
collection, the user 910 would then begin distribution of the packages 920. 

20 The user 910 establishes the personal LAN 901 by collecting desired devices and 

requesting formation of the personal LAN 901 via one of the devices such at the terminal 
916. The terminal 916 through wireless interaction with the collected devices delivers a 
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list of candidate devices to the user 910 for selection. Thereafter, through the terminal 
916, or other initiating device, the personal LAN 901 is formed. 

At each distribution site, the personal LAN 901 may then establish 
communication with the infrastructure network, if necessary, via a relatively higher 

5 power wireless access point 936 contained within the delivery van 934. Such information 
would then be transmitted back to the warehouse 932 for distribution and verification. 
The access point 936 in the van 934 may participate with the personal LAN 901 as an 
infrastructure device or may be part of the personal LAN 901 itself. 

Referring to Figure 10, in a specific embodiment of the present invention, each of 

10 the devices within personal LAN may be referred to as a host unit 1030 that contains a 
central processing unit 1032 ("CPU"), a radio module 1034 and various other circuitry 
required by the particular device, e.g. printing components, scanning components, 
memory, etc. The CPU 1032 operates in conjunction with the radio module 1034 to 
allow the host unit 1030 to establish and/or join the personal LAN 901 as well as to 

15 participate within the personal LAN 901 . In reducing power consumption of the host unit 
1030 to prolong battery life, the CPU 1032 may place the radio module 1034 as well as 
other components of the host unit 1030, including itself, to sleep for various periods of 
time. 

An Infrastructure Network (such as those managing a majority of wireless 
20 communication flow a premises) may depend on an access point for distributing 
messages to and from a host network as well as within the Infrastructure Network (i.e. 
from one station in the network to another). No physical address is assumed in either 
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case and a flexible host interface is provided to allow connection to a variety of stations. 
The personal LAN provides a simple modem and an intelligent host interface option, e.g., 
providing an RS-232 or a serial 3V CMOS physical host interface option, and provides 
multi-point capability with a throughput of 19200 bps in any environment. The personal 

5 LAN also allows a user to select a set of devices and automatically configures itself 
depending upon the selection. 

Each device (or host) that may participate in personal LANs will contain a radio 
module. The radio and host protocol are implemented by a microprocessor in the radio 
module. The microprocessor will handle framing for both interfaces (simultaneously) 

10 and buffering for several messages. The implementation of the host interface (in smart 
mode) will provide simple support for the host computer's implementation of its radio 
driver. 

Most devices such as portable computing devices are configured to support both 
NDIS device drivers and Windows 95™ virtual com ports. This allows printers to have a 

15 "com" port of their own, and data may be sent to the radio for communication to other 
radio devices via a stream of bytes. An NDIS interface would allow standard higher level 
protocols to utilize the radio if this was desirable. Other devices will need to implement 
proprietary device drivers communicating to the radio using the 3V CMOS serial 
interface which may be connected to an RS-232 interface adapter. In the implementation 

20 a simple "C" language API may be used as a device driver. 

In particular, the physical interface to the host device is one of the following: a 3V 
CMOS serial interface and with an adapter, an RS-232 interface. The type of control 
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information sent over the interface, framing characteristics and data rates 
programmable. Table 1 describes the 3 V CMOS serial interface signals. 



Table 1 - Serial 3V CMOS Host Signals 



Signal 


Direction 


usage 


TX 


From Host 


Serial data from host. 


RX 


From 
Radio 


Serial data from radio. 


RTS 


From Host 


Request to send. This will power up the radio host interface and 
interrupt the radio to indicate that the host has a message. 


CTS 


From 
Radio 


Clear to send. The radio is powered up and the radio is ready to 
accept data on TX and send data on RX 


RI 


From 
Radio 


Interrupt to host to indicate that the radio has a message for host. 
When the radio asserts CTS, RI will be unasserted. 


RESET 


From Host 


This signal hard resets the radio. It will have a pull up resistor so 
that it may remain unconnected. 


DSR 


From 
Radio 


The radio asserts this line when it has finished its reset process. 
It may be connected to RTS when RTS is not managed by the 
host. This allows the host interface to remain active. 
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For RS-232, a secondary PC board connected to the 3V CMOS interface will 
provide RS-232 signal levels for all the serial interface lines (except Reset). Upon reset, 
the data rate will be 19200. A smart interface command can change the rate to one of 
19200-115200. The asynchronous framing will be 8 bit, no parity and 1 stop bit. The 

10 least significant bit of each byte of data is sent first, after the start bit. 

Two types of host control interfaces are provided. A dumb interface is used by 
devices that are pre-programmed and cannot directly control the radio device. In this 
case, a very simple hardware controlled modem device is emulated. A Lock command is 
included in the radio protocol so that one station using a smart host interface can dedicate 

15 for its use another station (such as a printer with a dumb interface), and thus prevent 
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interleaved data or other such problems. This is a higher layer problem, but is included in 
the radio protocol to support devices using the dumb interface. 

A smart interface is used when the host device is able to actively manage the 
radio. Upon reset, the radio assumes a dumb interface. The dumb interface passes just 

5 data. Control and selection of dumb devices, if required, is handled by the other end of 
the radio data link. RTS must be asserted by the "dumb" host. In those cases where the 
connected host device does not use RTS/CTS signaling, this may be accomplished by 
connecting the DSR signal from the radio to RTS. While RTS is asserted, the radio 
cannot power down its end of the host interface and thus will use more power. In cases 

10 where the host device can assert RTS and await CTS, the radio will power manage the 
host interface. While RTS is asserted, data can be sent to the radio. When either RTS is 
unasserted or a gap in character arrival occurs, the radio will send the data to one of the 
following destinations, in order of highest to lowest priority: 

1. The destination device which has currently selected the radio 
1 5 connected to this host device. 

2. The last device that communicated with a unicast message to this 

device. 

3. The broadcast address. 

The smart interface can control operation of the radio such as establishing 
20 networks, removing networks, collecting statistics, multi-point transmission, and the 
management of destination devices with dumb interfaces, etc. The Host establishes this 
interface by first asserting RTS (this is necessary to allow the radio unit to power up the 
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host interface). It then await CTS from the radio. Next it unasserts RTS and immediately 
sends the escape sequence DLE (hex 10) followed by ENQ (hex 05). The radio will use 
this sequence to enter the smart interface mode. The host may then begin a sequence to 
communicate with the radio. 

Once the smart mode has been entered, all further communication is encapsulated 

in frames as follows. 
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Table 2 - Smart Mode Communication Frames 



Field 


Size 


Usage 


Length 


16 bits 


pill 1 _C 1- _ _i_ ^ _ * 4- 1a a 

The number of bytes in the 
message, including Ctl, 
Sequence and Check 


Ctl 


8 bits 


The command to the radio 


Sequence 


8 bits 


Sequence number of message 


Info 


O..Length*8 bits 


The information used by the 
command 


Check 


8 bits 


Checksum of Length through 
Info fields, inclusive 



When the radio has a message to send to the host, it will assert RI. Whenever any 
message exchange is to occur, the host will assert RTS and await assertion of CTS by the 

5 radio. When the radio asserts CTS, it will unassert RI. At this time bi-directional 
exchanges are possible until the host unasserts RTS. If this occurs in the middle of a 
message/frame (either from or to the radio), the message/frame is considered aborted and 
must be resent. The receiver of a message/frame (other than the acknowledge frame) 
must acknowledge the message/frame. 

0 The Ctl field is composed of two parts. The low 4 bits are the command and the 

high 4 bits are used as follows. 
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Table 3 - CTL Field 



Bit 


Name 


Usage 


7 


Retry 


This command is a re-transmission of a 
previous command. 


6 


reserved 




5 


More Data 


The sending device has more data to send to 
receiver 


4 


reserved 





Table 4 below defines the commands from the host device to the radio. 



Table 4 - Commands from the Host Device to the Radio 



Command 


Value(hex) 


Usage 


Data 


0 


Data to send on the radio 


Initiate 


1 


Initiate network 


Status 


2 


Status request to radio 


Ack 


3 


Positive acknowledgment of frame from radio 


Join Response 


4 


Allow/disallow device to ioin network 


Start Network 


5 


Start network with all accepted devices 


Join Network 


6 


Join one of specified networks 


Device 
Management 


7 


Manage remote destination for use by this host 


Diagnostics 


8 


Perform various radio diagnostic and service 
functions 


Set Parms 


D 


Set host interface parms 


Version Request 


E 


Request the radio version information 


Network 
Management 


F 


Network Management request or response 
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Table 5 defines the commands and status messages from the radio to the host. 



Table 5 - Commands from the Radio to the Host Device 



Command/Response 


Value(hex) 


Usage 


Data 


0 


Data received from the radio 


Initiate Response 


1 


Response to Initiate network command 


Status Response 


2 


Status response to host 


Ack 


3 


Positive acknowledgment 01 frame from host 


Join Request 


4 


Device request to join network 


Start Network 
Response 


z 
5 


iNClWOrK lido UCC11 buuic\i 


Join Network 
Response 


6 


One of requested networks has been joined 


Device Management 
Response 


7 


Result of attempt to manage remote destination 


Diagnostic Response 


8 


Result of diagnostic request 


Data Transmit Status 


D 


The status of last data request from host 


Version Response 


E 


The version information of the radio. 


Network 
Management 


F 


Network Management request or response 



Each frame transmitted across the interface has a sequence number. A re- 
5 transmission of a frame will have the Retry bit set in the Ctl field and the same sequence 
number as the previous attempt. Ack frames will use the sequence number of the 
received frame that is being acknowledged. The sequence number is incremented for 
each unique frame (other than Ack frames) sent across the interface. 

The Chk Field is a modulo 8 sum of all bytes in each command or response 
10 message including the Length field through the Info field. The receiver of the message 
will also calculate the checksum and if the calculated field equals the received field, 
immediately send an Ack frame response. 

Both the radio and host will use the following command to pass data messages 
across the interface. The maximum number of data bytes is indicated in the version and 
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status responses from the radio. The format of the command is as follows. 



Table 6 - Host Command to Pass Data Messages Across the Interface 



Field 


Length 
(octets) 


Usage 


Address 


2 


The destination of the message. All ones indicates 
broadcast 


Awake 
Window 


2 


The time in 0.1 seconds that the host radio should 
remain awake after sending the data packet. 


Data 


Length bytes 


The data to send. This must not exceed the maximum 
number indicated by the radio 



The Initiate Command is used by the host to Initiate a new Microlink network. 
Upon receipt of this command, the radio will send Initiate commands on the radio control 
channels and pass all attach requests (that do not have duplicate source addresses) to the 
host. The format of the command is as follows: 
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Table 7 - The Initiate Command 



Field 


Length 
(octets) 


Usage 


Network Id 


2 


The network id to use for the network. NOTE that a Network Id 
with all bits set to one is a broadcast Network Id that should not be 
used in this command. 


Dwell Time 


2 


Dwell time of network in network ticks(one tick is approximately 
30.5 microseconds 


Device 
Resync Time 


2 


Number of beacon intervals between attempts to recover missing 
devices from network. 


AgeFactor 


2 


Time in O.lseconds to age out inactive Node table entries. 


Beacon 
Interval 


1 


Time between beacons in hops. For example, a value of 1 is equal 
to Dwell Time 


Transmit 
Devices 


1 


Number of devices likely to transmit in any dwell interval. The 
radio will use this to calculate the RFP Window. This window 
affects the link maintenance power. 


Type Flags 


1 


This field defines the type of network and controls its 
initialization. The field is composed of the following bit fields: 
Bit(s) Usage 

7 Rejoin. Rejoin previous network. 

6 Wakeup Defer. If one, the network requires additional 
hidden node protection. 

5 Network Type. If one, the network is Infrastructured, 
otherwise it is a PAN. 

4 Temporary Network. Don't save parms in eeprom. 
2-3 Data Rate. Values are as follows: 

0 250kbps. 

1 lMkbps. 

0-1 Power. If Network Type is PAN, then this field indicates the 
power to use during initialization. Its values are as follows: 

0 Transmit Initiate at lowest level (-60dbm). 

1 Transmit Initiate at level l(-40dbm). 

2 Transmit Initiate at level 2(-20dbm) 

3 Transmit Initiate at full power(0dbm) 


SAR 


1 


Rate at which to perform search and rescues for stations that are 
"lost". This is in Beacon times. 


Ninfo 


1 


Length of Info field 


Info 


Ninfo 


Any arbitrary information that the host would like distributed to 
potential network joiners. 



To establish a PAN, the Data Rate would be 1, the Network Type would be 0 and 



the Power would be set to 0. An infrastructured network could set the Data Rate to 0 (if 
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greater range is useful. This would be approximately 6db additional link margin) or to 1, 
and the Type to 1. For PAN, if Rejoin is set, then the radio will attempt to "discover" the 
previous instance of the network before it sends the Initiate frame. If the previous 
network is "discovered", then after the Initiate response, a Start command must not be 
sent because the network has already been rejoined. For Infrastructured networks, a Start 
is not needed as the network will start upon valid receipt of this command. 

In response to an initiate network command the Initiate Response is generated. 



Table 8 - The Initiate Response 



Field 


Length 
(octets) 


Usage 


Status 


2 


Status of Initiate. Values are as follows: 

0 Initiate Command in progress. 

1 Infrastructured network started 

2 Network rejoined 

3 Invalid Parameter 

4 Network already Initialized/Started 



The Status Request/Response pair is used to get status information from the radio. 
This includes counters and network information. The format of the Status Request is as 
follows: 
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Table 9 - The Status Request 



Field 


Length 
(octets) 


Usage 


Type 


1 


Type of request. Values are as follows: 

0 Request Statistics 

1 Request and Clear Statistics 



The format of the response is as follows: 



Table 10 - The Status Response 



Field 


Size(bits) 


IT A 

Usage 


MaxLength 


16 


Maximum length of data field in data command 


Nmessage 


16 


Maximum number of outstanding messages allowed 


TxFrames 


32 


Number of frames successfully sent 


TxError 


32 


Number of frames that retried out 


Sync Lost 


32 


JNumDer 01 times syncnronizaiiuii u<u> uccn moi 


Device Lost 


32 


Number of times devices have been detected as out of 
communication 


RxFrames 


32 


Number of received frames with good FCS 


RxTooLong 


32 


Number of received frames that where too long 


RxFCSErr 


32 


Number of received frames that had FCS errors 


RxDuplicate 


32 


Number of frames detected as duplicates 


Status 


16 


General status of adapter. Bit definition is as follows: 
Bit Usage 

0 In a network 

1 This station initiated the network 

2 This station transferred the network 

4 This station is current network coordinator 

5 Station currently out of sync 

6 Low data rate (25 0kbps) 


Address 


16 


Station address. 


Network Id 


16 


Network id 


Beacon Interval 


16 


Time between beacons in network ticks(approximately 
30.5 microseconds) 


Dwell Time 


16 


Dwell Time of network in network ticks 


Hop Sequence 


16 


Hopping Sequence of network 
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The Ack frame is sent by both the radio and host to acknowledge correct reception 
of a frame across the interface. The sequence number in the frame is copied from the 
frame being acknowledged. If an Ack is not received within 100 milliseconds, the sender 
will re-transmit the unacknowledged frame. 

After a Initiate Command has been issued, Attach Request messages received by 
the radio will be sent to the host. This request indicates a remote device that has detected 
the host's attempt to Initiate a network and has requested to join that network. The host 
can accept or reject the device with the Join Response Command. The format of this 
request is as follows: 



Table 11 - The Join Request 



Field 


Length (octets) 


Usage 


Address 


2 


The address of the requesting device. 


Type 


2 


Remote device type. The radio module has a type 
selector on the PC board which is indicated by this field. 


Ninfo 


1 


Length of Info field 


Info 


Ninfo 


Information that the remote device can pass. Smart 
devices can pass information to their adapter in the Join 
Network Command. For devices using a "dumb" 
interface, a four byte radio serial number will be sent in 
this field. The maximum length of this field is 16 bytes. 



The Join Response is used to indicate acceptability of a remote device in the 
network that the host is Initiating. It is formatted as follows: 
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Table 12 - The Join Response 



Field 


Length (octets) 


Usage 


Address 


2 


Address of remote device 


Status 


1 


Accept status. Values are as follows: 

0 Remote device is accepted. 

1-15 Reserved for use by radio 

16-255 Join Request is rejected. This code is passed to 

the device that requested joining. 



The Start Network Command is used to start a PAN once the host has determined 
that all required devices have joined. The Start Network Response is generated by the 
5 radio when the network has been successfully initialized (that is all expected devices are 
now in sync). This may be as a response to the Start Network command or when the 
Type field had the high bit set in an Initiate command and the previous instance of the 
network was re-discovered. It has the following format: 



Table 13 - The Start Network Response 



Field 


Length 
(octets) 


Usage 


Status 


2 


This field has the following values: 

0 New network started. 

1 Network already Started. 

2 Network not initialized. 



The Join Network Command is used to allow the host to join a network. It could 
be used to join a PAN or an infrastructured network. It is formatted as follows: 

Table 14 - The Join Network Command 
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Field 


Length 
(octets) 


Usage 


Type 


1 


If the high bit of Type is set, the host requests that an attempt be 
made to rejoin the previous network. The low bits are encoded 
with the data rate at which to search for a network. The values 
are as follows: 

0 250kbps 

1 1Mbps 

2 Either 250kbps or 1Mbps 


Backup 
Priority 


1 


This device will generate network beacons after this number of 
beacons have been missed in a PAN. In an infrastructured 
network, this device will search for a new coordinator (roam) 
after this number of missed beacons. 


Nnet 


2 


The number of network ids in the Netlist field. 


Netlist 


Nnet*4 


Each entry in this vector is a valid network id , type (2 byte) pair 
that is acceptable to the host. NOTE that all ones is a broadcast 
Network Id and indicates that any network of the associated type 
is acceptable to this host. 


Scan Time 


1 


Time in 0.1 seconds that device will scan control channels for 
network after connectivity is lost. See below. 


Scan Dutv 
Cycle 


1 


After Scan Time of scanning, the radio will be power cycled 
during scan based on this value. Valid values are as follows: 

0 Radio remains powered on and scanning 

1 Radio is on for one pass through control channels and off a 
cycle 

2 Radio is on for one pass and off for two 

3 Radio is on for one pass and off for three 

4 Radio is on for one pass and off for four 


Ninfo 


1 


Length of information field that is to be sent in Attach request 


Info 


Ninfo 


Attach response info field. 



If the rejoin bit is set in the Type field, then the radio will attempt to rejoin the 
previous network. If it is not set or a rejoin attempt fails, the Netlist is used to find an 
appropriate network to join. If the Type field indicates either data rate is valid, the radio 
will alternate between the two rates while awaiting either Init or Beacon frames. 

The radio uses the Scan Time and Scan Duty Cycle fields to determine how to 
recover when network connectivity is lost. Scan Time indicates how long to 
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continuously scan when connectivity is first lost. Scan Duty Cycle indicates how to scan 
after Scan Time elapses. Essentially this allows the radio to power cycle its transceiver to 
aid in managing battery life. 

The Join Network Response indicates to the host that one of the acceptable 
5 networks has been joined. It is formatted as follows: 



Table 15 - The Join Network Response 



Field 


Length 
(octets) 


Usage 


Status 


2 


Values for this field: 

0 Network coordinator accepted request. Other fields 
in response 

are valid only in this case 

1 Network coordinator node table is full (10 devices) 
16-255 Network coordinator rejected with this reason 
256 Invalid parameter in Join Network Command 


Network Id 


2 


The network id of joined network. 


Type 


2 


The type of network joined (same encoding as Initiate 
Command). 


Ninfo 


1 


Length of Info field. 


Info 


Ninfo 


Any arbitrary information from network initiator. 



The Device Management Command provides various device management 
10 functions. It is valid to send only to "dumb" devices. It is formatted as follows: 



Table 16 - The Device Management Command 



Field 


Length 
(octets) 


Usage 


Address 


2 


Address of remote device to manage 


Function 


2 


Function to request of remote device. It should be one of the 
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following: 

0 Request Control of device. 

1 Release Control of device. 

2 r orce Keiease oi aevice. 

3 Set Awake Window Duration. 


Duration 


2 


This is a duration in 0.1 second increments. 

For command 0, the time the requesting device will hold the 

station. 

For command 3, the time this station should remain awake 
after every Data frame it sends on the radio. 



The Device Management Response is generated by the radio after an exchange 
with the remote device. It is formatted as follows: 
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Table 17 - The Device Management Response 



Field 


Length (octets) 


Usage 


Address 


2 


Address of remote device. 


Function 


2 


Function requested of remote device. 


Status 


2 


Result of request. It is one of the following: 

0 Successful command. If the command was to 
twin pet mntrnl then the remote device will not accent 
data messages from any other device except this host 
until this host sends a release command. If the 
command was release, then the remote device is now 
released. 

1 Device already controlled by device whose address is 
in the next field. 

2 Device unknown or not responding. 

3 Device is locally managed. 

4 Invalid Parameter. 

5 No Network 


Control 
Address 


2 


If the status field is 1, then this is the address of device 
that currently has control of remote device. 



The Diagnostics command is used to perform diagnostic and service functions on 



the radio. Its format is defined, but its content are implementation specific. 



Table 18 - The Diagnostics Command 



Field 


Length 
(octets) 


Usage 


Command 


2 


The diagnostic command or service request. 


Data 
Length 


2 


Length of Data field. 


Data 


Data Length 


The information the radio uses to perform the function 



The Diagnostics Response is generated by the radio as the result of a Diagnostics 
request. Only some requests may generate a response. 



Table 19 - The Diagnostics Response 



53 



Field 


Length 
(octets) 


Usage 


Command 


2 


The diagnostic response code. 


Data 
Length 


2 


Length of Data field. 


Data 


Data Length 


The information the radio uses to perform the function 


The Set Parms Command is used to set the host interface parameters. It is 
formatted as follows: 

Table 20 - Set Parms Command 


Field 


Length 
(octets) 


Usage 


Interface 
bps 


2 


The bit rate to use for host interface. This must be one of 
19200, 38400, 57600 or 115200 



Upon receipt of this command, the radio will change its host interface parameters 



and then assert RI. 

The Data Transmit Status command from the radio is used to indicate result of 
last data command from the host. A Data Transmit Status will be generated by the radio 
for every Data request from the host. It is formatted as follows. 
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Table 21 - Data Transmit Status 



Field 


Length 
(octets) 




Status 


1 


The result of the Data request. It is one of: 

0 Successful transmission 

1 Could not send, no network 

2 Could not send, device unreachable (retries used up) 

3 Could not send, device unknown 

4 Could not send, no buffer 

5 Could not send, length error 


Sequence 


1 


Sequence number of Data request from host. This can be 
used to match up responses with requests. 


Address 


2 


Destination address of Data Request 



The Version Request command is used to request version information from the 
radio module. There is no data associated with this request. 

The Version response is generated by the radio upon receipt of a version request. 
It is formatted as follows. 



Table 22 - Version Response 



Field 


Length 
(octets) 


Usage 


MaxLength 


2 


Maximum length of Data field in data command. 


Nmessage 


2 


Maximum number of outstanding messages allowed. 


Version 


4 


Version of radio code. The high two bytes are the version 
and the low 2 bytes are the revision. 


Ninfo 


1 


Length of Info field. 


Info 


Ninfo 


Text string indicated information about the radio such as 
date of revision, etc. 



The Network Management command is used by the host to manage network 
10 operations and by the radio to indicate network management requests from the network. 



55 



Table 23 - Network Management Command 



Field 


Length 
(octets) 


Usage 


Command 
or 

Response 


2 


Responses have the high bit set. Each command 
requires a response across the interface. Valid values 
are as follows: 

0 Remove host from network. The radio is removed 
from the Microlink. If the radio was the network 
coordinator, the network is terminated. 

1 Request device take over the network. This is used 
to transfer network control from this station to another 
device. If the destination devices accepts, it becomes 
the network coordinator. If the other device is "dumb" 
it will always accept this request. A smart device can 
reject the request. 

2 Request network termination. This is a request from 
this station to the network coordinator to terminate the 
network. A "dumb" network coordinator will always 
accept the request to terminate. 

3 Request device list from network coordinator. 

4 Request from network coordinator to this station to 
take over coordination. 

5 Temporarily remove host from network. Host may 
rejoin later. 

8000 Device removed from network. 

8001 Device will begin beaconing on next hop. 

8002 Device cannot take over network. 

8003 Request to Terminate accepted. 

oUU4 KequeSl 10 loiniUlaie rcjcuicu. 

8005 Device List 

8006 This device is not network coordinator. 

8007 Request time-out, 
FFFF No network 


Reason or 
Status 


2 


For commands, this is a reason for the command. For a 
response, it is the status. The status must be one of 
those listed above. 


Device 
List 


4*number 
of devices 


For Device List Response, a list of addressttype pairs of 
devices in network. 



56 



To initiate a Smart Radio interface, the following steps are performed: 

1. Assert RTS. 

2. Wait for CTS 

3. Immediately unassert RTS and send DLE ENQ 

4. Wait for RI 

5 . Send Version Command 

6. Wait for Version response to verify correct radio operation and 
protocol. Save the MaxLength field and Nmessage field from 
response for use in sending data commands. 

7. Send Set Parm command to change bit rate to that desired 

8. Wait for RI 

9. Radio interface is initialized 
To initiate a PAN network: 

1. Generate Network Id. This could be a random number or a 
calculation on some known different value that the host has 
available (such as a serial number). Make sure it is not all ones. 

2. Send Initiate Command to the radio. The Power field should 
normally be set low for PAN and high for infrastructure. In a PAN 
this will allow only devices very close to this host to receive the 
Initiate frames. The hop information should be different for any 
overlapping networks. 
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3. The radio will respond with an Initiate response indicating the 
command was accepted. 

4. For each Join Request that is received by the host, determine the 
acceptability of the remote device. This could be done simply by 

5 looking at the type field, or it could be more complicated based on 

host knowledge of higher layer protocol. Send a Join Response 
message to the radio with the correct status. 

5. Once all required devices have been detected, Send a Start 
Network Command to the radio. 

10 To join a network: 

1 . Generate a list of acceptable Network Ids and types. For joining a 
PAN, it is likely that the Network Id is all ones (broadcast) and the 
type is PAN. This will allow the host to join any PAN that 
physically selects it by proximity. Set the data rate bits in the Type 

{ 5 field of the Join Network request. Send the request to the radio. 

2. Await the Join Network Response. Process Info field if 
meaningful. Data can now be sent. 

3. Send Network Management command to get addresses and types 
of other stations in network. 

20 4. Await the response and save information for use in generated data 

messages. 
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To send data: 

1 . Generate the Data command including awake window information 
(which may be zero). If the host requires that the radio remain 
awake to "immediately'* receive a data frame, then the Awake 
Window field of the Data command should be set accordingly, 

2. Send the message to the radio and increment outstanding Data 
count. 

3. If outstanding Data count is less then Nmessage field in version or 
status response, another data command can be sent. 

4. For each Data Transmit Status from radio, check status of 
outstanding message with same sequence number. Process status 
accordingly. Decrement outstanding Data count. 

To transfer network control: 

1 . Generate a Network Management request to transfer control to a 

specific destination. 

2. Await the Network Management response of acceptance from that 
device. 

3 . If device rej ects, a request to another device can be tried. 
To network initiator rejoining a network: 

1 . Generate an Initiate Command with same network id as that of 
network to rejoin. Set the high bit of the Type field and send to 
radio. 
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2. If the Initiate Response indicates the device has rejoined (and 

possibly resumed network coordination) then process is finished. If 
the Response is 0, then continue process as in step 4 of initiating a 
network. 
Temporary Network: 

1 . If in a network already, issue Network Management command to 
temporarily be removed from that network. If not, go to step 3. 

2. Wait for the response indicating removal. 

3. Generate new network id for temporary network. Set Resync Time 
to a small number (so the network will quickly dissolve when 
network initiator exits. The network should be a PAN, power 
suitable to the application and the Initiate command must indicate 
that the network is temporary. 

4. Initiate the network as in steps 3 through 5 of Initiating a PAN. 

5 . Exchange required Data. 

6. Issue Network Management command to terminate network (i.e. 
remove network coordinator). 

7. Wait for response that device is removed. 

8. If in a previous network, and wishing to rejoin, that network can 
now be rejoined. 

The frequency of the radio is in the 2.4GHz range, selectable on 1.5MHz 
increments from 2401 to 2483 MHz. This will allow for 50 channels. The radio data 
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rates are software controlled and either 1Mbps or 250Kbps. The later can be used if 
greater range is desirable (as in an Infrastructured Network). The bit framing for the 
radio is Synchronous HDLC using NRZI encoding. An 80 bit preamble of alternating 
ones and zeros will be sent for each frame. 

5 The radio supports relatively fast switching times between channels to allow FH 

Spread Spectrum solutions for noise immunity. Suggested worst case switch times are 
on the order of 500 microseconds. The transmit power should be no more than Odbm, 
and at 5 meters the BER should be no worse than 10' 5 . 

The following elements of the radio protocol are common to personal LAN and to 

1 0 Infrastructured Networks. 

General Frame Format 

The framing is HDLC so starting and ending flags delimit the frame. 
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Table 24 - General Frame Format 
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Field 


Size 


Description 


DA 


16 bits 


Destination address 




1 bits 


Source Address 




1 fi hits 
iu una 


Network Id from ioin response. All ones is broadcast 
ID. 


Sequence 


16 bits 


Fragment number and sequence number 


Keservaiiuii 


R hits 


Reservation indication. This is the duration in (byte 
times+7)/8 that the current frame sequence requires to 
complete. It includes preamble times, frame times and 
rx/tx switching times. 


Ctl 


8 bits 


Control field. Frame type 


Info 


Oto 
512 
bytes 


Information, if any 


FCS 


16 bits 


FCS protecting DA through Info inclusive 



Ctl Field 

The low 4 bits is the frame type which is defined below. The high 4 bits have the following 

usage: 
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Table 25 - Ctl Field 



a 

M 

ru 
m 

M 

= 

G 
Si 

y 
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Bit 


Name 




7 


Retry 


This frame is a retry. A previous attempt to transmit this 
frame did not receive a CLR. The sequence field has the 
same sequence number as the previous attempt. 


6 


Fragment 


This frame is a fragment. The Sequence field contains the 
fragment number 


5 


More Data 


This station has more data to send to the receiver of this 
frame 


4 


Last 

Fragment 


This frame contains the last fragment. 



Frame Types are defined below: 

Table 26 - Frame Types 



Type 


Value(hex) 


Usage 


Data 


0 


Data frame. 


CLR 


1 


Acknowledge unicast frames of all types 
except RFP. 


RFP 


2 


Request For Poll. 


Poll 


3 


Poll Device. 


Beacon 


4 


Network Synchronization Message 


Initiate 


5 


Initiate new PAN 


Attach Request 


6 


Sending device indicates desire to join a 
network 


Attach 
Response 


7 


Response from network initiator to device that 
has sent an Attach Request. 


Identify 


8 


Message sent by network coordinator to 
determine if destination device is still in sync. 


Test 


9 


Test message. 


Device 


E 


Command or response frame to manage remote 


Management 




device. 


Network 


F 


Special network management functions 


Management 







Address Fields 
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The DA and SA fields are each 16 bits. Station Addresses are randomly generated 
by each station. Any randomization algorithm may be used, but it should be sure to 
generate different values on subsequent generation attempts. All ones is a broadcast 
address and should not be generated for use as the station address. 

5 Network Id Field 

The Network Id field is passed to the radio from the network initiator. All ones is 
a broadcast id and is not a valid id for a network but can be used to join any network 
sending a Initiate. 

Sequence Field 

10 This field is composed of two sub-fields. The high 4 bits are the fragment number 

(when the fragment bit is on in the Ctl field) and the low 12 bits are the sequence number 
of the frame. This number is changed on every frame sent, unless the frame is a retry (the 
retry bit is set in the Ctl field). For CLR frames, it is copied from the frame to be 
acknowledged. In all other frames, the number is incremented for each new frame sent. 

15 Frame Check Sequence CFCS) 

The FCS algorithm is CCITT CRC-16 as used by HDLC. 
Certain channels, control channels, are set aside to be used specifically for 
synchronization and re-synchronization. The hop sequences will visit these channels 
more frequently. Several channels are used to prevent a single point of failure based on 
20 interference on a single channel. 

The medium access rule used is CSMA/CA, that is carrier sense, multiple access 
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with collision avoidance. All directed frames (except CLRs) require a CLR from the 
receiver to be transmitted to the sender of the directed frame. 

CSMA alone would allow access to the medium as soon as it is sensed to be idle. 
If multiple devices simultaneously sensed idle and transmitted, there is a "collision" 

5 which cannot be detected. To detect these collisions a CLR is expected on all directed 
frames. This does not "avoid" collision in the first place. To avoid collisions, devices 
will first sense the medium for a random length of time, and only if the medium is idle for 
that random time will the device send. Beacon frames sent by the network coordinator 
will use a random time in the range of 0 to backoff_table[0]/2. All other frames use a 

10 range of 0 to backoff_table[0]. This allows beacons a higher priority. Occasionally a 
collision will still occur. The absence of a CLR will indicate this. It will also sometimes 
cause delay on sending the frame when there would have been no contention anyway. In 
any case it will prevent most collisions. Any collision results in a great delay of wasted 
bandwidth. 

15 Since it is possible (especially in Infrastructured networks) to have hidden 

stations, a station may receive frames sent only by the recipient of a frame sequence (i.e. 
POLL and CLR frames) and it may not detect the carrier on the RFP and DATA frames. 
Frames therefore contain reservation information that indicate to all receiving stations the 
necessary time duration required for a frame sequence. This allows hidden stations to 

20 recognize that the medium is actually busy. Thus such stations will not inadvertently 
sense the carrier as idle and transmit a frame which interferes with a hidden station's 



66 



frame. Stations are thus required to process reservation information in all frames having 
the correct Network Id. 

A station that has just awakened from power down mode (i.e., the radio receiver 
has been off), does not have such an assessment of the medium. If such a device desires 

5 to send, and if the network is so configured (indicated by a field in Beacon frames), such 
devices will set their medium reservation information to protect against the longest 
possible frame. A valid frame received by such a station will set the reservation time to a 
known value, potentially shortening this duration. 

Except when transmitting a CLR or POLL, the medium is first sensed for a carrier 

10 signal as defined above before transmitting a frame. If the medium is busy, then the 
backoff procedure is initiated. 

A backoff value is randomly chosen in the range of 0 to backoff_table[retry]. The 
retry will initially be zero for a frame. The table, backoffjable, is composed of the 
following values: {65, 130, 260, 520}. Each entry is in system ticks, where each tick is 

15 approximately 30.5 microseconds. The backoff timer runs regardless of the state of the 
medium. However, when a frame is received, the timer is augmented by the reservation 
indicated in that frame (based on transmit data rate). The value in the frame is designed to 
protect that frame and any subsequent frame in the sequence. This results in fairer access 
to the medium because other stations that attempt to transmit later will not have better 

20 access probability due to a station continually timing out its backoff count and picking 
ever larger times to wait. Once the backoff timer goes to zero, the device will transmit its 
frame. 
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When frames are unsuccessfully sent, that is a POLL is not received for an RFP or 
a CLR is not received for a directed frame, the retry value is incremented and if the 
maximum number of retries has not been exceeded, the backoff procedure is again 
executed. The station must only transmit 4 successive times on a channel before awaiting 

5 another channel (that is why the table only has four entries). If retries must occur on a 
subsequent channel, the algorithm is reset. Note that if a CLR was sent but not 
successfully received, a duplicate frame will be sent, with the retry bit set in the control 
field and the sequence number the same. This will allow duplicate frames to be ignored 
by the receiver. Though they may be ignored, the CLR must still be sent. 

10 Once the frame has been successfully sent, the backoff procedure is again initiated 

with a value randomly chosen in the range of 0 to backoff_table[retry]. The value of retry 
is then set to 0. This will prevent the station from having a higher access probability than 

other "backed off 'stations. 

Because the radio is an inherently poor medium, sending very long frames of data 

1 5 is inappropriate. Thus fragmentation may be required. Host data messages larger than 
the maximum radio frame size will be split into the appropriate number of fragments 
(from 1 to 15) and then each fragment will be sent with a separate medium access. A 
receiver will receive each fragment and assemble them into a single Host data message. 
The receiver may not have available buffers for fragments and can thus use the POLL 

20 frame status field to inform the RFP sender to re-transmit from the first fragment. The 
receiver of successive fragments will remain awake to receive all the fragments. Thus the 
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transmitter of the fragments need not indicate them in the RFP window. Only unicast 
data frames can be fragmented. 

The following describes the radio frame formats used. The Data frame is used to 
exchange host data between radios. Its format is as follows. 

Table 27 - Data Frame 



Field 


Length 
(octets) 


Usage 


Awake 
Window 


2 


The time in 0.1 seconds that the transmitter will remain 
awake after completion of frame exchange(unicast data 
exchanges require a CLR, broadcast do not) 


Data 


0-512 


Data to send 



The CLR frame is used to confirm error free reception of Data, Attach Request, 
Attach Response and Device Management frames. It has no data field. 

The Request For Poll (RFP) frame is used to indicate one of the following: 
l0 i. The sender has a message for another station and is requesting permission to 

send that message. 

2. The sender has a message for every station (broadcast DA). 

This frame is usually sent in the RFP window (because the destination station is 
usually asleep in most cases). If the destination has indicated in a previous data frame 
15 that it will remain awake, and a subsequent frame is ready to be sent to that station, the 
RFP may be sent outside of the RFP window. 

If sent in the RFP window, the duration field should only protect the POLL. If 
sent outside the RFP window, the duration should protect. 

The POLL frame is sent in response to a unicast RFP. It indicates that the sender 
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allows the receiver to send a subsequent message. Its format is as follows: 



Table 28 - POLL Frame 



Field 


Length 
(octets) 


Usage 


Status 


8 


Status in response to RFP. It is one of the following: 

0 RFP transmitter may send message. 

1 RFP transmitter can not send message. 

2 RFP fragment/sequence error. Sender should re- 
send from first fragment. 



The Beacon frame is used by network coordinator to keep stations in 
synchronization. Beacon frames are always broadcast on the network. The Beacon 
format is as follows. 
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Table 29 - Beacon Frame 



Field 


Length 
(octets) 


Usage 


Network 

Time 

Stamp 


2 


This is the timestamp of the beacon and is used to 
synchronize receivers clocks. It is in network 
ticksf approximately 30.5 microseconds). 


Next 
Beacon 
Time and 
Type field 


1 


The high four bits are used as follows: 
Bit(s) Usage 

7 Infrastructured Network 

6 Use hidden station waxeup ruies 
4-5 Beacon Type. Values are as follows: 

0 Normal beacon irom neiworK cooruindiui. 

1 Reset Beacon from network coordinator. Reset 
synchronization. 

2 Backup beacon. 

A Unnlnm K*aor»/vr» ic nt*r\(*mt(*A VkV ^tfttinTl O trier tu3Jl 

A DaCKUp Deacon is gcncraicu vy a aiaiiuii vtiiwi uicui. 
the network coordinator because no beacons from the 
coordinator have recently occurred. 

1/vix/ frmr Kite iq the number of hoos before the 


Beacon 
Interval 


1 


Beacon interval. Time is in units of hop dwells. 


Beacon 
Count 


z 


Pnnnt nf beacons modulo 65536. This can aid in 
synchronizing clocks that are fairly imprecise. 


RFP 
Window 


2 


RFP Window time in network ticks. 


Device 
Resync 
Time 


2 


Number of beacons that can be missed before entering 
Resync mode. From Start Network Command. 


Dwell Time 


2 


Time in each dwell in network ticks. 


Hop 

Sequence 


1 


Hop sequence being used by radio, (table in use) 


Hop 


1 


Current hop. (entry in table) 


Channel 


1 


Actual channel that beacon is transmitted on. Used 
because of possibility of hearing adjacent channel. 
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It is most likely that dwell time and beacon interval are the same. There is little 
value in having beacon intervals longer than the dwell time unless a great deal of 
interference is suspected. This will allow for better frequency diversity recovery in bad 
channels. 

The Initiate frame is used to establish a network. Devices receiving this will 
determine if the network parameters are acceptable and request to join by sending a 
Attach Request Frame. This frame is always broadcast. Its format is as follows. 



Table 30 - Initiate Frame 



Field 


Length 
(octets) 


Usage 


Type 


1 


The type of network. Valid types are as follows: 

0 PAN 

1 Infrastructure Network 


Info 


046 


Information from the Initiate Network Host 
Interface command 



The Attach Request frame is generated by a station when it receives an Initiate 
frame from a network that it wishes to join. It is broadcast in response to an Initiate 
frame (to the network id indicated by that frame). It may be sent as a directed frame to 
keep network connectivity. Its format is as follows. 
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Table 31 - Attach Request Frame 



Field 


Length 
(octets) 


Usage 


Address 


2 


The address of sending device. 


Type 


2 


The type field from the radio adapter selection device. 


Info 


0-16 


Information from Host Join Request command, if any. 
If device uses a dumb host interface, the radio serial 
number (4 bytes) is sent in this field. 



The Attach Response frame is used to indicate acceptability of device to network 
initiator. Its format is as follows. 



Table 32 - Attach Response Frame 



Field 


Length 
(octets) 


Usage 


Status 


1 


The status of Attach Request. Valid values are as 
follows: 

0 Accepted. 

1 Address Conflict, choose another address and try 
again 

2 Host rejected. The next byte has the reason 

3 Network coordinator rejected because its node 
table is full 


Reason 


1 


If status is 2, then this is the host reason code for 
rejecting join. 



The Identify frame is used to determine if the destination is still in sync. It has no 
data field and a CLR is all that is required for confirmation. This frame must be sent in 
the RFP window as it will take the same amount of time in that window to send the 
10 Identify Frame and receive a CLR as to send an RFP and receive a POLL. In the later 
case, the Identify frame would then need to be sent after the RFP window anyway using 
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even more bandwidth. This frame must be unicast. 

The Test Frame is used to test network connectivity. The receiver of such a frame 
will simply send it back to the sender. A special case exists, where a TEST is received 
with an all ones Network ID. This is the only case where such a frame is valid. The 
receiver will send back the frame. The Info field can contain any data. 

The Device Management frame is used to acquire/release control of a remote 
device, usually one having a "dumb" host interface. This is usually best left to a higher 
layer protocol, but for dumb devices, that is not possible. The format of a request is as 
follows. 



Table 33 - Device Management Request Frame 



Field 


Length 
(octets) 


Usage 


Type 


1 


This must be zero to indicate a request to manage. 


Command 


1 


Valid values are as follows: 

0 Request sole control of device 

1 Release control of device 

2 Force release of device 

3 Set Awake Duration 


Duration 


2 


This is a duration in 0.1 second increments. 

For command 0 it is the max. time the device will 

remain locked. 

For command 3 it is the duration this station will 
remain awake after sending a Data frame. 
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The format of a response is as follows: 



Table 34 - Device Management Response Frame 



Field 


Length 

(octets) 


Usage 


Type 


1 


This must be a one to indicate response to a management 
request. 


Command 


1 


Command for which this is response. See table above for 
values. 


Status 


1 


Valid values are as follows: 

0 request accepted 

1 request rejected because another device already has 
control. That device's address is in the next field. 

2 device is locally managed 


Address 


2 


Address of device that already controls remote device 



The Network Management frame is used to perform special network management 
operations such as transferring network coordination and network termination. There are 
request and response frames. The request frame is as follows. 

Table 35 - Network Management Request Frame 



Field 


Length 
(octets) 


Usage 


Type 


1 


This must be zero to indicate a request to manage. 


Command 


1 


Valid values are as follows: 

0 Transfer network coordination request. 

1 Network termination request. Only a station acting as 
network coordinator can accept this request. 

2 Device exiting network. 

3 Device list request. 


Reason 


2 


Reason for request copied from Network Management 
Host interface command. 


Device 
Addresses 


2 


Used with Transfer network coordination request to 
transfer list of know devices in network (including self). 
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The format of a response is as follows:. 



Table 36 - Network Management Response Frame 



Field 


Length 
(octets) 


Usage 


Type 


1 


This must be a one to indicate response to a management 
request. 


Command 


1 


Command for which this is response. See table above for 
values. 


Status 


1 


Valid values are as follows: 

0 request accepted. 

1 request rejected. 


Device 
List 


2*number 
of network 
devices 


If the command is Device list request, this is a list of 
address:type pairs of alt stations in network and their 
type value as coded in the attach request. 



Upon successful transfer of the network, the receiving device will begin 
5 beaconing and will send a reset beacon. That station also will need to set its identify 
procedure up to start from its initial state to confirm that all devices remain in 
synchronization based on the stations clock. 



Network Synchronization 

10 The network coordinator will keep the network synchronized by periodically 

transmitting Beacon frames. These frames include information about network time, 
dwell time and next beacon time to allow a receiver to set its clock to that in the beacon 
and then sleep until the next beacon with the receiver off to save power. Since a system 
clock with an accuracy of greater than 50 parts per million is unreasonable to assume, the 

15 beacon also includes a count of beacons that have been sent to allow the receiver to 
occasionally take snapshots of its own clock and then some large number of beacons 
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intervals later, sample the beacon count again and determine the station clock's relative 
accuracy versus the network clock. Periodic corrections can then be applied. 

The network clock is in 1/32768 seconds or approximately 30.5 microsecond 
ticks. This allows for a low power requirement to maintain the clock. 
5 The Beacon frame contains hop information, the current physical channel, the hop 

table in use, the table entry and the dwell interval. The time remaining in the current 
dwell period is calculated as follows: 

(dwell interval) - (current system tick) MOD (dwell interval) 
Initial synchronization in Infrastructured networks is accomplished by setting the 
10 unsynchronized station's receiver to a control channel and awaiting a beacon with the 
Infrastructured bit set and a matching Network Id in the beacon frame. 

Detection of Loss of Synchronization 

A PAN has two levels of synchronization support. When the number of beacons 
specified in a stations backup priority (from Join Network Command) are missed, the 

15 station will generate backup beacons. It will continue to adjust its clock to what the 
network coordinator would have as its clock. This allows for PANs to be temporarily 
split. If the station does not receive a beacon from the network coordinator after the 
number of beacon intervals specified in the Device Resync Time (from a beacon) have 
elapsed, then the station is lost, and must enter the recovery procedure. 

20 An infrastructured network does not support splitting. The backup priority field is 

thus used for detection of sync loss. If backup priority beacon intervals pass without a 
beacon from the network coordinator, then the station is out of sync and must enter the 
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recovery procedure. 

Power Management 

In order to reduce power consumption, a station must turn off its radio receiver 
5 (and perhaps other hardware). This is known as sleep mode. It may do so under the 
following conditions: 

1 . It has not indicated to any other station via a Data frame that it will remain awake. 

2. It is not backing off after transmitting. 

3 . It does not have a frame to transmit to a known awake station. 
10 4. It did not receive an RFP in the most recent RFP Window. 

5. It is not "lost". If it is lost it must remain awake on some control channel. 

Following beacons all stations are obliged to be awake for a period of time called 
an RFP window. During this window, stations that have messages to send will generate 
Request For Poll (RFP) messages. Any station receiving an RFP must remain awake 

15 until it has correctly received the message from the station sending the RFP. The length 
of the RFP window is indicated in the beacon. The window size is based on the expected 
number of devices that may transmit (a parameter in the Start Network Command). 
Because it is likely that more than one device will need to send an RFP in the RFP 
window, each station will initiate the backoff procedure before sending an RFP. It is 

20 assumed that twice this expected number is a good value to use for the upper range in the 
randomization for the backoff algorithm. It is further assumed that twice this number is a 
good choice for the maximum allowed RFPs in the window. Once the window time has 
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passed, no further RFPs are allowed to be transmitted. 

If the frame sent cannot be successfully delivered in the current hop, another RFP 
must be sent in the next RFP window. 

The window time is based on the Start Network command Transmit Devices field 

5 and is calculated as follows: 

RFP Window Time = 2 * Transmit Devices * 

(Avg Backoff + RX/TX time + RFP message duration time + RX/TX 
time + POLL message duration time) 

RFP message duration = 14 bytes * 8 + 80 = 192 microseconds (approximately) 
io POLL message duration time = 1 5 * 8 + 80 = 200 microseconds 

Avg RFP Backoff time = 65 * 30.5 microseconds / 2 = 990 microseconds 
Since some clock jitter is to be expected, a station will actually turn on its receiver 
about 1msec early on the expected channel and await the beacon. Since it must then 
receive a beacon and then wait the RFP window time, the current required to maintain the 
1 5 link can be calculated as follows: 
Net Maintenance Current = 

Receiver Current * (Channel Select time + 1msec + Avg Backoff/2 + 
RX/TX time + Beacon Frame Time + RFP window) / Beacon Interval + 
sleep current 

20 

Beacon Frame Time = 31 * 8 + 80 = 328 microseconds (approximately) 
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As an example of this, assume Receiver Current of 100mA, a channel select time 
of .5msec, a beacon interval of one dwell period, a dwell period of 250msec, a Transmit 
Devices value of 2 and a sleep current of 2mA. The Net maintenance current is as 
follows: 

5 RFP window 

= (2*2* (.99ms + .5ms + .192ms + .5ms + .2ms)) 
= 9.52ms 

Current = 100mA * (.5ms + 1ms +.5ms + .5ms + .328ms + RFP window) / 
10 250msec + 2mA 

= 100mA * 12.35ms / 250ms + 2mA 
=. 6.94mA 

When sending to a station that is assessed as in Awake Mode, an RFP-POLL- 
DATA-CLR sequence can be sent anytime except in the RFP Window. If during the first 
15 dwell time that this is attempted, the message can not be successfully transmitted, then 
the RFP Window method described above must be used to deliver the message. 

Network Re-Synchronization 

Since it is possible for a PAN to be divided when the user carries some equipment 
but not all, it is necessary to provide a mechanism to re-synchronize those devices which 
20 have lost synchronization because they no longer see beacons. The network coordinator 
will assess all devices in the network by using one of two mechanisms. 

By monitoring RFP activity and its own traffic to other stations, it can determine 
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which stations have recently been connected. 

For those stations without recent demonstration of connectivity (case 1), the 
network coordinator will generate Identify frames. 

For devices determined to be "lost", a search and rescue mission will be attempted 
5 at the rate requested in the Host Interface Start Network command. After the requested 
number of beacons has passed, the network coordinator will wait for an indication of no 
activity involving it (again based on RFP frames and its own transmission status), and 
then tune to each of the control channels in succession and transmit beacon frames. 

Lost devices will wait on one of the control channels and when they receive the 
10 beacon, they will re-sync to the information in the beacon and thus be recovered. With 
the periodic adjustment of a station's clock as defined above, a reasonable period will be 
provided over which synchronization can be maintained. Each beacon advertises the 
Device Resync Time. Thus a station that has not seen beacons for this period will start 
progressing very slowly through the control channels, waiting for beacons (as discussed 
15 above). Once it sees a beacon it will be back in sync. This progression requires the 
receiver to be on thus causing a large demand on power. The Join Network Command 
specifies an initial on time and a subsequent power duty cycle to allow for extended 
battery life. Once the initial on time passes (during which the station is scanning 
channels at slow rate), the radio will perform a single scan of the control channels 
20 followed by a period during which the receiver is off. This period is a multiple of the 
time required for a single scan and can be a 50%, 33%, 25% or 20% duty cycle. This will 
increase the re-acquisition time. 
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At this same time the station will become receptive to new Initiate frames that 
match the correct criteria as designated in the Host Interface Join Network Request. If it 
receives either a Initiate frame or a Beacon Frame, it will proceed accordingly. This will 
allow devices in a recharge rack overnight to automatically be ready for a new network 
5 the following morning. The search and rescue operations may also be employed to 
establish a PAN. A network may employ either or both search and rescue and proximal 
formation operations to establish a plurality of PANs. 

Infrastructured Network Re-Synchronization 

When an station in an infrastructured network looses synchronization (is lost), it 
10 will immediately search for a new network matching the parms from the Join Network 
Command. The station will start progressing very slowly through the control channels, 
attempting to detect a network matching the specified parameters. This progression 
requires the receiver to be on thus causing a large demand on power. The Join Network 
Command specifies an initial on time and a subsequent power duty cycle to allow for 
15 extended battery life. Once the initial on time passes (during which the station is 
scanning channels at a slow rate), the radio will perform a single scan of the control 
channels followed by a period during which the receiver is off. This period is a multiple 
of the time required for a single scan and can be a 50%, 33%, 25% or 20% duty cycle. 
This will increase the time required to find a network. 

20 Reset Network Recovery 

If a station is reset (i.e. the battery is replaced), it must re-acquire the network. 
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The network itself cannot determine that the device is missing for the duration of the 
Device Resync Time. This can be quite long. This is resolved by the hop sequences 
incorporating the control channels in the sequence more frequently than other channels. 
Thus a device that is "lost" can tune its receiver to a control channel and await beacons. 
5 If the lost device is the network coordinator (the station normally transmitting beacons), 
then after a short number of missing beacons, another device will send backup beacons. 
Thus even the "lost" network coordinator will be able to recover the network and resume 
coordination. 

The time to recover is on average as follows: 
10 number of control channels * interval between using control channels/2 

Thus if there are four control channels visited every fifth hop and the hop duration 
is 250ms, then on average the recovery time is 2.5s. 

Radio Finite State Machines (FSM) 

This section defines the radio finite state machines and their operation. These 
1 5 FSMs are as follows: 



1. 



Initial FSM 



2. 



Initiate FSM 



3. 



Network Management 



4. 



Network Coordination FSM 



20 



5. 



Station FSM 



6. 



Transmit FSM 



7. 



Receive FSM 
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The inputs possible for the FSMs are the host interface commands and radio 
frames discussed in previous sections and various time-outs. The timers are as follows. 



Table 37 - FSM Timers 



Timer 


Usage 


NextBeacon 


Time until next Beacon Frame 


NextHop 


Time until hop to next channel 


RFPWindow 


Time until RFP Window expires 


Backoff 


Current value of backoff counter. Stops running if Reservation 
Timers is running. 


Reservation 


Current reservation time for any outstanding receive sequence. 


InSync 


Maximum time station can maintain synchronization without 
Beacons. This will improve as more beacons are received. 


NMTimer 


Timer used to terminate states in network management FSM. 


CLRTimer 


Timer used to detect failed frame sequences such as RFP-POLL. 
(i.e. no POLL) 



Table 37 - FSM Variables 

Other variables kept on a station basis are as follows: 



Variable 


Non 
Volatile 


Usage 


network id 


yes 


the network id of Microlink that station is attached to. 


Station 
address 


yes 


the address used by the station in the Microlink. 


Station table 


yes 


addresses and types of every station in network. 


Dwell time 


no 


hop dwell time. 


Beacon 
interval 


no 


number of hop periods in a beacon interval. 


Hop table 


yes 


table of hop sequences. 


Current 
channel 


no 


current channel radio is tuned to. 


Hop entry 


no 


current entry in hop table. 


Hop 

sequence 


no 


current hop sequence. 


Initiator 


yes 


did station initiate network. 


Transferred 


yes 


did station transfer network. 
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Coordinator 


yes 


is station network coordinator. 


station 
queue 


I1U 


nnpne of messages from host. Each entrv has a retry 
count which is zeroed upon first entry into queue. 
Messages will be enqueued again when a chan retry 
limit is exceeded. Message requires use of RFP 
Window. 


ivciry 


no 


retry count of current transmit message. 


Chan retry 


no 


retry count of current transmit message on current 
channel. 


ID AO /IT 7 /ll 1 All A 

Keauy queue 


uu 


nueue of messaees to hold until after RFP Window. 


Transmit 
queue 


no 


queue of messages that transmit state machine will 

OvllUi 


Receive 
queue 


no 


queue of messages received by receive state machine. 


SAR flag 


no 


when flag is set: 

if network coordinator, some stations are out of 
sync, if not, this station is out of sync. 


test alive 


no 


vector of counter to track Device Resync Time. One 
per station in network 


awake time 


no 


value set in Data Command from host. Radio must 
stay in receive mode if non-zero 



In the following description, unspecified Inputs are assumed to be ignored. Only 
the first matched Input in a State is executed. A '*' in the State field means this Input 
results in the same transition for all States. In the Next State column, a number implies a 

5 State in the current FSM and a numbername implies a State in the named FSM. A 
blank Next State field implies that there is no transition. When a transfer to a named 
FSM occurs, the current FSM is terminated. When frames are specified as Input, they 
are assumed to be removed from the receive queue. 

The Initial FSM is entered upon module reset. The Join Request parms are set to 

10 the broadcast network id and a type of PAN and a Data Rate of any rate. The network 
management FSM, receive FSM and transmit FSM run asynchronously to other FSMs. 
A queue from receive and to transmit are assumed. There is also a station queue which 
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holds frames from the host to transmit that may have arrived before an RFP window. 

It is assumed that Host Data frames, Network Management frames or Device 
Management frames are preprocessed as follows: 

1. If the station is not in the Station FSM or the Network Coordinator FSM, 
then an error is sent to the host, No Network. 

2. If the destination is asleep, the frame is put on the station queue 

3. If the destination is awake and network is not in an RFP Window, the 
frame is put on the transmit queue. 

4. If the destination is awake and network is in an RFP Window, the frame is 
put on the ready queue. 



Table 38 - Initial FSM 



State 


Input 


Action 


Next State 


0 


Initiate 
Network 
(PAN) and not 
re-establish 


Build Initiate Frame from command 
and enqueue to transmit. Set 
NextBeacon to .33 seconds. Send 
Initiate Network Response 


0:lnitiate 
PAN 


0 


Initiate 
Network 
(infrastructured 
) and not re- 
establish 


Build Beacon with required parms and 
enqueue to transmit. Set Test Alive 
count in all stations 1. NextHop=dwell 
time. 


0:Network 
Coordination 


0 


Initiate 
Network and 
re-establish 


Tune to random control chan. 
InSync=time on control channel. 


1 


0 


Initiate Frame 
with matching 
Network Id 


Build Attach Request (from default or 
Join Network Request) and enqueue to 
transmit 


3 


0 


Join Network 
Request and 
not re-establish 


Save parms for Attach Request 


0 


0 


Join Network 
Request and 
re-establish 


Save parms for Attach Request. 

Tune to random control chan. 

Set InSync timer for time on control 


2 
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chan. 




1 


Beacon for old 
network id 


Save parms for next hop and beacon 
time. 

Test Alive=l for all stations. Send 
Initiate Network Response 


0:Network 
Coordinator 


1 


InSync=0 and 
total time to re- 
establish not 0 


Tune to next control chan. 
InSync=time on control chan. 


1 


1 


InSync=0 


Build Initiate rrame trom commana 
and enqueue to transmit. 


fVTnitiatp 
U.lIUlldlC 

PAN 


2 


Beacon for old 
network id 


Save synchronization and hop 
information. 

Nextr>eacon— beacon lime. 
NextHop=dwell time. 
InSync=5s. 

Send Join Network Response to host. 


0:Station 


2 


InSync=0 and 
total time to re- 
establish not 0 


1 une to next control cnan. 
InSync=time on control chan. 




2 


InSync=0 




0 


3 


Attach 
Response 

Pram^ eta til <2 

accepted 




4 


4 


Beacon 


Save synchronization and hop 
information. 

NextBeacon=Beacon time. 
NextHop=dwell time. 
InSync=5s. 

Send Join Network Response to host. 


0:Station 



Table 39 - Initiate PAN FSM 



State 


Input 


Action 


Next State 


0 


NextBeacon=0 


Build Initiate Frame from command and 
enqueue to transmit. Set NextBeacon to 
.33 seconds 


0 


0 


Attach 

Request, not a 

duplicate 

address 


Send Join Request to Host 


0 
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0 


Attach 
Request, 
duplicate 
address 


Build Join Response with status of 
failure, duplicate address. Transmit 
Frame 


0 


0 


Join Response 


Build Attach Response with status 
\nAinntf*f\ Kv 1-TnQt Tf Qtatn^ i*: accentahle 

save device in network table. 


0 


0 


Start Request 


Build Beacon with required parms and 
enqueue to transmit. Set Test Alive 
count in all stations 1. NextHop=dwell 
time. 


0:Network 
Coordinati 
on 


0 


Initiate 
Request 


Build Initiate frame and enqueue to 
transmit 


0 



Network Management FSM 
In this FSM, the following abbreviations are used. 

• NC means network coordinator 

• NMF means a network management frame. 

• NMC means a network management request/response from host. 



Table 40 - Network Management FSM 



State 


Input 


Action 


Next 
State 


* 


Nmtimer=0 


Send NMC response to host, type request 
time-out. 


0 


* 


NMC Remove 
Device from 
network and 
notNC 


Enqueue NMF of type device exiting 
network(broadcast) to transmit queue. Set 
NMtimer. Send Device removed from 
network to host. Terminate station FSM 
and reset to initial FSM. 


0 


* 


(NMC Remove 
Host or NMC 
Terminate 
Network) and 
NC 


Enqueue NMF of type terminate network 
to transmit queue. Set NMtimer. Send 
NMC response to host. 
Terminate network coordination FSM 
and reset to initial FSM 


0 


* 


NMC Request 


Send NMC Response 8006 to host 
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Device take 
over network 
and not NC 






* 


NMC Request 
Device list and 
NC 


Build list and Send NMC Response 8005 
to host 




* 


NMC 
Terminate 
Network and 
not NC. 


Enqueue NMF of type request 
termination to transmit queue. Set 

iNMiimer 


2 


* 


NMF request 
to terminate 
andNC 


Send NMC request to host 




* 


NMF request 
device list and 
NC 


Enqueue NMF response 8005 and device 
list including this device to transmit 
queue. 




* 


NMF request 
device list and 
notNC 


Enqueue NMF response 8006 to transmit 
queue. 




0 


NMC Request 
Device take 
over network 
andNC 


Enqueue NMF of type Request Take over 
network to transmit queue. Set NMtimer. 


1 


0 


NMC Request 

Device list and 
not NC 


Enqueue NMF of type Request Device 
list to transmit queue. 


3 


0 


NMF request 
transfer NC 
andNC 


Send NMC request to host 


0 


0 


NMF request 
transfer NC 
and not NC 


Enqueue NMF response 8002 to transmit 
queue 


0 


0 


NMF response 
8001 and not 
NC 






1 

1 


JNJVir response 
8001 andNC 


and start station FSM. Send NMC 
response to host. 


o 


1 


NMFresponse 
8002 and NC 


Send NMC response to host 


0 


2 


NMF response 
8003 and not 
NC 


Send NMC response to host. 


0 
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2 


NMF response 
8004 and not 
NC 


Send NMC response to host 


0 


3 


NMF response 
8005 and not 
NC 


copy device list and send NMC response 
to host 


0 


A 

4 


to transfer 
request status 
8001 


Fnrmpiip NTMT 1 frame to transmit Queue. 

Terminate station FSM. Init Network 
Coordinator FSM to state 0. 


0 


4 


NMC response 
to transfer 
request status 
8002 


Enqueue NMF frame to transmit queue. 


0 



Network Coordination FSM 

The Identify Procedure will check for all stations that this station has not detected 
5 traffic from within the Test Alive Count (number of beacons). It will build a list of 
stations to send Identify messages to and put them on the station queue. If several 
attempts to Identify a station fail, the S AR (search and rescue) flag is set. Receiving CLR 
or RFPs from a station will count as detected traffic. Note that after Start Request is 
received, the Test Alive variable is set to the 1. This will cause the network coordinator 
10 to immediately test for stations in the net on the first hop. This will guarantee that all 
stations in the network are together. Once it is first determined that all devices have 
synchronized, a Start Network Response is sent to the host. 



Table 41 - Network Coordination FSM 



State 


Input 


Action 


Next State 


0 


NextBeacon=0 


Hop to next channel. Reset NextHop and 
NextBeacon to correct values. Build 


1 
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Beacon and transmit. Execute 
IdentifyProcedure. 

it station queue not empty, transier 10 
transmit queue, indicating RFP in RFP 
Window required. Set RFPWindow 
timer. 




0 


NextHop=0 


Hop to next channel. Reset NextHop 




t 

1 


RFP Frame 


oave source address and rnarK rcidicu 
station entry as having a message for this 
station. 


o 


1 


RFPWmdow= 
0 and (ready 
queue not 
empty or RFPs 
received) 


copy ready queue to transmit queue. 


L 


1 


RFPWindow= 
0 and awake 
window not 0 




0 


1 


RFPWindow= 
OandSAR 


Tune to first control channel and send 
Beacon 


3 


1 


RFPWindow= 
0 


Enter Sleep mode 


0 


2 


Attach 

Request, not a 

duplicate 

address. 

This station is 

coordinator. 

Network is 

infrastructured 


Send Join Request to Host 


2 


2 


Attach 
Request, 
duplicate 
address 


Build Join Response with status of 
failure, duplicate address. Transmit 
Frame 


2 


2 


Join Response 


Build Attach Response with status 
indicated by Host If status is acceptable, 

oovp Hpvipp in npfwnrV table Transmit 

Frame 


2 


2 


Data Frame 
and more 
expected 
frames 


Send Data Command to Host 


2 


2 


Data Frame, no 
more expected 


Send Data Command to Host 


2 
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frames, and not 
all transmitted 






2 


All received, 
All transmitted 
and awake 
window not 0 




0 


2 


All received, 
All transmitted 
and SAR 


Tune to first control channel and send 
SAR beacon 


3 


2 


All received, 
All transmitted 


Enter Sleep mode 


0 


3 


Beacon 

Transmit Done 
ana more 
control 
channels 


Tune to next control channel and send 
Beacon 


3 


3 


Beacon 
Transmit done 
and no more 
control 
channels 


Enter Sleep mode 


0 



Station FSM 

The AdjustClock procedure will sample beacons over a long time period (on the 
order of 10s of seconds) and determine the delta between the network coordinators clock 
(which is the network clock) and this stations clock. It will adjust the station clock in the 
absence of beacons. 

The ModifyClock procedure will determine if the network clock in this station 
should be modified based on the calculations of AdjustClock. It also will set SAR if it is 
determined that sync can no longer be maintained by checking the InSync timer. 



Table 42 - Station FSM 



State 


Input 


Action 


Next State 


0 


NextBeacon=0 


Hop to next channel, Set NextBeacon and 
NextHop to correct values. If station 


1 
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mifnp not emntv transfer to transmit 
queue, indicating RFP in RFP Window 
required. Execute ModifVClock 




A 
U 


IN cxinup U 


Hon to next channel. Set NextHop to 
correct value. 


1 


1 


Beacon Frame 
(not backup 
beacon) 


Set Network Clock and other parameters. 
Execute AdjustClock. 


0 


1 
1 


PT7P TTramp 


Save source address and mark related 
station entry as having a message for this 
station. 


0 


1 
1 


ivr r W llluuvv 

0 and (ready 
queue noL 
empty or RFPs 
reccivcu^ 


rnnv rpfldv nueue to transmit Queue. 


2 


1 


RFPWindow= 
0 and awake 
window not 0 




0 


1 


KrrWinaOW= 
OandSAR 


Tnr»*a tt\ firct rnnfrol rhannpl and send 
Beacon 


3 


1 


RFPWindow= 
0 


Enter Sleep mode 


0 


I 


Data rrame 
and more 
expected 
frames 


QpnH Fiata rnmmand to Host 


2 


2 


Data rrame, no 
more expected 
frames, and not 
all transmitted 


FlQta PnmmatiH to Host 


2 


2 


All received, 
All transmiueu 
and awake 
window not 0 




0 


2 


All received, 
All transmitted 
and SAR 


Tune to first control channel. 


3 


2 


All received, 
All transmitted 


Enter Sleep mode 


0 


3 


Beacon 


Set Network Clock and other parameters. 
Execute AdiustClock. 


1 
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Transmit Frame FSM 

This FSM does not illustrate fragmentation. The inputs are either a frame at the 
head of the transmit queue, the backoff timer or the CLRTimer. For simplification, 
frames remain at the head of the queue until acted upon by an Action. 
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Table 43 - Station FSM 



State 


Input 


Action 


Next State 


u 


Frame in 
transmit queue 


backoff_table[0]/2 

else backoff = backoff tablefOl 


1 


1 


backoff=0. 
medium is idle, 
head of queue 
is Beacon. 


Transmit frame, remove from queue. 


0 


1 


backoii=u. 
medium is idle, 
neaa 01 queue 
is broadcast. 


Troncmit "fl*QmP rPTUfWP frniTl nil PI IP. 

Backoff=backoff Jable[chan retry] 


5 


1 

1 


bacKoii^u. 
medium is idle. 
InRFP 
window . 


trancmit PFP nn radio ^Pt PT RTimer 


2 


1 


backoff=0. 
medium is idle 
. Krr requirea. 


Transmit RFP on radio. Set CLRTimer. 


3 


1 


backofH). 
meoium is iaie. 


• Transmit frame on radio. Set CLRTimer 


4 


1 


backoff=0 . 
retries used up. 


Delete head of transmit queue, send Data 
Transmit status to Host. 


0 


1 

1 


backoil=U. 
chan retries not 

11/1 A/1 114% 

usee up. 


Kerry — retry t- i . 

Chan retry = chan retry+1 

Karlrnff — hnrVnff tflhlprrhart retrvl 


5 


1 


backoffH). 
cnan reines 
used up. 


put frame back on station queue and save 

rciry vuuiii 


0 


2 


POLL 
received. 


put frame on ready queue 


0 


2 


CLRTimer=0. 
retries used up 


Delete head of queue and send Data 

Transmit status to Host. 

Backoff = backoff tablelchan retry) 


5 


2 


CLRTimer=0. 


Retry=retry+L put frame back on station 
queue and save retry count 


0 


3 


POLL 
received. 


Transmit frame at head of transmit 
queue, set CLRTimer. 


4 


3 


CLRTimer=0. 
retries used up. 


Delete head of queue and send Data 

Transmit status to Host. 

Backoff = backoff tablelchan retryl 


5 
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3 


CLRTimer=0. 

cndn rctnco 
used up 


retry=retry+l 

mit frame harlc on station oueue and save 
retry count 


0 


3 


CLRTimer=0. 


Retry=retry+1 

rhnn rptrv=rhan retrv-r-1 

l/llCUl ICllJr 1/11CU1 l^lljf 1 1 

backoff=backoff tablefchan retry] 


1 


4 


CLR received. 


Delete head of queue, send Data 

Transmit ctatiiQ to rTo^t 

Backoff=backoff table[chan retry] 


5 


4 


CLRTimer=0 . 
retries used up. 


Delete frame and send Data Transmit 
status to Host. 

Backoff=backoff tablefchan retryl 


0 


4 


CLRTimer=0. 


Retry=retry+1 

chan retry=chan retry+1 

backoff=backoff tablefchan retryl 


1 


5 


backoff=0. 




0 



Receive Frame FSM 

Every received frame will set the Reservation Timer by the reservation within it. 
The reservation is assumed to be from the beginning of the frame. It is possible that this 
value may be used and then the frame has an invalid FCS. In that case it is optional to 
honor the reservation value. Only frames with good FCS checks and a Network Id 
matching the station's network id are processed. 

This FSM does not illustrate the usage of fragmentation. 
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Table 44 - Receive Frame FSM 



State 


Input 


Action 


Next State 


0 


CLR to this 
station 


Pass to transmit FSM. 


0 


0 


POLL to 
this station 


Pass to transmit FSM 


0 


0 


RFP to this 
station 


Enqueue frame. Transmit POLL on 
radio. 


0 


U 


RFP 


Fnniipnp frame 

DllUUwUW JJKUJ.lv. 


0 


0 


Unicast 
Frame to 
this station 


Enqueue frame. Transmit CLR on 
radio. 


0 


0 


Broadcast 
Frame 


Enqueue frame. 


0 


0 


Frame to 

other 

station 


if this station is network 
coordinator, indicate that frame's 
source station has had activity 


0 



The enclosed Appendix A entitled "Hardware Specification" provides details 
5 regarding the functionality and construction of a radio module built in accordance with 
the present invention. Appendix A is hereby incorporated herein in its entirety and made 
part of this specification. 

Moreover, the scope of the present invention is intended to cover all variations 
and substitutions which are and which may become apparent from the illustrative 
10 embodiments of the present invention that is provided above, and the scope of the 
invention should be extended to the claimed invention and its equivalents. Finally, it is to 
be understood that many variations and modifications may be effected without departing 
from the scope of the present disclosure. 



97 



APPENDIX A 



fittermec 

AUMOVACcmpan} 



Release Date: 
04/28/1998 


Documentation Type and Subject: 

HARDWARE 
PERFORMANCE SPECIFICATION 

Wireless Personal Area Network 


Documentation No.: 
565-002*050 


Authors: 
Tom Schuster 


Page: 

1 Of 24 


Authorization; 
Pat Kinney 


Revision Level: 
B 

6/12/98 



Revision History 



Revision 
A 
B 



Change 



Initial Release 

Hop tables, country codes 



Pate 



Author 



4/28/98 
6/12/98 



Tom Schuster 
Tom Schuster 



C 

n 

Si 

ru 

M 

m 

□ 

si 

u 
00 



S6S-002-050B.CYA 



Confidential 



i 



1.0 INTRODUCTION 



This document provides the specification Ru the short range radio transceiver module to be 
referred to as a wireless personal area network (WPAN). The WPAN module is intended for use 
Ln portable, handheld products. 

The WPAN module will function as an RF modem. The implementation of this module will 
consist of aa RF transceiver, a digital controller ASIC and the antenna. The architecture nf th« 
RF transceiver is a single conversion receiver and a direct launch transmitter. The architecture 
was chosen for its simplicity and ease of implementation which both translate to lower cost The 
WPAN module includes all radio control, protocol implementation and host interface. The 
WPAN protocol is described in document 565-002-05 1 . 

The final phase of the program will yield an overall module package of approximately 1 .0 X 1 .5 
X 0*3 inches. The WPAN will be integrated into portable computers, printers and other related 
devices. 

Since the WPAN radio is to be installed in several devices, placement of the device can 
drastically affect antenna efficiency. The hope is that the antenna will be the same on all the 
hosts, although mounting of the radio module may require different designs. 

The design of the WPAN and this specification are intended to address the requirements imposed 
by the United States Federal Communications Commission (FCC) Code of Federal Regulations 
(CFR) Title 47 Part 15.249 and the European Telecommunications Standards Institute BTSI 300- 
328. Operation in other countries, governed by different regulfltinm may require specification 
changes and shall be agreed upon at a later date. 
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2.0 ELECTRICAL REQUIREMENTS 



2.1 Power Supply 
2,1 .1 Supply Voltage: 

The Phase 1 , release 1 and release 2 WPAN radio modules shall be supplied with a voltage 
between 4.0V and 6V\ The supplied voltage is linearly regulated down to -» 3.3 V and +3. 6 Von 
board to power the radio components and the digital components. 

The Phase 1 -release 1 module has 128K bytes of flash memory. The memory can be 
reprogrammed on board and in system. For reflashing of the memory the radio module must be 
supplied 12V -KX3V, -0.6V. It is assumed that the rcflashing takes place in a service center. The 
ambient temperature should be 30° C or less for reflasihing. 



2.1,2 Maximum Supply Current 

The WPAN module has several opeiatiwal states; transmit, receive, standby, sleep, end off. 
Current consumption specifications for the five states is shown below. Transmit and receive 
states are used for communication between xmlius. Standby state is the ASIC and processor 
operational, the radio is turn off. Standby state is used in dumb mode when the host does not 
control RTS. The WPAN module enters sleep mode between beacons. The beacon timer and 
oscillator are the only operating circuit during sleep mode. 

It should be noted that the host does not directly control any of the power states of the module. 
The host wil] indirectly control the module by notifying the radio of a pending message, which 
will wake up the radio. All sequencing of the states of the radio is handled in the protocol, 



State 


Current @ 




3.3/3.6 V 


Transmit 


< 100 mA 


Receive 


5100 mA 


Standby 


<40mA 


Sleep 


<2mA 


Off 


< 100 jiA 



2.2 Interface 



2,2*1 RF I/O Connector 

The Phase 1 release 1 and release 2 radio modules intended for the. SahetTwo'th application do 
not have an RF connector. For the scanner the antenna is connected with a spring finger and for 
the base the RG 178 cable is directly soldered to the boaid. 

2,2,2 Host Interface 

. Theradio to host interface shallbe through a flexible circuit board from the host to the WPAN 
module. The connector is a' 1mm spacing flexible circuit connector. The pinout is below: The 
signals are 3.3 V CMOS levels. If required by the host, RS-232 conversion must be done 
external to the WPAN. The signals listed in die table below will be available on the host 
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connector. It should be noted that all hosts may not, and do not have to, make use of ail the 
available signals. Use of the signals is outlined in the host piviwol document The RESET! . pin 
is to be used for intelligent hosts only and will have a pull up resistor on the WP AN module to 
prevent a noise induced reset. 



Pin 


1>fn 


U cS ci ip UOU 


V'Ornmciivs 


i 


TXD 


Data to transmit out 
radio - input 


Idle high, when active 
"1" is high "0" is low 


2 


RXD 


ch cl uratcii veil i / tdiuu 

output 


lUlV DULjpU* VYLLvLi tlwllYv 

"1" is high "0" is low 


3,4 


GND 


Oiuuud 




5,6 


Via 


+3.6Vto6V 




7 


RTS 


Request to S end-input 


Asserted = HIGH 


8 


CTS 


Clear to Send-output 


Asserted - HIGH 


9 


RID 


Ring Indicator-Output 


Asserted = HIGH 


10 


DSK 


Data Set Ready-output 


Asserted = HIGH 


11 


RESETL 


Input 


Asserted = LOW 


12 


+3.3V 


Regulated 3,3V to Host 
output 


can be used for 5V to 
3.3V logic level 
converters - 10 mA max 



NOTE: There is no current limit protection of the 3.3V supply on pin 12. It is left to the host 
design to insure a load of less than 10 mA. 



Host interface signals are directly connected to the ASIC. The logic levels specified by the 
Hitachi design guide are below: 



Parameter 


Minimum 


Maximum 


Conditions 


V^, Low level 
input voltage 


VSS-0.3V 


0.2XVDD 


Guaranteed Input Low 
Voltage 


Vmi High-level 
input voltape 


0.7XVDD 


VDD + 03 V 


Guaranteed Input High 
Voltage 


V 0L , Low-level 
output voltage 




0,4 V 


T 0L =<12 mA 


V 0Hj High-level 
output voltage 


VDD-G.SV 
2.4V 




Ioh><=100uA 
lorn <-12mA 
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3.0 OPERATIONAL CHARACTERISTICS 



3.i General 

The RF transceiver architecture is a single do wu conversion receiver and a direct launch 
transmitter. The block diagram of the RF transceiver is shown in Figure 1. Tn the receive mode 
the PLL is programmed to 1 10.592 MHz below the desired channel The input to the antenna is 
filtered by a bandpass filter, routed through a T/R switch, amplified and down converted to an IF 
frequency of 1 10.592 MHz. The IF signal is hard limited and baseband data is recovered with a 
quadrature detector. The output of the detector is sliced with a comparator and connects to the 
digital ASIC. In transmit mode the PLL is programmed to ihe Uohed channel and the data from 
the digital ASIC is filtered, attenuated and used to modulate the VCO control voltage. 

3.1.1 Frequency of Operation 

The WPAN shall operate in (he 2400 to 2483.5 MHz Industrial, Scientific and Medical (ISM) 
frequency band. * Sub-bands of this range may be required for countries other than the United 
States and will be addressed at a later date. The sub-bands will need to be identified prior to the 
production phase in order to be part of the ROMed software. The 2.4 GHz band was chosen for 
numerous reasons which are outlined below. 

- 2.4 GHz RF fields do not propagate as well as signals in the 400 - 900 MHz bands, which 
helps in keeping the range and thus interference low. 

- The 2.4 GHz band will permit a smaller antenna and could allow integration on the PCB. 

- Host devices do not generate as much noise in the 2.4 GHz band compared to UHF and 900 
MHz and the WPAN will not be desensitized by the host device. 

- The 2 A GHz band allows wider channel bandwidths thus higher data rates and wider 
deviations. The wider bandwidths tolerate frequency error and drift due to part tolerances 
and temperature changes and mismatches, 

- The 2.4 GHz band allows more wide bandwidth channels because of the larger frequency 
allocation. 

- The 2.4 GHz band has greater international acceptance. 

- Higher carrier frequency simplifies compliance with CE Mark (as required by the European 
Community) and FCC receiver requirements for EMI susceptibihty, Susceptibility 
requirements are specified up to I GHz, which will not have an effect on a radio operating 
with a 2.4 GHz carrier. 

3.1.2 Link Data Rate; 

The WPAN module supports a data rate of 1005 kbps. Release 2 is expected to include forward 
error correction (FEC) to provide more range and reduce retries. Effective data rate with FEC 
enabled will be 524 kbps; , .. . 
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figure 1 - radio block diagram 



sec page 20 of this appendix 
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3.1,3 Spreading 

The WPAJNf radio will utilize a frequency hopping carrier to increase immxiruty to interference. 
Multiple hop sequences will be also be used for WPAN isolation. The transmit channel 
frequencies and the hop sequences arc shovyn in Appendix A, The default dwell time is 250 raS, 
which is also the same as the default beacon interval. Hie dwell time and beacon interval can be 
increased or decreased with a corresponding effect on link maintenance power consumption. 
Beacon interval must be an integer multiple of the dwell time. Dwell time is selectable between 
62.5 mS, 125 mS, 250 mS and 500 mS. The 500 mS dwell time is locked out for ETSI countries 



3.1.4 Channel Spacing 

The channel bandwidth is 1.536 MHz and the channel and PLL programming table is shown in 
Appendix A. A total of 50 channels arc available. The channel width and DP frequency were 
chosen primarily due to IF SAW filter availability. The lowest frequency SAW filter available in 
a small enough package, is at a licquency of 1 1 0.592 MHz, has a bandwidth of 1 .5 MHz , and is 
typically used for DECT cordless phones. 



3.1-5 State Transitions 



The allowable state transitions and the maximum times allowed for the transition to take piacc 
are: 



From 


To 


Transition time 


Off 


Receive 


150 mS* 


Sleep 


Receive 


10 mS* 


Standby 


Receive 


1-5 mS 


Receive 


Transmit 


500 uS 


Transmit 


Receive 


500 \\S 



* Includes 8 mS for crystal oscillator stabilization time. 



3*1.6 Host Data Rate 

The data rate between the host and the WPAN module will default to 1 9.2 kbps. Data rates up to 
1 15.2 kbps will be supported for intelligent hosts. The host pmtocol includes provisions to 
negotiate the higher data rates. It is desirable for the host interface to operate as fast as possible 
to conserve power and to shorten response time. 

3.1,7 Response Time 

In general, the average response time of Ihe WPAN, operating in a power managed statp,, is one 
half the beacon time. The design default cunently uses a 250 mS beacon time. The average 
response time will be 125 mS. The amount of interference will lengthen the response time. Tn 
the event of interference, the radio will utilize retries and frequency hopping to get the message 
through. The radio will retry four times during each dwell time for three dwell times. Withthftfte 
parameters, the maximum response time would be about one second. After which, if still 
unsuccessful the WPAN would notify the host of the unsent message. 
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For the special case when the destination device is known to be awake then the message does not 
have to wait for an RFP window, but must honor the window if present.. The RtY and message 
can be sent immediately. 

Several examples of the transaction timing are illustrated in a diagram in Appendix B, 
^Transmitter 

3.2.1 Output Power 

FCC Part 15.249 regulations limit field strength to 50 mV/m measured at 3 meters. If we assume 
perfect dipoles for conversion to dBm. The field strength converts to -5 1 .69 dBm at 2400 MHz, 
The calculated path loss for 3 meters at 2400 MHz is 49.59 dB. Thus the maviTnum transmitter 
power allowable under Part 1 5.249 is -2. 1 dBm, The transmitter output power specification is -2 
dBm +/- 2 dB, This number includes losses of the antenna, the actual transmitter power 
delivered to a 50 ohm load will be greater. Tke modulation will be two level GFSK with a 
frequency deviation on the order of 450 kHz. A *1" data bit will encoded with a frequency 
deviation higher than carrier center frequency, A "0" data bit will be encoded with a frequency 
deviation lower than the carrier center frequency. 

For FCC regulations, power level of harmonics and other spurs above 960 MHz is limited to 500 
uV/m at 3 meters or 50 dBc from the fundamental, whichever is the lesser attenuation. The 500 
uV/m at 3 meters is 40 dBc from the fimdatnental. The biggest concerns for the WPAN radio is 
receive mode local oscillator (LO) radiation and second and third harmonics. All frequencies 
below $60 MHz must be attenuated by 50 dBc which should not he a problem given the filters, 
the high level of integration and shielding (if required). 

EST! 300-328 requirements are -47 dBm above 1 GHz and -57 dBm below 1 GHz. 

3.2.2 Transmitter Spectral Characteristics 

The modulated transmitter output spectrum shall be less than 1 .536 MHz channel bandwidth at 
20 dB below peak power, with a random data pattern. The transmitter shall employ circuitry to 
contain the spectrum within the allotted bandwidth during activation and deactivation of the 
transmitter* 

3.3 Receiver 

3*3.1 Receiver Sensitivity 

Receiver sensitivity shall be nominally -8 1 dBm at the antenna for a 1 x l<h s Bit Error Rale 
(BER) at 1005 fcbps. Included in the sensitivity specification is a noise figure estimate of -6 dB, 
a 20 dB. SNR for 10" 5 BER, and a receiver noise bandwidth of 1 .5 MHz. The range of the 
WPAN module is estimated to be greater than 50 feet for the 1005 kbps mode in an open air 
cuvii'ooineut. The Release 2 module with FEC i$ expected to improve sensitivity by 6 dB. 

3*3.2 Dynamic Range 

Receiver dynamic range shall be appro xixiudely 71 dB for 1005 kbps. Nominally, the operational 
iiputiWCT range shdlb^^ . 
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3.3.3 Interference Immunity 

The WPAN radio must be able to support operation of up to 20 WPAN networks in an area of 
less than 300 square feet. Even with the designed iu shoit range of the radio there is a great deal 
of potential interference. Interference management will be split between the physical and 
protocol design techniques. 

WPAN isolation at the physical layer will be achieved by fiequency hopping with multiple hop 
sequences and adequate IF filtering 

WPAN isolation at the protocol layer will be achieved with CSMA/CA techniques and by 
utilizing dynamic address assignment that includes the hardwired husl designation. Network 
address assignment will also be made during initialization. By combining die network address 
and the source/destination addresses in each communication, the messages will be isolated at the 
protocol layer. The WPAN protocol is outlined in greater detail in the Architecture and Protocol 
document. 

3.4 Controller 

The WPAN radio controller is 3.3 V custom digital ASIC. The block diagram of the release 1 
ASIC is shown in Figure 2. The release 2 ASIC block diagram is shown in Figure 3 , The main 
ASIC blocks are the processor core, memory and user gates. The ASIC vendor is Hitachi and the 
processor core is an H8/300H. Memory requirements are 32K bytes ROM for program memory, 
4K bytes SRAM for message buffers and execution memory and 128 bytes of EEPROM. 
Release 1 modules use an H8/3048 processor with 4K SRAM and 128K Flash in conjunction 
with a gate array. After completion of system test and Ihe gate array and H8 will be combined 
into a standard cell ASIC and the program code would be put in ROM.. For the least expensive 
WPANs, the program memory needs to be masked ROM. The EEPROM is used to store 
network configuration information after a network has been initiated Storing the network 
configuration information will permit the network to resynchronize after a battery swap in any 
device. 

Tb.A number of user gates is approximately 6000, The user gates perform such functions as the 
HDLC protocol, PLL programming, and power and TX/RX control of the radio. Other blocks 
of die radio indnde a serial port for the host interface, timer for beacon control, crystal 
oscillator amplifiers, an ADC for RSSI monitoring, and a DAC for synthesizer crystal warping. 

4.0 MECHANICAL 

4.1 Dimensions 

In the final phase of the WPAN development the size of the module will be less than 1.0" X L5" 
X 0.3". fui the fust phase the radio board outline approximately 1*3" X 3.9" and is intended to 
fit into the handle of the SaberTwo'th scanner. Exact board dimensions for Phase 1 are called 
out in the fabrication drawing, document 144-78 l-xxx, where the xxx represents the latest 
revision of the board. 

4.2 Mounting Provisions 

For the first phase incorpbrated in' the handheld scanners the nujio board will slide into the 
handle of the scanner similar to the decoder board In the base station application the same 
jnndnle will be mounted on standoffs from the base station main board 
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figure 2 - release 1 ASIC block diagram 



see page 21 of this appendix 
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figure 3 - release 2 ASIC block diagram 



sec page 22 of this appendix 
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4,3 Shielding 

The WPAN module is to provide the necessary shielding, if required, to meet the governmental 
regulations. 

5.0 Antenna 

The antenna for the radio must present a 2: 1 VSWR (9.5 dB return loss) from the preselector 
filter out to the antenna to the radio. An antenna with a poor return loss will affect load pulling 
oflheVCO. 

The antenna for the handheld scanner is a screw that is also use to fasten the battery extender to 
the handle. Connection to the screw antenna is with a spring finger soldered to the radio hoard. 
The antenna for the base is a simple coaxial cable dipole soldered directly to the radio board. 

6.ft ENVIRONMENTAL 

6.1 Operational Temperature Range 

-20 to +60° a 

6.2 Storage Temperature Range 
-30 to +70° C 

6.3 Humidity: 

5% to 95%, non-txjudwisius at 45° C 

6.5 Mechanical Shock 

With appropriate mechanical enclosures based on Intermec's design criteria (which will be 
individual device dependent) the WPAN radio will survive a four foot drop to concrete. 

6.6 Vibration 

20gRMS, 3 axis random for 1 Hour. 
6 J Electrostatic Discharge (ESD) 

The WPAN module shall survive 15 kV air discharge and 8 kV conducted while mounted in the 
host device, per standard test procedure, NPN 568-004-010. 

7,0 REGULATORY: 

The WPAN module, shall meet minimum requirements of FCC 15249 and ETSI 300-328, 
8.0 MAl^ACTURABII,nif/rESTABmrrY 

The WPAN module will require tuning of the reference crystal oscillator used for the PLL. The 
tuning will occur at final mami[fecft?ring test and consists of setting the output of aDAC to tune 
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the crystal oscillation frequency. This should be the only adjustment made on the WPAN. Final 
test will verify a minimum sensitivity of the radio and transmuted puwci oui. 

9.0 MEAN TTlvre BETWEEN FAILURES 

For the WPAN MTBF, a failure will be defined as an electrical hardware failure uuda nuuiud 
operating conditions which causes the WPAN to he non-operational The production version ot 
the WPAN will be a highly integrated module with a minimum number of parte and wlcivuniiccL 
In general, the MTBF and the parts count and associated interconnect i and solder j oints are 
fflyVeiaied. The WPAN MTBF should be very long shice it will be mgMy mte^. A 
MTBF will be calculated based on the final design and will be greater than 30,000 hours. 
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Appendix A - Transmit Channel Frequency Table and Hop Sequences 



Channel 


Frequency (MHz) 


Channel 


Frfinuftncy (MHz) 


1 


2403840000 


26 


2442240000 


2 


2405376000 


27 


2443770000 


3 


2405912000 


28 


2445312000 


4 


2406448000 


29 


24488480QU 


5 


2409984000 


30 


2448384000 


6 


2411520000 


31 


2449920000 


7 


2413056000 


32 


2451456000 


8 


2414592000 


33 


2452992000 


9 


2416128UU0 


34 


2454528000 


10 


2417664000 


35 


2456064000 


11 


2419200000 


36 


2457600000 


12 


2420736000 


37] 


2459136000 


13 


2422272000 


36 


2460672000 


14 


2423808000 


39 


24C2200000 


15 


2425344000 


40 


2463744000 


16 


2426880000 


41 


2465280000 


17 


2428416000 


42 


2466816000 


18 


2429952000 


43 


2468352000 


1S 


2431488000 


44 


2489888000 


2G 


243302400C 


45 


2471424000 


21 


243456000C 


I 4fc 


i 2472960000 


22 


243609600C 


47 


2474498000 


2i 


5 243763200C 


Ai 


2476032000 


2* 


t 243016800C 


) 4< 


) 2477568000 


21 


5 24407O4CKK 


) K 


2479104000 



The version 1 .02 software has 40 different hop sequences defined. Each hop sequence has 24 
hops. There are seven selection sets used for the 40 sequences. The Sequence Set Code 0 can 
select any of the 40 hop sequences. All other set codes are limited to the corresponding set of 
foui or eight. 



Sequence 
Set Code 



3_ 
A_ 
5_ 
6 



Frequency 
range (MHz) 



2400 - 2483.5 



Channel 
Range 



1 - 50 



Number 
of 

Channels 



2400 - 2445 



2446 - 2483.5 



2450 - 2483.5 



2445 - 2475 



2418 - 2457 



2435 - 2465 



i - 26 



31 - 50 



33 - 50 



30 - 45. 



13 - 33 



24 38 



50 



26 



20 



18 



16 



21 



15 



Number of 
Sequences 



40 



Control 
Channels 



6,21,36 



6,14,21 



4_ 

_4_ 
4 



36,40,47 
36,40,44 



3630.44 



16,21,26 
26,31,36 



Applicable countries 



US, Canada, Any full 
bandETSI 



Australia, New , 
Zealand, China 



France 



Argentina, Mexico. 



Spain 



Israel 

HongKong 
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The sequences are listed in the table below: 



Sequence Country Hop Channel 



number Code 

1 0 36 35 1 20 6 25 29 9 21 13 15 46 36 32 28 12 6 42 43 37 21 5 3 4 

2 0 21 22 17 19 6 46 48 27 36 39 20 13 21 16 50 45 6 4 12 23 36 34 24 15 

3 0 21 4 19 48 36 45 13 8 6 38 10 24 2t 42 30 29 36 17 41 43 6 39 7 15 

4 0 36 41 30 1 21 7 2 44 6 49 24 35 36 5 17 27 21 32 9 4b 6 4U 36 39 

5. 0 6 30 42 34 36 16 40 9 21 5 31 28 6 7 24 37 36 22 46 25 21 23 48 13 

6 0 6 12 37 16 36 25 32 3 21 1 42 17 6 31 8 36 36 4 34 46 21 10 9 22 

7 ~0~ 36 47 7 31 21 14 19 1 6 42 13 11 36 10 25 38 21 49 34 46 6 3 37 22 

8 0 6 19 35 32 36 4 50 39 21 1 28 18 6 29 44 49 36 34 8 22 21 11 14 15 



9 0or1 21 8 9 24 6 10 19 23~14~"11 26 18 21 2 13 7 6 17 15 5 14 20 12 25 

10 OoH 14 11 15 1 21 7 26 17 6 18 3 4 14 9 20 5 21 10 23 25 6 16 22 19 

11 0or1 6 16 19 1 21 10 12 22 14 7 "2 15 6 26 25 20 21 18 11 4 14 3 23 5 

12 0or1 21 23 8 4 14 9 26 3 6 15 2 12 21 17 10 20 14 22 24 1 8 6 7 25 19 

13 OoM 21 2 15 18 6 24 20 12 14 8 3 19 21 13 16 7 6 11 5 4 14 25 1 26 

14 OoH 91 11 12 10 14 7 5 4 6 17 26 16 21 22 24 9 14 19 18 1 6 3 8 2 

15 OoH 21 13 11 9 6 23 26 15 14 2 25 24 21 4 19 18 6 20 5 17 14 3 10 8 

16 OoH 14 18 17 3 fi Ifi 26 9 21 10 16 5 14 4 19 1 6 22 25 13 21 20 2 24 



17 0 or 2 47 45 31 3S 36 49 33 39 40 38 42 46 47 44 43 37 36 50 34 39 40 48 41 39 

18 0or2 40 33 35 39 36 37 41 32 47 44 34 45 40 31 42 50 36 48 49 46 47 43 38 45 

19 0 or2 40 41 32 35 47 37 38 42 36 48 44 34 40 49 39 33 47 31 46 50 36 45 43 49 

20 0 or2 47 50 41 48 40 49 42 46 36 39 33 45 47 43 37 44 40 35 32 31 36 34 38 39 

21 Oof 2 36 44 46 48 40 37 39 33 47 AS 32 42 36 34 43 49 40 35 41 50 47 38 31 38 

22 0or2 40 38 34 35 36 43 32 44 47 42 33 37 40 31 45 41 36 46 50 49 47 48 39 31 

25 0 of 2 40 34 48 32 36 46 35 31 47 33 41 37 40 42 38 U 36 39 49 50 47 43 45 43 

24 0 or2 47 43 34 38 36 42 46 39 40 49 33 45 47 32 50 41 36 37 44 48 40 31 35 43 



25 0 or 3 44 49 37 50 36 43 45 33 40 35 48 38 44 41 42 39 36 47 34 46 40 39 45 42 

2$ 0 oi 3 44 45 50 47 40 43 39 40 36 37 41 49 44 38 46 36 40 33 34 A2 36 47 46 35 

27 0 or3 40 39 42 48 36 45 37 34 44 33 50 35 40 41 38 43 36 46 47 49 44 41 38 43 

28 0 or 3 44 50 48 43 36 37 42 35 40 39 41 30 44 45 46 38 36 40 34 47 40 43 33 38 



29 0or4 44 34 31 42 36 32 30 39 40 41 33 37 44 43 38 45 30 35 43 34 40 41 42 35 

30 Qor4 36 41 33 43 40 39 42 32 44 30 38 45 36 34 37 31 40 35 37 39 44 30 32 39 

31 0 0f4 36 33 45 37 40 34 43 42 44 39 31 32 36 30 38 41 40 35 45 34 44 39 43 35 

32 Qor4 36 32 34 42 40 45 33 30 44 43 38 35 36 39 37 41 40 31 34 43 44 45 30 31 



33 0 Of 5 26 32 30 29 16 25 13 33 21 27 18 19 26 20 31 22 16 17 24 15 21 14 23 28 

34 OorS 21 23 30 20 1ft 33 25 27 25 22 13 28 21 lb 31 17 16 18 29 24 26 32 IS 14 

35_ 0or5 16 27 23 31 26 14 15 25 21 22 18 29 16 30 32 33 26 28 24 19 21 20 17 13 

3JL 0or5 16 17 18 24 26 28 33 19 21 22 15 20 16 14 2f 13 26 30 29 23 21 25 32 31 

37 Qor6 36 28 34 38 26 27 29 25 31 35 30 33 35 32 37 24 26 33 34 29 31 30 27 32 

38 Pore 36 33 28 30 26 29 25 35 31 37 32 27 36 24 38 34 26 28 25 34 31 37 35 30 
39 0or6 31 27 29 38 36 28 32 35 26 25 34 24 31 33 30 37 .36 37 27 30 26 24 28 38 



40 ' O of 6 36 30. 29 38 31 28 35 37 26 27 33 24 36 34 32 25 31 25 33 24 26 27 35 32 " 
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1. Overview 



Tlits document defines the Architecture of the Norand Microlink radio intended for use in both Personal 
Area Networks (PAN) and Tnfrastructured Networks. Personal Area Networks consist only of low power 
devices using distributed power management. Infrastructured Networks depend on an access -point to 
distribute messages to and from a host network as well as within the Infrastructure Network (i.e., from one 
station in the network to another). Permanendy assigned physical addresses arc not required in either case 
and a flexible host interface is provided to allow connection to a variety of stations. 

2. General Requirements 

lliis section defines some general requirements that must be met by the Architecture, 

• Support a small number (up to 10) devices in a network 

• Support a high density of overlapping networks (1 5 to 20 networks in a 300 foot area) 

• Provide a simple serial and an intelligent host interface option 

- Provide an RS-232 or a serial 3V CMOS physical host interface option 

• Provide multipoint capability 

• Provide a minimum throughput of 19200 bps in any environment 

• Allow the user to select a set of devices and automatically configure the network 

Unless noted otherwise, all bytes are sent least significant bit first and all multibyte fields are sent most 
significant byte first, that is high endian ordering. 

3. Software Architecture 

A microprocessor in the radio module implements the radio and host protocols. Ihe processor will handle 
framing for both interfaces (simultaneously) and buffering for several messages. The implementation of 
the host interface (in smart mode) will provide simple support for the host computer's implementation of 
its radio driver. 

3.1 External Interfaces 

3.1.1 Norand Hand Held Computers (HHC) 

Norand will provide both NDIS device drivers and WTN95 virtual comports. An NDIS interface supports 
standard higher level protocols over the radio. A virtual com port supports streams of bytes to standard 
serial devices such as printers. 

3-1,2 Other Devices 

The Host Interface section defines procedures for comrnunicating to the radio using the 3 V CMOS serial 
interface (optionally connected to an RS-232 interface adapter). Norand will provide a simple "C" 
language API as a sample device driver 
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4. Host Interface 



4.1 Physical Interface 

The physical interface to the host device is a 3V CMOS serial interface or with an adapter, an RS-232 
interface. 



4X1 Serial 3V CMOS Host. 
The interface has the following signals: 



Signal 


Direction 


Usage 


TX 


From Host 


Serial data from host 


RX 


From Radio 


Serial data from radio. 


RTS 


From Host 


Request to send. This will power up the radio host interface and interrupt the 
radio Lo indicate that the host has a message. 


CTS 


From Radio 


Clear to send. The radio is powered up and the radio is ready to accept data 
on TX and send data on RX 


RI 


From Radio 


Interrupt lo host to indicate that the radio has a message for host When the 
radio asserts CTS, RI will be unasserted 


RESET 


From Host 


Tllis signal hard resets the radio. It will have a pull up resistor so that it may 
remain unconnected. 


DSR 


From Radio 


The radio asserts this line when it has finished its reset process. It may be 
connected to RTS when RTS is not managed by the host This allows the host 
interface to remain active. 



4.1.2 RS-232 Host 

A secondary PC board connected to the 3 V CMOS interface will provide RS-232 signal levels for all the 
serial interface lines (except Reset). 

4.1.3 Data Rate 

Upon reset, the data rate will be 1 9200- A smart interface command can change the rate to one of 1 9200, 
38400, 57600, or 115200. 

4.1.4 Asynchronous Framing 

The framing will be 8 bit, no parity, 1 stop bit. The least significant bit of each byre of data is sent first, 
after the start bit, 

4.2 Host Protocol 

The radio provides two types of control interfaces. Pre-programmed devices that cannot directly control 
the radio use a dumb interface. In this case, a very simple hardware controlled modem device is emulated. 
The host and radio protocols include a lock command so that a station using a smart host interface can 
dedicate for its use another station (such as a printer with a dumb interface) and thus prevent interleaved 
data or other such problems. Normally this is a higher layer problem, protocols solve the problem to 
manage devices using the dumb interface. 

. A programmable host uses the smart interface to actively manage the radio. . * 

Upon reset, the radio assumes a dumb interface. 
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4.2-1 Dumb Interface 

Hie dumb interface passes just data. Control and selection of dumb devices, if required, must be handled 
by the other end of the radio data link. In those cases where the host device does not use RTS/CTS 
signaling, RTS can be asserted by connecting the DSR signal from the radio to RTS. While RTS is 
asserted, the radio cannot power down its end of the host interface and thus may use more power. In cases 
where the host device can assert RTS and await CTS t the radio will power manage the host interface. 
While RTS is asserted, the host can send data to the radio. When either RTS is unasserted or a gap in 
character arrival occurs, the radio will send the data to one of the following destinations, in order of 
highest to lowest priority: 

• The destination device which has currently selected the radio connected to this host device. 

• The last device that communicated with a unicast message to this device. 

• The broadcast address. 

4.2.2 Smart Interface 

The smart interface can control operation of the radio, establishing networks, removing networks, 
collecting statistics, transmitting multicosts, managing destination devices with dumb interfaces, etc. 

The Host establishes this interface by first asserting RTS (this is necessary to allow the radio unit to power 
up the host interface). It then awaits CTS from the radio. Next RTS is unasserted and the host immediately 
sends the escape sequence DLE(hex 10) ENQ(hex 05). The radio will use this sequence to enter the smart 
interface mode. The host may then begin a sequence to communicate with the radio. 

Once the smart mode has been entered, all further communication is encapsulated in frames as follows; 



Field 


Size 


Usage 


Length 


16 bits 


The number of bytes in the message a 
including Ctl, Sequence and Check 


Cd 


8 bits 


The command to the radio 


Sequence 


8 bits 


Sequence number of message 


Info 


O..Length*8 
bits 


The information used by the command 


Check 


&bits 


Checksum of Length through Info 
fields, inclusive 



When the radio has a frame to send to the host, it will assert RL 

When the host is ready to exchange frames, it will assert RTS and wait for the radio to assert CTS. Ailer 
the radio asserts CTS, it unasserts RL At this time bi-directional exchanges are possible until the host 
unasscrts RTS. If this occurs in the middle of a frame (either from or to the radio), the frame is aborted. 
The receiver of a frame (other than the acknowledge frame) must acknowledge the frame. 

4.2.2.1 Ctl Field 

The Ctl field is composed of two parts. The low 4 bits are the command and the high 4 bits are used as 
follows: ■ • 



Bit 


Name 


Usage 


7 


Retry 


This command is a re-transmission of a 
previous command. 


6 


reserved 




5 


More Data 


The sending device has more data to 
send to. receiver 


4 


reserved . 
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4.2.2.2 Frames From Host to Radio 

The following table defines the commands from the host device. 



Command 


Vahie(hex) 


Usage 


Data 


0 


Data to send on tbe radio 


Initiate 


1 


Initiate network 


Status 


2 


Status request to radio 


Ack 


3 


Positive acknowledgment of frame from radio 


Join Response 


4 


Allow/disallow device to join network 


Start Network 


5 


Start network with, all accepted devices 


Join Network 


6 


Join one of specified networks 


Device Management 


7 


Manage remote destination for use by this host 


Diagnostics 


8 


Perform various radio diagnostic and service functions 


SetParms 


D 


Set host interface paxms 


Version Request 


E 


Request the radio version information 


Network 
Management 


F 


Network Management request or response 



4.2.2,3 Frames From Radio to Host 

The following table defines the commands and status messages from the radio. 



Command/Response 


Value{hex) 


Usage 


Data 


0 


Data received from the radio 


Initiate Response 


1 


Response to Initiate network command 


Status Response 


2 


Status response to host 


Ack 


3 


Positive acknowledgment of frame from host 


Join Request 


4 


Device request to join network 


Start Network 
Response 


5 


Network has been started 


Join Network 
Response 


6 


One of requested networks has been joined 


Device Management 
Response 


7 


Result of attempt to manage remote destination 


Diagnostic Response 


S 


Result of diagnostic request 


Data Transmit Status 


D 


The status of last data request from host 


Version Response 


E 


The version information of the radio. 


Network 
Management 


F 


Network Management request or response 



4.2.2.4 Sequence Field 

Each frame transmitted across the interface has a sequence number. A rc- transmission of a frame will have 
the Retry bit set in the Ctl field and the same sequence number as the previous attempt Ack frames will 
use the sequence number of the received frame that is being acknowledged. The sequence number is 
incremented for each unique frame (other than Ack frames) sent across the interface 

4.2.2.5 Chk Field 

Thik. is a modulo 8 5um of all bytes in each* cpmmand or response message including the Length field 
through the Info field. The receiver of the message will also calculate (he checksum and if the calculated 
field.equals the received field, immediately send an Ack frame response. 
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4.2.3 Host Command and Response Formats 



4.2.3.1 Data 

Both the radio and host will use this command to pass data messages across (he interface. The maximum 
number of data byres is indicated in the version and status responses from the radio. Hie format of the 
command is as follows: 



Field 


Length (octets) 


Usage 


Address 


2 


The destination of the message. All ones indicates broadcast 


Awake 
Window 


2 


The time in 0. 1 seconds that the host radio should remain awake after 
sending the data packet 


Data 


Length bytes 


The data to send. This must not exceed the maximum number 
indicated by the radio 



4.23,2 Initiate Command 

This command is used by the hosi to Initiate anew Mierolink network. Upon receipt, of this command, the 
radio will send Initiate commands on the radio control channels and paas all attach requests (that do not 
have duplicate source addresses) to the host. The format of the command is as follows; 
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Field 


Length (octets) 


Usage 


Network Id 


2 


The network id to use for the nerwork. NOTE that a Network id with 
all bits set to one is a broadcast Nerwork Id that should not be used in 
this command. 


Dwell Time 


2 


Dwell time of network in network ticks(onc tick is approximately 
30.5 microseconds(This should be one of the fallowing; 2048 (62.5 
nuiixseconasj^uyo (i_>u mimseconasj, oivz v*ju rminscconcLSj ana 
16384 (500 milliseconds) 


Device 


2 


Number of beacon intervals between attempts to recover missing 

ucvi&cs i rum Hciwviit. • 


AgeFactar 


2 


Time in 0. [seconds to age out inactive Node table entries. 


Hop Sequence 


I 


Hop sequence to use. if this value is 255, then the radio will 
randomly assign the sequence to use. 


Beacon 
Interval 


1 


Time between beacons in hops. For example, a value of 1 is equal to 
Dwell Time 


Transmit 
Devices 


1 


Number of devices likely to transmit m any dwell interval. The radio 
wili use tbis to calculate the RFP Window. This window affects the 
link maintenance power. 


Type Flags 


1 


This field defines the type of network and controls its initialization. 
The field is composed of the following bit fields: 
Bit(s) Usage 

7 Rejoin. Rejoin previous network. 

6 Wakeup Defer. If one, the network requires additional 
hidden node protection, 

5 Network Type, If one, the network is Infrastaictured, 
otherwise it is a PAN. 

4 Temporary Network. Don't save panns in ecprom. 
2-3 Data Rate. Values are as follows: 

0 250kbps. 

1 1Mbps. 

0-1 Power. If Network Type is PAN, then this field indicates the 
power to use during initialization. Its values arc as follows: 

fi XTHTiCfTTit" Initiate at 1rtvu#*ct I^vpI 

1 Transmit Initiate at level 1 . 

2 Transmit Initiate at level 2. 

3 Transmit Initiate at full power. 


SAR 


1 


Rate at which to perform search and rescues for stations that are 
"lost". Tbis is in Beacon times. 


Ninfo 


1 


Length of Info field 


Info 


Ninfo 


Any arbitrary information that the host would like distributed to 
potential network joiners. 



To establish a PAN, the Data Rate would be 1, the Network Type would be 0 and the Power would be set 
to 0. An hifrastnictured network could set the Data Rate to 0 (if greater range is useful, This would be 
approximately 6db additional link margin) ot to 1, and the Type to 1, For PAN, if Rejoin is set, then the 
radio will attempt to "discover" the previous instance of the network before it sends the Initiate frame. If 
the previous network is "discovered", then after the Initiate response, a Stan command must not be sent 
because the nerwork has already been rejoined. For Infrastructured networks, a Start is not needed as the 
network will starj upon valid receipt of this 

POTT W*ft 

4.2.33 Initiate Response' ... 
Tins response is generated as the result of an Initiate Network c omman d 
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Field 


Length (octets) 


Usage 


Status 


2 


Status of Initiate. Values ate as follows: 

0 Initiate Command in progress. 

1 Tnfrastnicturcd network started 

2 Network rejoined 

3 Invalid Parameter 

4 Network already Initialized/Started 


4.2.3.4 Status Request/Response 

This request/response pair is used to get status information from the radio. This includes counters and 
network information. The formal of (he Status Request is as follows: 


Field 


Length (octets) 


Osage 


Type 


1 


Type of request Values are as follows: 

0 Request Statistics 

1 Request and Clear Statistics 



The format of the response is as follows: 



Field 


Size(bite) 


Usage 


MaxLength 


16 


Maximum length of data field in data command 


Nmessage 


16 


Maximum number of outstanding messages allowed 


TxFrames 


32 


Number of frames successfully sent 


TxError 


32 


Number of frames that retried Out 


Sync Lost 


32 


Number of times synchronization has been lost 


Device Lost 


32 


Number of times devices have been detected as out of communication 


RxFrarnes 


32 


Number of received frames with good FCS 


RxTooLong 


32 


Number of received frames that where too lone 


RxFCSErr 


32 


Number of received frames that had FCS errors 


RxDupIicate 


32 


Number of frames detected as duplicates 


RxNoBuffer 


32 


Number of times frame ignored because of buffer unavailability 


Status 


16 


General status of adapter Bit definition is as follows: 
Bit Usage 

0 In a network 

1 This station initiated the network 

2 This station transferred the network 

4 This station is current network coordinator 

5 Station currently out of sync 

6 Low data rate (250kbps) 


Address 


16 


Station address. 


Network Id 


16 


Network id 


Beacon Interval 


16 


Time between beacons in network ticks(approxirnately 30.5 
microseconds) 


Dwell Time 


16 


Dwell Time of network in network ticks 


Hop Sequence 


16 


Hopping Sequence of network 



4.2.3.5 Ack 

This frame is sent by both the radio and host to acknowledge correct reception of a frame across the 
interface. The sequence number in the frame is copied from the frame being acknowledged. If an Ack is 
not received within 1 00 milliseconds, the sender will rc-tranamit the unacknowledged frame. 
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4.2.3.6 Join Request 

After a Initiate Command has been issued, Attach Request messages received by the radio will be sent to 
the host This request indicates a remote device that has detected the host's attempt to Initiate a network 
and has requested to join that network, lire host can accept or reject the device wilh the Join Response 
Command. The format of this request is as follows: 



Field 


Length (octets) 


Usage 


Address 


2 


The address of the requesting device. 


Type 


2 


Remote device type. The radio module has a type selector on the PC 
board which is indicated by this field. 


Ninfo 


1 


Length of Info field 


info 


Ninfo 


Information that the remote device can pass. Smart devices can pass 
information to their adapter in the Join Network Command. For 
devices using a "dumb" interface, a four byte radio serial number 
will be sent in this field. The maximum length of this field is 16 
bytes. 


4.2.3.7 Join Response 

This host response is used to indicate acceptability of a remote device in the network that the host is 
Initiating. It is formatted as follows: 


Field 


Length (octets) 


Usage 


Address 


2 


Address of remote device 


Status 


1 


Accept status. Values are as follows: 
0 Remote device is accepted. 
1-15 Reserved for use by radio 

16-255 Join Request is rejected. This code is passed to the device 
that requested joining. 



4.2.3.8 Start Network Command 

This command is used to start a PAN once the host has determined that all required devices have joined. 



4.2.3.9 Start Network Response 

This response is generated by the radio when the network has been successfully initialled (that is all 
expected devices are now in sync). This may be as a response to the Start Network command or when the 
Type field had the high bit set in an Initiate command and the previous instance of the network was re- 
discovered- It has the following format; 



Field 


Length (octets) 


Usage 


Status 


2 


This field has the following values: 

0 New network started. 

1 Network already Started- 

2 Network not initialised, 



4.23.10 Join Network Command 

This command is used to allow the host to join a network. It could be used to join a PAN or an 
. infrastructmed network. It is formatted as follows; , 
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Field 


Length (octets) 


Usage 


Type 


1 


If the high bit of Type is set, the host requests that an attempt be made 
to rejoin the previous network. The low bits arc encoded with the 
data rate at which to search for a network. The values aTe as follows: 

0 250kbps 

1 1Mbps 

2 Either 250kbps or 1Mbps 


Backup 
Priority 


1 


This device will generate network beacons after this number of 
beacons have been missed in a PAN. In an infras tinctured network, 
this device will search for a new coordinator (roam) after this number 
of missed beacons. 


Nnet 


2 


The number of network ids in the Netlist field. 


Netlist 


NnetM 


Bach entry in this vector is a valid network id , type (2 byte) pair that 
is acceptable to the host NOTE that all ones is a broadcast Network 
Id and indicates that any network of the associated type is acceptable 
to this host 


Scan Time 


1 


Time in 0.1 seconds that device will scan control channels for 
network after connectivity is lost See below. 


Scan Duty 
Cycle 


1 


After Scan Time of scanning, the radio will be power cycled during 
scan based on this value. Valid values are as follows: 

0 Radio remains powered on and scanning 

1 Radio is on for one pass through control channels and off a cycle 

2 Radio is on for one pass and off for two 

3 Radio is on for one pass and off for three 

4 Radio is on for one pass and off for four 


Ninfo 


1 


Length of information field that is to be sent in Attach request 


Info 


Ninfo 


Attach response info Held. 



If the rejoin bit is set in the Type field, then the radio will attempt lo rejoin the previous network, if it is 
not set or a rejoin attempt fails, the Netlist is used to find an appropriate network to join, Jf the Type field 
indicates either data rate is valid, the radio will alternate between the two rates while awaiting either Ink or 
Beacon frames. 



The radio uses the Scan Time and Scan Duty Cycle fields to determine how to recover when network 
connectivity is lost Scan Time indicates how long to continuously scan when connectivity is first lost. 
Scan Duty Cycle indicates how to scan after Scan Time elapses. Essentially this allows the radio to power 
cycle its transceiver to aid in managing battery life. 

4.2.3.11 Join Network Response 

This response indicates to the host that one of the acceptable networks has been joined It is formatted as 
follows; 
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Field 


Length (octets) 


Usage 


Status 


2 


Values for this field: 

0 Network coordinator accepted request Other fields in response 
axe valid only in this case 

1 Network coordinator node table is fiill ( 1 0 devices) 
16-255 Network coordinator rejected with this reason 
256 Invalid parameter in Join Network Command 


Network Id 


2 


The network id of joined network. 


Type 


2 


The type of network joined (same encoding as Initiate Command), 


Ninfo 


1 


Length of Info field. 


Info 


Ninfo 


Any arbitrary information from network initiator. 


4.2 J. 12 Device Management Command 

This command provides various device management functions. It is valid to send only to "dumb" devices. 
It is formatted as follows: 


Field 


Length (octets) 


Usage 


Address 


2 


Address of remote device to manage 


Function 


2 


Function to request of remote device. It should be one of the 
following: 

0 Request Control of device. 

1 Release Control of device. 

2 Force Release of device. 

3 Set Awake Window Duration. 


Duration 


2 


This is a duration in 0.1 second increments. 

For command 0 7 the time the requesting device will hold the station. 
For command 3, the time this station should remain awake after 
every Data frame it sends on the radio. 



4.2.3. 1 3 Device Management Response 

Tills response is generated by the radio after an exchange with the remote device. It is formatted as 
follows: 
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Field 


Length (octets) 


Usage 


Address 


2 


Address of remote device. 


Function 


2 


Function requested of remote device. 


Status 


2 


Result of request It is one of the following: 

0 Successful command If the command was to teeniest contfoL 
then the remote device will not accept data messages from any other 
device except this host until this host sends a release command. Tf the 
command was release, then the remote device is now released. 

1 Device already controlled by device whose address is in the next 
field 

2 Device unknown or not responding. 

3 Device is locally managed. 

4 Invalid Parameter. 

5 No Network 


Control 
Address 


2 


If the status field is 1, then this is the address of device that currently 
has control of remote device. 



4.2.3,14 Diagnostics 

This command is used to perform diagnostic and service functions an the radio. Its format is defined, but 
its content are implementation specific. 



Field 


Length (octets) 


Usage 


Command 


2 


The diagnostic command or service request. 


Data Length 


2 


Length of Data field. 


Data 


Data Length 


The information the radio uses to perform the function 



4.2.3.15 Diagnostics Response 

This response is generated by the radio as the result of a Diagnostics request. Only some requests may 
generate a response. 



Reld 


Length (octets) 


Usage 


Command 


2 


The diagnostic response code. 


Data Lcngih 


2 


Length of Data field. 


Data 


Data Length 


The information the radio uses to perform the function 


4.23.16 Set Panns Command 

This command is used to set the host interface parameters. It is formatted as follows: 


Field 


Length (octets) 


Usage 


Interface bps 


2 


The bit rate to use for host interface. This is a coded value as follows: 
0-19200, 1-3S400, 2-57600 3-115200 



Upon receipt of this command, the radio will change its host interface parameters and then assert RI. 



4.2.3,17 Data Transmit Status 

This status from the radio is used to indicate result of last data command from the host. A Data Transmit 
Status will be generated by the radio for every Data request from the host It is formatted as follows: 
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Field 


Length (octets) 


Usage 


Status 


1 


The result of the Data request It is one of: 

0 Successful transmission 

1 Could not send, no network 

2 Could not send, device unreachable (retries used up) 

3 Could not send, device unknown 

4 Could not send, no buffer 

5 Could not send, lenfclh error 


Sequence 


1 


Sequence number of Data request from host. This can be used to 
match up responses with requests. 


Address 


2 


Destination address of Data Request 



4.2.3.18 Version Request 

This command is used to request version information from the radio module. There is no data associated 
with this request 



4.2,3,19 Version Response 

This response is generated by the radio upon receipt of a version request. It is formatted as follows: 



Field 


Length (octets) 


Usaffe 


MaxLength 


2 


Maximum length of Data field in data command 


Nrnessage 


2 


Maximum number of outstanding messages allowed. 


Version 


4 


Version of radio code. The high two bytes are the version and the 
low 2 bytes arc the revision. 


Ninfo 


I 


Length of Info field* 


Info 


Ninfo 


Text string indicated information about the radio such as date of 
revision, etc. 



4.2,3-20 Network Management Command 

This, command is used by the host to manage network operations and by the radio to indicate network 
management requests from the network. 
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Field 


Length (octets) 


Usage 


Command or 
Response 


2 


Responses have the high bit set. Bach command requires a response 
across the interface. Valid values are as follows: 

0 Remove host from network. The radio is removed from the 
Microlink. If tie radio was the network coordinator, the network is 
terminated, 

1 Request device take over the network. 'Ibis is used to transfer 
network control from this station to another device. If the destination 
devices accepts, it becomes the network coordinator. If the other 
device is "dumb" it will always accept this request A smart device 
can reject the request 

2 Request network termination. This is a request from this station to 
the network coordinator to terminate the network A w dumb n network 
coordinator will always accept the request to terminate. 

3 Request device list from network coordinator. 

4 Request from network coordinator to this station to take over 
coordination. 

5 Temporarily remove host from network. Host may rejoin later. 

8000 Device removed from network. 

8001 Device will begin beaconing on next hop. 

8002 Device cannot take over network. 

8003 Request to Terminate accepted. 

8004 Request to Terminate rejected. 

8005 Device List 

8006 This device is not network coordinator. 

8007 Request time-out 
FFFF No network 


Reason or 
Status 


2 


For commands, this is a reason for the command. For a response, it 
is the status. The status must be one of those listed above. 


Device List 


4*numbcr of 
devices 


For Device List Response, a list of address:type pairs of devices in 
network. The first address field is used in Transfer Network requests 
to indicate the station address to request transfer to. In a Terminate 
request (to the coordinating host), it indicates the requesting host. In 
Terminate responses, the current coordinators address is in th is field. 



4.2-4 Host Command/Response Sequences for Controlling Radio 

This section will illustrate the sequences of commands and responses across the host interface for 
controlling typical radio activities. In these examples, whenever a frame is sent, it is assumed that an 
associated Ack frame is received, and whenever a frame is received, an Ack frame is sent. 

4.2.4.1 Initiating Smart Radio Interface 

1. AssertRTS. 

2. Wait for CTS 

3. Immediately unassert RTS and send DLE ENQ 

4. Wait for RI 

5. Assert RTS 

6. Send Version Command 

7. Wait for Version response to verify correct radio operation and protocol. Save the MaxLcngth field 
and Nmessage field from response for use in sending data commands. 

Send Set Pann command to change bit rate to that desired 

9. Wait for RI 

10. - Radio interface is initialized 
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4.2 A2 Initiating a PAN 

1 . Generate Network Id This could be a random number or a calculation on some known different value 
that the host has available (such as a serial number). Make sure it is not all ones. 

2. Send Initiate Command to the radio. The Power field should normally be set low for PAN and high 
for infrastructure. In a PAN this will allow only devices very close to this host to receive the Initiate ; 
frames. The hop information should be different for any overlapping networks. 

3 . The radio will respond with an Initiate response indicating the command was accepted. 

4. For each Join Request that is received by the host, determine the acceptability of the remote device. 
This could be done simply by looking at the type field, or it could be more complicated based on host 
knowledge of higher layer protocol. Send a Join Response message to the radio with the- correct status. 

5. Once all required devices have been detected^ Send a Start Network Command to the radio. 

4.2.4.3 Joining a Network 

1 . Generate a list of acceptable Network Tds and types. For joining a PAN, it is likely that the Network 
Id is all ones (broadcast) and the type is PAN. This will allow the host to join any PAN that physically 
selects it by proximity. Set the data rate bits in the Type field of the Join Network request Send the 
request to the radio. 

2. Await the Join Nerwork Response. Process Info field if meaningful. Data can now be sent. 

3. Send Network Management command to get addresses and types of other stations in network 

4. Await the response and save information for use in generated data messages. 

4.2.4.4 Sending Data 

1 . Generate the Data command including awake window information (which may be zero). Tf the host 
requires that the radio remain awake to "immediately*' receive a data frame, then the Awake Window 
field of the Data command should be set accordingly. 

2. Send the message to the radio and increment outstanding Data count 

3 . If outstanding Data count is less then Nmessage field in version or status response, another data 
command can be sent 

4. For each Data Transmit Status from radio, check status of outstanding message with same sequence 
number. Process status accordingly. Decrement outstanding Data count. 

4.2.4.5 Transferring Network Control 

1 . Generate a Network Management request to transfer control to a specific destination. 

2. Await the Network Management response of acceptance from that device, 

3 . If device rejects, a request to another device can be tried. 

4.2.4.6 Network Initiator Rejoining a Network 

1 . Generate an Initiate Command with same network id as that of network to rejoin, Set the high bit of 
the Type field and send to radio. 

2. If the Initiate Response indicates the device has rejoined (and possibly resumed network coordination) 
then process is finished. If the Response is 0, then continue process as in step 4 of initiating a network. 

4.2.4.7 Temporary Network 

1 , If in a network already, issue Network Management command to temporarily be rtano ved from that 
network. If not, go to step 3. 

2, Wait for the response indicating removal. 

3 , Generate .new network id for temporary network. Set Resync Time to a ymAl1 number (so the network 
will quickly dissolve when network initiator exits. The network should be a PAN, power suitable to 

• the application and the Initiate command must indicate that the network is temporary. 
4„ Initiate the network as in steps 3 through 5 of Initiating a PAN- ' . 

5,. Exchange required Data. 

6. Issue Network Management command to terminate network (ie. remove network coordinator). . 

7. Wait fbr response that device is removed. 
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8. If in a previous network, and wishing to rejoin, that network can now be rejoined. 

5. Radio 

5.1 Physical Interface 
SJ.l Frequency Range 

The frequency of the radio will be in the 2,4GHz range, selectable on 1.5MHz increments from 2401 to 
2483 MHz. This wi}\ allow for 50 channels 

5.1.2 Data Rate 

The radio data rates are software controlled and either 1Mbps or 250Kbps. The later can be used if greater 
range is desirable (as in an Inlrastractufed Network). 

5.1.3 Framing. 

The bit framing for the radio is Synchronous HDLC using NRZI encoding. An SO bit preamble of 
alternating ones and zeros will be sent for each frame. 

5.1.4 Mode 

The radio should support relatively fast switching times between channels to allow FH Spread Spectrum 
solutions for noise immunity- Suggested worst case switch times are on the order of 500 microseconds. 

5.1.5 Power 

The transmit power should be no more than Odbm. 

5.1.6 Sensitivity 

At 5 meters the BER should be no worse than 10* 5 . 

5.2 Radio Protocol 

5.2.1 Common Protocol Elements 

The following elements of the radio protocol are common to Personal Area Networks (PAN) and to 
htfifastructuxed Networks. 

5.2,1.1 General Frame Format 

The framing is HDLC so starring and ending flags delimit the frame. NRZI encoding is used to ensure 
clocking for the receiver. 
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Field 


Size 


Description 


DA 


16 bits 


Destination address 


SA 


16 bits 


Soufee Address 


Network Id 


16 bits 


Network Id from ioin response. All ones is broadcast ID. 


0<*v ulucv 


1£ hire 


vragmeiiL mimper sud acvjuciicv jiLuiiut-i. 


IVvOU YaUOIl 


R hire 


X^C5»ei VfillQIl lllLLl^tlUOU. J.HC 1UW f UJU> ULUluaLC. UUiCHAUlA ^ l V. J L 

times+7)/8 that the current frame sequence requires to complete, Tt 
includes preamble times, frame times and nc/tx switching times. The high 
bit is used to indicate the presence of a pad byte before the FCS in the 
frame. 


ai 


8 bits 


Control field. Frame type 


Info 


0 to 512 
bytes 


Information, if any 


FCS 


16 bits 


FCS protecting DA through Info inclusive 


5,2.1.2 Ctl Field 

Hie low 4 bits is the frame type which is defined below. The high 4 bits have the following usage; 


Bit 


Name 


Usage 


7 


Retry 


Hiis frame is a retry. A previous attempt to transmit this frame did not 
receive a CLR. The sequence field has the same sequence number as the 
previous attempt 


6 


Fragment 


This frame is a fragment The Sequence field contains the fragment 
number 


5 


More Data 


This station has more data to send to the receiver of this frame 


4 


Last 

Fragment 


This frame contains the last fragment 



5.2.1,3 Frame Types 



Type 


Value(hex) 


Usage 


Data 


0 


Data frame. 


CLR 


1 


Acknowledge unicast frames of all types except RFP. 


RFP 


2 


Request For Poll 


Poll 


3 


Poll Device. 


Beacon 


4 


Network Synchronization Message 


Initiate 


5 


Initiate new PAN 


Attach Request 


6 


Sending device indicates desire to join a network 


Attach Response 


7 


Response from network initiator to device that has sent 
an Attach Request. 


Identify 


8 


Message sent by network coordinator to determine if 
destination device is still in sync. 


Test 


9 


Test message. 


Device Management 


E 


Command or response frame to manage remote device. 


Network Management 


F 


Special network management functions 



5.2, 1 A Address Fields 

TKe DA and SA fields. are each 16 bits. Station Addresses are randomly generated by each station.. Any 
randomization algorithm may be used, but it should be sure to generate different values on subsequent 
generation attempts. AH ones is a broadcast address and should not be generated for use as the station 
address. All zeros is the address of the network initiator. 
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5.2.1.5 Network Id Field 



The Network Id field is passed to the radio from the network initiator. All ones is a broadcast id and is not 
a valid id for a network but can be used to in Test frames for basic functionality testing. It also can be used 
in a Join Network request to allow the host to join any network. 

5.2.1.6 Sequence Field 

This field is composed of two sub-fields. The high 4 bits are the fragment number (when the fragment bit 
is on in the Ctl field) and the low 12 bits are the sequence number of the frame. This number is changed on 
every frame sent, unless the frame is a retry (the retry bit is set in The Ctl field). For CLR frames, it is 
copied from the frame to be acknowledged. In all other frames, the number is incremented for each new 
frame sent The fragment number is incremented for each fragment and the Ctl field last fragment bit js set 
for the final fragment 

5.2.1 .7 Frame Check Sequence (FCS) 

The FCS algorithm is CCITT CRC-16 as used by HDLC 

5.2.2 Control Channels 

Certain channels are set aside to be used specifically for synchronization and re-synchronisation. The hop 
sequences will visit these channels more frequently. Several channels are used to prevent a single point of 
failure based on interference on a single channel. 

5.2.3 Medium Access Rules 

The access rule is CSMA/CA, that is carrier sense, multiple access with collision avoidance. AH unicast 
frames (except CLRs) require a CLR from the receiver to be transmitted to the sender of the unicast frame. 

5.23.1 CSMA/CA 

The basic medium access mechanism is carrier sense multiple access with collision avoidance 
(CSMA/CA). CSMA alone would allow access to the medium as soon as it is sensed to be idle. If multiple 
devices simultaneously sensed idle and transmitted, mere is a "collision" which cannot be detected. To 
detect these collisioos a CLR is expected on all unicast frames. This docs not "avoid" collisions in the first 
place. To avoid collisions, devices will first sense the medium for a random length of time, and only if 
the medium is idle after that random time will the device send. Beacon frames sent by the network 
coordinator will use a random time in the range of 0 to backoff_Jable[0]/2. All other frames use a range of 
0 to backofftablep)]. This allows beacons a higher priority. Occasionally a collision will still occur. The 
absence of a CLR will indicate this. It will also sometimes cause delay on sending the frame when there 
would have been no contention anyway. In any case it will prevent most collisions. Any collision results 
in a great delay of wasted bandwidth. 

5.2.3.2 Hidden Stations 

Since it is possible (especially in infrastnictured networks) to have hidden stations, a station may receive 
frames sent only by the recipient of a frame sequence (ic. POLL and CLR frames) and it may not detect 
the carrier on the RFP and DATA frames. Frames therefore contain reservation information that indicate to 
all receiving stations the necessary rime duration required for a frame sequence. This allows hidden 
stations to recognize that fee medium is actually busy. Thus such stations will not inadvertently sense the 
carrier as idle and transmit a frame which interferes with a hidden station's frame. Stations are thus 
required to process* rcscrVatiou information 'maUira^ 

A station that has just awakened from power down mode (i.e., the radio receiver has been off), does not 
have such an assessment of the medium. If ' such a device desires to send, and if me network is so 
configured (radicated by a field in Beacon frames), such devices will set their medium reservation 
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information to protect against the longest possible frame. A valid frame received by such a station will set 
the reservation time to a known value, potentially shortening (his duration. 

5.23.3 BackofTProcedure 

Except when transmitting a CLR or P01J-, the following backoff procedure is performed. 

A backoff value is randomly chosen in the range of 0 to backoffjablefretryj. Hie retry will initially be 
zero for a frame. The table, backoffjable, is composed of the following values at 1 Mbps:{63 7 127, 255, 
511}. Each entry is in system ticks, where each tick is approximately 30.5 microseconds. The backoff 
timer runs regardless of the state of the medium. Whenever a frame is received, the backoff timer is 
stopped for the time specified by the reservation field in the frame(bascd on transmit data rate). Hie value 
in the frame is designed to pro Leo I that frame and any subsequent frame in the sequence. This results in 
fairer access to fee medium because other stations that attempt to transmit later will not have better access 
probability due to a station's backoff count expiring during a frame reception and that station picking ever 
larger times to backoff. Once the backoff timer goes to zero, the device will sense the medium and if it is 
idle will transmit its frame. 

When the medium is sensed busy immediately after backoff or when frames are unsuccessfully sent, that is 
a POLL is not received for an RFP or a CLR is not received for a unicast frame, the f etry value is 
incremented and if the maximum number of retries has not been exceeded, the backoff procedure is again 
executed. The station must only transmit 4 successive times on a channel before awaiting another channel 
(that is why the table only has four entries). If retries must occur on a subsequent channel, the algorithm is 
reset. Note that if a CLR was sent but not successfully received, a duplicate frame will be sent, with the 
retry bit set in the control field and the sequence number the same. This will allow duplicate frames to be 
ignored by the receiver. Though they may be ignored, the CLR must still be sent 

Once the frame has been successfully sent, the backoff procedure is again initiated with a value randomly 
chosen in the range of 0 to backo£f_lable[fetry]. The value of retry is then set to 0, This will prevent the 
station from having a higher access probability than other "backed off* stations. 

5-2.4 Fragmentation 

Because the radio is an inherently poor medium, sending very long frames of data, is inappropriate. Thus 
fragmentation may be required. Host data messages larger than the maximum radio frame swe will be split 
into the appropriate number of fragments (from 1 to 15) and then each fragment will be sent with a 
separate medium access. A receiver will receive each fragment and assemble them into a single Host data 
message. The receiver may not have available buffers for fragments and can thus use the POLL frame 
status field to inform the RFP sender to re-transmit from the first fragment. The receiver of successive 
fragments will remain awake to receive all the fragments. Thus the transmitter of the fragments need not 
indicate them in the RFP window. 

Only unicast data frames can be fragmented. 
5-2.5 Radio Frame Formats 



5.2.5.1 Data Frame 

This frame is used to exchange host data between radios. Its format is as follows: 
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Field 


Length (octets) 




Awake 
Window 


2 


Hie time in 0.1 seconds that the transmitter will remain awake after 
completion of frame exchangc{unicast data exchanges require a CLR, 
broadcast do not) 


Data 


0-512 


Data to send 



5.2.5*2 CLR Frame 

This frame is used to confirm error tree reception of Data, Attach Request, Attach Response and Device 
Management frames. It has no data field- 

5.2.53 Request For Poll (RFP) Frame 
This frame is used to indicate one of the following: 

1 . The sender has a message for another station and is requesting permission to send that message. 

2. The sender has a message for every slalion (broadcast DA). 

This frame is usually sent in the RFP window (because the destination station is usually asleep in most 
cases). If the destination has indicated in a previous data frame that it will remain awake, and a 
subsequent frame is ready to be sent to that station, the RFP may be sent outside of the RFP window. 

If sent in the RFP window, the duration field should only protect the POLL. If sent outside the RFP 
window, the duration should protect 



5.2.5.4 POLL Frame 

This frame is sent in response to a unicast RFP. It indicates that the sender allows the receiver to send a 
subsequent message. Its format is as follows: 



Field 


Length (octets) 


Usage 


Status 


8 


Status in response to RFP. It is one of the following; 

0 RFP transmitter may send message. 

1 RFP transmitter can not send message. 

2 RFP fragment/sequence error. Sender should re-send from first 
fragment. 



5.2.5.5 Beacon Frame 

This frame is used by network coordinator to keep stations in synchronization. Beacon frames are always 
broadcast on the network. The Beacon format is as follows: 
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Field 


Length (octets) 


Usage 


Network 
Time Stamp 


2 


This is the timesrarnp of the beacon and is used to synchronize 
receivers clocks. It is in network ticks(approxiraately 30.5 
microseconds). 


Next Beacon 
Tims and 
Type field 


1 


The high four bits are used as follows: 
Bit(s) Usage 

7 Infrastructure! Network 
6 Use hidden station wakeup rules 
4-5 Beacon Type. Values are as follows: 

0 Normal beacon from network coordinator. 

1 Reset Beacon from network coordinator. Reset synchronization. 

2 Backup beacon. 

A backup beacon is generated by a station other than the network 
coordinator because no beacons from the coordinator have recently 
occurred. 

The low four bits is tho number of hops before the next beacon. 


BeacoTi 
Interval 


1 


Beacon interval. Time is in units of hop dwells. 


Beacon Count 


2 


: " * -r-r — — 

Count ot beacons, modulo 65536, This can aid in synchronizuig 

clocks that are fairly imprecise. 


ivTx WujOOW 


i 


ivTi rvmaow ume jij uetworis. ucm>. 


Device 
ResyncTime 


2 


Number of beacons that can be missed before entering Resync mode. 
From Start Network Command. 


Dwell Time 


2 


Time in each dwell in network ticks. 


Hop 

Sequence 


1 


Hop sequence being uaed by radio, (tabic in use) 


Hop 


1 


Current hop. (entry in table) 


Channel 


1 


Actual channel that beacon is transmitted on* Used because of 
possibility of hearing adjacent channel. 



It is most likely that dwell time and beacon interval are the same. There is little value hi having beacon 
intervals longer than the dwell time unless a great deal of interference is suspected This will allow for 
better frequency diversity recovery in bad channels. 



5.2.5.6 Initiate Frame 

This frame is used to establish a personal network (PAN). Devices receiving this will determine if (he 
network parameters are acceptable and request to join by sending a Attach Request Frame. This frame is 
always broadcast Its format is as follows: 



Field 


Length (octets) 


Usage 


Type 


1 


The type of network. Valid types are as follows: 

0 PAN 

1 Infrastructure Network 


Info 


0-16 


Information from the Initiate Network Host Interface command 



5.2.5.7 Attach Request Frame 

This frame is generated by a station when it receives an Initiate frame from a PAN that it wishes to join or 
when it receives a beacon frame from an infrastructurcd network that it wishes to join. It is broadcast in 
response to an Initiate frame (to the network id indicated by that frame). It maybe sent as a unicast frame 
to keep; network c^rmectivity; Its format is as follows; 
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Field 


Length (octets) 


Usage 


Address 


2 


The address of sending device. 


Type 


2 


The type field from the radio adapter selection device. 


Info 


0-16 


Information from Host Join Request command, if any. Tf device uses 
a dumb host interface, the radio serial number (4 bytes) is sent in this 
field. 



5.2.5.8 Attach Response Frame 

This frame is used to indicate acceptability of device to network initiator. Its format is as follows: 



Field 


Length (octets) 


Usage 


Status 


1 


The status of Attach Request Valid values are as follows: 

0 Accepted. 

1 Address Conflict, choose another address and try again 

2 Host rejected. The next byte has the reason 

3 Network coordinator rejected because its node table is full 


Reason 


1 


If status is 2, then this is the host reason code for rejecting join. 



5.2.5.9 Identify Frame 

This frame is used to determine if the destination is still in sync. It has no data field and a CLK is ail that is 
required for confirmation. This frame must be sent in the RFP -window as it will take the same amount of 
time in xhat window to send the Identify Frame and receive a CLR as to send an RFP and receive a POLL. 
In the later case, the Ldenttiy frame would then need to be sent after the RFP window anyway using even 
more bandwidth. This frame must be unicast 

5.2.5.10 Test Frame 

This feme is used to test network connectivity. The receiver of such a frame will simply send it back to 
the sender. A special case exists, where a TEST is received with aa all ones Network ED. This is the only 
case where such a frame is valid. The receiver will send back the frame. The Info field can contain any 
data. 

5.2.5. 1 1 Device Management Frame 

This frame ia used to acquire/release control of a remote device, usually one having a "dumb" host 
interface. This is usually best left to a higher layer protocol, but for dumb devices, that is not possible. 
The format of a request is as follows: 



Field 


Length (octets) 


Usage 


Type 


1 


This must be zero to indicate a request to manage. 


Command 


1 


Valid values are as follows: 

0 Request sole control of device 

1 Release control of device 

2 Force release of device 

3 Set Awake Duration 


Duration 


2 


This is a duration in 0.1 second increments. 
For command 0 it is the max. time the device will remain locked. 
For command 3 it is the. duration this station will remain awake after 
sending a Data frame. 



The format of a response is as follows: 
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r iKin 


if ii^ ill vocieisj 


f Tea <To 

u>age 




1 


This mast be a one to indicate response to a management request. 


Command 


i 


Command For which this is response. See table above for values. 


Status 


i 


Valid values are as follows: 

0 request accepted 

1 request rejected because another device already has control. That 
device's address is in The next field. 

2 device is locally managed 


Address 


2 


Address of device that already controls remote device 



5.2.5.12 Network Management Frame 

This fame is used to perform special network management operations such as transferring network 
coordination and network termination- There are request and response frames. Hie request frame is as 
follows: 



Field 


Length (octets) 


Usage 


Type 


1 


This must be zero to indicate a request to manage. 


Command 


1 


Valid values are as follows; 

0 Transfer network coordination request. 

1 Network termination request. Only a station acting as network 
coordinator can accept this request 

2 Device exiting network 

3 Device list request. 


Reason 


2 


Reason for request copied from Network Management Host interface 
command- 


Device 
Addresses 


2 


Used with Transfer network coordination request to transfer list of 
know devices in network (including self). 


The format of a response is as follows; 


Field 


Length (octets) 


Usage 


Type 


1 


This must be a one to indicare response to a management request 


Command 


1 


Command for which this is response. See table above for values. 


Status 


1 


Valid values are as follows: 
0 request accepted. 
J request rejected. 


Device List 


2*number of 
network devices 


If the command is Device list request, this is a list of address:type 
pairs of all stations in network and their type value as coded in the 
attach request. 



Upon successful transfer of the network, the receiving device will begin beaconing and will send a reset 
beacon. That station also will need to set its identify procedure up to start from its initial state to confirm 
that all devices remain in synchronization based on the stations clock. 



5.2.6 Network Synchronization 

The network coordinator will keep the network synchronized by periodically transmitting Beacon frames. 
These frames include information about network time, dwell time and next beacon time to allow a receiver 
to set its clock to lhat in the beacon and then sleep until the .next beacon with the receiver off to save 
power. Since a system clock with an accuracy of greater than 50 parts per million is unreasonable to 
assume, the beacon also includes a count of beacons that have been sent to allow the receiver to 
occasionally take snapshots of its own clock and then some large number of beacons intervals later, sample 
the beacon count again and detennine the station clock* s relative accuracy versus the network clock. 
Periodic corrections can then be applied. 
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The network clock is in 1/32768 seconds or approximately 30.5 microsecond ticks. This allows for a low 
power requirement to maintain the clock. 

The Beacon frame contains hop information, the current physical channel, the hop tabic in use, the table 
entry and the dwell interval. The time remaining in the current dwell period is calculated as follows: 

(dwell interval) - (current system tick) MOD (dwell interval) 

Initial synchronization in Infrastructured networks is accomplished by setting the ^synchronized station's 
receiver to a control channel and awaiting a beacon with the Infrastructured bit set and a matching Network 
Id in the beacon frame. 

5.2.6.1 Detection of Loss of Synchronization 

A PAN has two levels of synchronization support. When the number of beacons specified in a stations 
backup priority (from Join Network Command) are missed, the station will generate backup beacons, Tt 
will continue to adjust its clock to what the network coordinator would have as its clock. This allows for 
PANs to be temporarily split If the station does not receive a beacon from the network coordinator after 
the number of beacon intervals specified in the Device Resync Time (from a beacon) have elapsed, then 
1 ihe station is lost, and must enter the recovery procedure. 

An infrastructured network does not support splitting. The backup priority field is thus used for detection 
of sync loss. If backup priority beacon intervals pass without a beacon from the network coordinator, then 
the station is out of sync and must enter the recovery procedure. 

5.2-7 Power Management 

In order to reduce power consumption, a station must turn off its radio receiver (and perhaps other 
hardware). This is known as sleep mode. It may do so under the following conditions: 

1 . It has not indicated to any oiher station via a Data frame that it will remain awake. 

2. It is not backing off after rxansraitting. 

3. It does not have a frame to transmit to a known awake station. 

4. It did not receive an RFP in the most recent RFP Window. 

5. It is not "lost". If it is lost it must remain awake on some control channel. 

5.2.7. 1 Transmitting to a Station in Sleep Mode 

Following beacons all stations must remain awake for a period of time called an RFP window. During this 
window, stations (hat have messages to send to any other station that it has assessed as asleep, will 
generate Request For Poll (RFP) messages. Any station receiving an RFP must remain awake until it has 
correctly received the message from the station sending the RFP. Because more than one device may need 
to send an RFP in the RFP window, each station will initiate the backoff procedure before sending an RFP. 
The duration of the RFP window is indicated in the beacon. The duration is based on the expected number 
of devices that may transmit (a parameter in the Initiate Network Command). It is assumed that twice this 
expected number is a good value to use for the upper range in the randomization for the backoff algorithm. 
It is further assumed that twice this number is a good choice for the maximum allowed RFPs in the 
window. Once the window time has passed, no further RFPs are allowed to be transmitted. 

If the frame sent cannot be successfully delivered in the current hop, another RFP must be sent in the next 
RFP window. 

The window lime is based on the Start Network command Transmit Devices field and is calculated as 
follows: 

. RFP Window. Time 2 * Transmit Devices * 

' (Avg Backoff + RXfTX time + REP message duration time + RX/IX time + POLL message 
duration time) 

RFP message duration =• 14 bytes • 8 + 80 = 192 microseconds (approximately) 
POLL message duration time = 1 5 * 8 + 80 = 200 microseconds 
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Avg RFP Backoff time * 65 * 30.5 microseconds 12 = 990 microseconds 

Since some clock jitter is to be expected, a station will actually turn on its receiver about 1msec early on 
the expected channel and await the beacon. Since it must then receive a beacon and then wait the RFP 
window time, the current required to maintain the link can be calculated as follows: 

Net Maintenance Current *= 

Receiver Current * (Channel Select time + 1msec + Avg Backoft72 + RX/TX time + 
Beacon Frame Time + RFP window) / Beacon Interval + sleep current 

Beacon Frame Tim* - 31 *8 + 80*=328 microseconds (approximately) 

As an example of this, assume Receiver Current of 100mA* a channel select time of .5msec, a beacon 
interval of one dwell period, a dwell period of 250msec, a Transmit Devices value of 2 and a sleep current 
of 2mA. The Net maintcnarice current is as follows: 

RFP window =(2*2* (-99ms + .5ms + .192ms + .5ms + .2ms)) 

« 9.52ms 

Current = 100mA * (.5ms + 1ms +.5ms + .5ms + .328ms + RFP window) / 250msec + 2mA 
*= 100mA * 1235ms / 250ms + 2mA 
= 6.94mA 

5.2.7,2 Transmitting to a Station in Awake Mode 

When sending to a station that is assessed as in Awake Mode, an RFP-POLL-DATA-CLR sequence can be 
sent anytime except in the RFP Window. If during the first dwell time lhat this is attempted, tbe message 
can not be successfully transmitted, then the RFP Window method described above must be used to 
deliver the message. 

5.2.8 PAN Re-Synchronization 

Since it is possible fox a TAN to be divided when the user carries some equipment but not all, it is 
necessary to provide a mechanism to re-synchronize those devices which have lost synchronization 
because they no longer see beacons. The network coordinator will assess all devices in the network by 
using one of two mechanisms. 

By monitoring RFP activity and its own traffic to other stations, it can determine which stations have 
recently been connected. 

For those stations without recent demonstration of connectivity (case t), the network coordinator will 
generate Identify frames. 

For devices determined to be "lost", a search and rescue mission will be attempted at the raLe requested hi 
the Host Interface Start Network command. After the requested number of beacons has passed, the 
network coordinator will wait for an indication of no activity involving it (again based on RFP frames and 
its own transmission status), and (hen tune to each of the control channels in succession and transmit 
beacon Games. 

Lost devices will wait on one of the control channels and when they receive the beacon, they will re-sync 
to the information in the beacon and thus be recovered. With the periodic adjustment of a station's clock 
as defined above, a reasonable period will be provided over which synchronization can be maintained. 
Each beacon advertises the Device Resync Time. Thus a station that has not seen beacons for this period 
will start progressing very slowly through the control channels, waiting for beacons (as discussed above). 
Once it sees a beacon it will be back in sync. This progression requires the receiver to be on thus causing a 
large demand on power. The Join Network Command specifies an initial on time and a subsequent power 
duty cycle to allow for extender! battery life. Once the initial on time passes (during which the station is 
scanning channels at slow rate), the radio will perform a single scan of the control channels followed by a 
period during which the receiver is off* This period is a multiple of the time required for a single scan and 
can be- a 50%, 33%, 25% or 20% duty cycle. This will mcrease. the re-acquisition time. .. 
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At this same time the station will become receptive to new Initiate frames that match the correct criteria as 
designated in the Host Interface Join Network Request If it receives either a Initiate frame or a Beacon 
Frame, it will proceed accordingly. This will allow devices in a recharge rack overnight to automatically 
be ready for a new network the following morning. 

i 

5.2.9 Tnfrastructured Network Re-Synchronization 

When an station in an unstructured network looses synchronization (is lost), it will immediately search 
for a new network matching the parms from the Join Network Command. The station will start progressing 
veiy slowly through the control channels, attempting to detect a network matching the specified 
parameters. This progression requires the receiver to be on thus causing a large demand on power. The 
Join Network Command specifies an initial on time and a subsequent power duty cycle to allow for 
extended battery life. Once the initial on time passes (during which the station is scanning channels at a 
slow rate), the radio will perform a single scan of the control channels followed by a period during which 
the receiver is off. This period is a multiple of the rime required for a single scan and can be a 50%, 33%, 
25% or 20% duty cycle. This will increase the time required to find a network, 

5.2.10 Reset Network Recovery 

If a station is reset (i.e. the battery is replaced), it must re-acquirc ihe network. The network itself cannot 
determine that the device is missing for the duration of ihe Device Resync Time. This can be quite long. 
This is resolved by the hop sequences incorporating the control channels in the sequence more frequently 
than other channels. Thus a device that is *1ost" can tune its receiver to a control channel and await 
beacons. If the lost device is the network coordinator (the station normally transmitting beacons), then 
after a short number of missing beacons, another device will send backup beacons. Thus even the "lost** 
network coordinator will be able to recover the network and resume coordination. 

The time to recover is on average as follows; 

number of control channels * interval between using control channels/2 

Thus if there are four control channels visited every fifth hop and the hop duration is 250ms, then on 
average the recovery time is 2.5s. 
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5.2.11 Radio Finite State Machines (FSM) 

Tins section defines the radio state machines and their operation, These FSMs are as follows: 

1. Initial FSM 

2. Initiate FSM 

3. Network Management 

4. Network Coordination FSM 

5. Station FSM 

6. Transmit FSM 

7. Receive FSM 

The inputs possible for the FSMs are the host interface commands and radio frames discussed in previous 
sections and various time-outs. The timers are as follows: 



5.2.11.1 FSM Timers 



Tinier 


Usage 


NextBeacpn 


Time until next Beacon Frame. In dweD times. 


NextHop 


Time until hop to next channel. In System ticks. 


RFPWiadow 


Time until RFP Window expires. la System ticks. 


Reservation 


Current reservation time for any outstanding receive sequence. In System ticks. 


Backoff 


Current value of backoff counter. Stops running if Reservation Timer is running. In 
System ticks. 


InSync 


Maximum time station can maintain synchronization without Beacons. This will 
improve as more beacons are received. In Beacon times. 


NMTimcr 


Timer used to terminate states in network management FSM- In System ticks. 


CLRTimer 


Timer used to detect failed frame sequences such as RFP-POLL (i.e. no POLL). In 
System Ticks. 
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5.2.11.2 FSM Variables 

Other variables kept on a station basis are as follows: 



van a Die 


rion volatile 


usage * 


network id 


yes 


tne networJK ki oi Micro unx max station is atiacnca 10. 


station address 


yes 


the address used by the station in the Microlink:. 


station table 


yes 


addresses and types of every station in network. 


dwell time 


no 


hop dwell time. 


beacon interval 


no 


number of hop periods in a beacon interval. 


rfp time 


no 


duration of rfp window in system ticks 


hop table 


yes 


table of hop sequences. 


current channel 


no 


current channel radio is tuned to. 


hop entry 


no 


current entry in hop table. 


hop sequence 


no 


current hop sequence. 


initiator 


yes 


did station initiate network. 


transferred 


yes 


did station transfer network. 


coordinator 


yes 


is station network coordinator- 


station queue 


no 


queue of messages from host. Each entry has a retry count 
which is zeroed upon first entry into queue. Messages will be 
enqueued again when a chan retry limit is exceeded. Message 
requires use of RFP Window. 


retry 


no 


retry count of current transmit message* 


chan retry 


no 


retry count of current transmit message on current channel. 


ready queue 


no 


queue of messages to hold until after RFP Window. 


transmit queue 


no 


queue of messages that transmit state machine will send. 


receive queue 


no 


queue of messages received by receive state machine. 


SAR flag 


no 


when flag is set; 

if network coordinator, some stations are out of sync, 
if not, litis station is out of sync. 


test alive 


no 


vector of counter to track Device Rcsync Time. One per station 
in network 


awake time 


no 


value set in Data Command from host. Radio must stay in 
receive mode if non-zero 



In the following description, unspecified Inputs are assumed lo be ignored Only the first matched Input 
in a State is executed. A **' in the State field means this Input results in the same transition for all States. 
In the Nest State column, a number implies a State in the current FSM and a numbenname implies a 
Slate in the named FSM, A blank Next State field implies that there is no transition- When a transfer to a 
named FSM occurs, the current FSM is terminated. When frames are specified as Input, they are assumed 
to be removed from the receive queue. 

The Initial FSM is entered upon module reset. The Join Request parms are set to the broadcast network id 
and a type of PAN and a Data Rate of any rate. The network management FSM, receive FSM and transmit 
FSM run asynchronously to other FSMs. A queue from receive and to transmit are assumed. There is also 
a station queue which holds frames from the host to transmit that may have arrived before an RFP window. 

It is assumed that Host Data frames, Network Management frames or Device Management frames are 
preproeessed as follows: 

L. If the station is not in the Station FSM qr the Network Coordinator FSM, then an error is sent to the 
host; No Network. * . 

2. If the destination is asleep, the frame is put on the station queue 

3 . If the destination is awake and network is not in an RHP Window, the frame is put on the transmit 
queue. 

4. If the destination is awake and network is in an RFP Window, the frame is put on the ready queue. 
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5.2.11.3 Initial FSM 



State 


Input 


Action 


Next State 


0 


Initiate Network 
^rAiN ) ano noi re- 
establish 


Build Initiate Frame from command and 
enqueue to transmit. Set NexfBeacon to .33 
seconds* Send Initiate Network Response 


Oclnitiare PAN 


0 


Initiate Network 

and not re- 
establish. 


Build Beacon with required parms and enqueue 


l:Network 


0 


Initiate Network 
and re-establish 


Tune to random control chan. 
InSync 5S Time on control channel. 


1 


0 


Initiate Frame 
with, matching 
Network Panes 


Build Attach Request (from default or Join 
Network Retruestl and enoueue to traTi^Tfiit 


3 


0 


Beacon Frame 

with nmtdiintr 

Network Farms 


Build Attach Request and enqueue to transmit 

fisivi* cvnfVrrrrnvxsf inn atiH brtrt ifrfori »fl"Hr>Ti ^f*t 

uOVC 3 jr 1 (wUJ. \JHx£sH U.VJ11 OJJU UUU UULLWJLIAIAUUIX* ul/i 

Insync to 1 


3 


0 


Join Network 

nil tact -a-v-i #4 -rS^t 

•zvequeoi anu hoc 
re-establish 


Save parms for Attach Request 


0 


n 
u 


join wetwotK 
Request and re- 
establish 


Save partus for Attach Request. 

Tune to random control chan. 

Set InSync timer for time on control chan. 


2 


1 


Beacon for old 
network id and 
type 


Save paims for next hop and beacon time. 
Test Alivc=l for all stations. Send Initiate 
Network Response 


0;Network 
Coordinator 


1 


InSync^O and 
total time to re- 
establish not 0 


Tune to next control chan. 
InSync^time on control chan- 


1 


1 


TnSvnc=0 


jo una JLQ1U.UIC jri«uiic uuin wv/riiiriaiia «mu 

enqueue to transmit 


w.imnaie jt/vin 


2 


Beacon for old 
type 


Save synchronization and hop information, 

avtD aim AW — 1!^ a*» nn-n t~ITT1 /■» 

NextHop=dwell time. 
InSync-Max sync time. 


OrStation 


2 


InSync=0 and 
luLai urne to re- 
establish not 0 


Tune to next control chan. 
InSync^-time on control chan. 


2 


2 


InSync=0 




0 


3 


Attach Response 
Frame, accepted, 
Type INET 


Send Join Network Response to host. 


OrStation 


3 


Attach Response 
Frame, accepted. 
Type PAN 




4 


3 


Attach Response 
Frame, rejected 


Send Join Network Response to host 


0 


4 


Beacon 


Save synchronization and hop information. 
NextBeacon=Beacon time. 
NextHop=*dwell lime. 
InSync=5s. 

Send Join Network Response to host 


0:Station 
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5.2.11.4 Initiate PAN FSM 



State 


Input 


Action 


Next Stale 


0 


NcxtBeacon=0 


Build Initiate Frame from command and enqueue 
to transmit SetNexlBeacon to .33 seconds 


0 


0 


Attach Request, 
not a duplicate 
address 


Send loin. Request to Host 


0 


0 


Attach Request, 
duplicate address 


Build Join Response with status of failure, 
duplicate address- Transmit Frame 


0 


0 


Join Response 


Build Attach Response with status indicated by 
Host. If status is acceptable, save device in 
ncLwork table. 


0 


0 


Stan Request 


Build Beacon with required parms and enqueue 
to transmit. Set Test Alive count in all stations 1 . 
NextHop=dweli time. 


0 -Network 
Coordination 


0 


Initiate Request 


Build Initiate frame and enqueue to transmit 


0 
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5.2.11.5 Network Management FSM 

Tn this FSM, the following abbreviations arc used. 

• NC means network coordinator 

• NMF means a network management frame. 

• KMC means a network management request/response from host 



State 


Input 


Action 


Next State 


* 


Nmtimer=0 


Send NMC response to host, type request time- 
out 


0 


* 


NMC Remove 
Device -from 
network and not 
NC 


Enqueue NMF of type device exiting 
network(broadcast) to transmit queue. Set 
NMtimer. Send Device removed from network to 
host Terminate station FSM and reset to initial 
FSM. 


0 


* 


(NMC Remove 
Host or NMC 
Terminate 
Network) and NC 


Enqueue broadcast NMF of type terminate 
network to transmit queue. 


0 


* 


NMC Request 
Device take over 
network and not 
NC 


Send NMC Response 8006 to host 






NMC Request 
Device list and 
NC 


Build list and Send NMC Response 8005 to host 




* 


NMC Terminate 
Network and not 
NC. 


Enqueue NMF of type request termination to 
transmit queue. Set NMtimer 


2 


*■ 


NMF request to 
terminate and NC 


Send NMC request to host 






NMF request 
device list and NC 


Enqueue NMF response 8005 and device list 
including this device to transmit queue. 






NMF request 
device list and not 
NC 


Enqueue NMF response 8006 to transmit queue. 




0 


NMC Request 
Device take over 
network and NC 


Enqueue NMF of type Request Take over 
network to transmit queue. Set NMtimer. 


1 


0 


NMC Request 
Device list and 
notNC 


Enqueue NMF of type Request Device list to 
transmit queue. SetNMTimer 


0 
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Network Management FSM (continued) 



State 


Input 


Action 


Next State 


0 


NMF request 
transfer NC and 
NC 


Send NMC request to host 


4 


u 


wmi 1 request 
transfer NC and 

UQl l^v- 


Enqueue NMF response 8002 to transmit queue 


u 


0 


NMF response 
ouui ano not 






0 


NMF response 
8005 and not NC 


copy device list and send NMC response to host 


0 


I 


NMF response 
8001 and NC 


*T* ' I \T- A— — ^T- f*— Jn — 4.^—. COX X natal] v*t 

1 emnnate NetworK uooroinator rim ana stair 
station FSM. Send NMC response to host 


V 


1 


NMFresponse 
8002 and NC 


Send NMC response to host 


0 


2 


NMF response 
8003 and not NC 


Send NMC response to host. 


0 


2 


NMF response 
8004 and not NC 


Send NMC response to host 


0 


3 


Broadcast 
transmit complete 


Set NMtimcr. Send NMC response to host 
Terminate network coordination FSM and reset to 
initial FSM 


0:initial FSM 


4 


NMC response to 
transfer request 
status 8001 


Enqueue NMF frame to transmit queue. 
Terminate station FSM. Init Network Coordinator 
FSM to state 0. 


0 


4 


NMC response to 
transfer request 
status 8002 


Enqueue NMF frame to transmit queue. 


0 
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S.2.1L6 Network Coordination FSM 

The Identify Procedure will check for all stations that this station has not delected traffic from within the 
Test Alive Count (number of beacons). Tt will build a list of stations to send Identify messages to and put 
them on the station queue. Tf several attempts to Identify a station fail, the SAR (search and rescue) flag is 
set. Receiving CLR or RFPs from a station will count as delected traffic. Note that after Start Request is 
received, the Test Alive variable is set to the 1. This will cause the network coordinator to immediately 
test for stations in the net on the first hop. This will guarantee that all stations in the network are together. 
Once it is first delrrmined that all devices have synchronized, a Start Network Response is sent to the host 



State 


Input 


Action 


Next State 


* 


Attach Request, 
not a duplicate 
address. 
This station is 
coordinator. 
Network is 
infrastructurcd 


Send Join Request to Host 




* 


Attach Request, 
duplicate address 


Build Join Response with status of failure, 
duplicate address. Transmit Frame 






Join Response 


Build Attach Response with status indicated by 
Host. If status is acceptable, save device in 
network table. Transmit Frame Test Alive- 1 




* 


NextDeacon=C 


Hop to next channel. Reset NextHop and 
NextBeacon to correct values. Build Beacon and 
transmit, Execute IdentifyProceduxe. 
If station queue not empty, transfer to transmit 
queue, indicating RFP in RFP Window required- 
Set RFPWindow timer. 


1 


* 


NextHop=0 


Hop to next channeL Reset NextHop 




I 


RFP Frame 


Save source address and mark related station 
entry as having a message for this station- 


0 


1 


RFPWindowHD 
and (ready queue 
not empty or 
RFPs received) 


copy ready queue to transmit queue. 


2 


1 


RFPWindow=0 
and awake 
window not 0 




0 


1 


RFPWindow=0 
and SAR 


Tunc to first control channel and send Beacon 


3 


1 


RFPWindow=0 


Enter Sleep mode 


0 


2 


Data Frame and 
more expected 
frames 


Send Data Command to Host 


2 


2 


Data Frame, no 
more expected 
frames, and not 
all transmitted 


Send Data Command to Host 


2 
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2 


All received, All 
transmitted and 
awake window 
notO 




0 


2 


All received, All 
transmitted and 
SAR 


Time to first control channel and send SAR 
beacon 


3 


2 


All received, All 
transmitted 


Enter Sleep mode 


0 


3 


Beacon Transmit 
Done and more 
control channels 


Tune to next control channel and send Beacon 


3 


3 


Beacon Transmit 
done and no more 
control channels 


Enter Sleep mode 


0 
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5.2.11.7 Station FSM 



The AdjustClock procedure will sample beacons over a long time period (on the order of 10s of seconds) 
and determine the delta between the network coordinators clock (which is the network clock) and this 
stations clock. It will adjust the station clock in the absence of beacons. 

The ModifyClock procedure will determine if the network clock in this station should be modified based 
on the calculations of AdjustClock. It also will set SAR if it is determined that sync can no longer be 
maintained by checking the InSyac timer. 



State 


Input 


Action 


Next State 


* 


NextBeacon*=0 


Hop to next channel, Set NextBeacon and 
NextHop to correct values. If station queue not 
empty, transfer to transmit queue, indicating RFP 
in RFP Window required. Execute ModifyClock, 
Set RFP Window, If station is acting as backup 
beaconcr, send backup beacon 


1 


* 


NextHopK) 


Hop to next channel Set NextHop to correct 
value. 


1 


1 


Beacon Frame 
(not backup 
beacon) 


Set Network Clock and other parameters. 
Execute AdjustClock. 


0 


1 


RFP Frame 


Save source address and mark related station 
entry as having a message for this station. 


0 


1 


RFPWindow=0 
and (ready queue 
not empty or 
RFPs received) 


copy ready queue to transmit queue. 


2 


1 


RFPWindow=0 
and awake 
window not 0 




0 


1 


RFPWindow=0 
and SAR 


Tune to first control channel 


3 


i 
i 


KJr r w mao w=u 


Enter Sleep mode 


0 


2 


Data Frame and 
more expected 
frames 


Send Data Command to Host 


2 


2 


Data Frame, no 
more expected 
frames, and not 
all transmitted 


Send Data Command to Host 


2 


2 


All received, All 
transmitted and 
awake window 
notO 




0 


2 


All received, All 
transmitted and 
SAR 


Tune to first control channel. 


3 


2 


All received, All 
transmitted 


Enter -Sleep mode 


0 


3 


Beacon 


Set Network Clock and other parameters. 
Execute AdfustClock. 


1 
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5.2.11.8 Transmit Frame FSM 



This FSM does not illustrate fragmentation, lhe inputs are cither a frame at the head of the transmit queue, 
the backoff timer or the CLRTwner. For simplification, frames remain at the head of the queue until acted 
upon by an Action. 



dtate 


Input 


Action 


.Next Mate 


0 


Frame in transmit 
queue 


if Beacon then backoff backofftablc[0]/2 
else backoff « backoff tablefOl 


1 


1 


backoffM). 
medium is idle, 
head of queue is 
Beacon. 


transmit frame, remove from queue. 


0 


•4 
1 


backoff-0. 
medium is idle, 
head of queue is 
broadcast 


Transmit frame, remove from queue. 
backof^=backoff_table[chan retry] 


5 


1 


backoff^), 
medium is idle. In 
RFP window . 


transmit RFP on radio. Set CLRTimcr. 


2 


t 


backoff=0. 
medium is idle , 

Krr TOqUirca. 


transmit RFP on radio. Set CLRTimcr. 


3 


1 


backofiW). 
medium is idle 


transmit frame on radio. Set CLRTimer 


4 


1 


backofrM) . 
retries used up. 


delete head of transmit queue, send Data 
Transmit status to Host 


0 


1 


backoff=0. chan 
retries not used 
up. 


retry = retry + 1. 

chan retry = chan retry+l 

backoff = backoff tablef chan retry] 


5 


1 


backofW). chan 
retries used up. 


put frame back on station queue and save retry 
count 


0 


2 


POLL received. 


put frame on ready queue 


0 


2 


CLRTimcr=0. 
retries used up 


Delete head of queue and send Data Transmit 
status to Host 

backoff = backoff tablejchan retry] 


5 


2 


CLRTimer^O. 


retry— retry+L put frame back on station queue 
and save retry count 


0 


3 


POLL received. 


transmit frame at head of transmit queue, set 
CLRTimer. 


4 


3 


CLRTimer-O. 
retries used Up. 


Delete head of queue and send Data Transmit 
status to Host 

backoff = backoff tablcl chan retrvl 


5 


3 


CLRTimer=0. 
chan retries used 
up 


rctry=retry-*-l 

put frame back on station queue and save retry 
count 


0 


3 


CLRTuncrK). 


retrysretryfl 

chan reny=chan rettyH 

backofj^backoff tablefchan retry] 


1 
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4 


CUR received- 


delete head of queue, send Data Transmit status 
to Host. 

backoff=backoff tabferchan retry] 


5 


4 


CLRTimer=0 . 
retries used up. 


Delete frame and send Data Transmit status to 
Host 

backoff=backof£* tablefchan retry! 


0 


4 


CLRTimer=0- 


ieUy=ictiy+l 

rhm retry^cban retry+1 

backoflNjackoff tablefchan retryl 


1 


5 


backo££=0. 




0 



5.2.11.9 Receive Frame FSM 

Every received frame will set the Reservation Timer by the reservation within it. The reservation is 
assumed to be from the beginning of the frame. It is possible that this value may be used and men the 
frame has an invalid FCS. In that case it is optional to honor the reservation value. Only frames with good 
FCS checks and a Network Id matching the station's network id are processed. 

This FSM does not illustrate the usage of fragmentation. 



State 


Input 


Action 


Next State 


0 


CLRto this 
station 


Pass to transmit FSM. 


0 


0 


POLL to this 
station 


Pass to transmit FSM 


0 


0 


RFP to this station 


Enqueue frame. Transmit POLL on radio. 


0 


0 


Broadcast KFP 


Enqueue frame. 


0 


0 


Unicast Frame to 
this station 


Enqueue frame. Transmit CLR on radio. 


0 


0 


Broadcast Frame 


Enqueue frame. 


0 


0 


Frame to other 
station 


if this station is network coordinator, indicate that 
frame's source station has had activity 


0 
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1 .0 INTRODUCTION 

This document provides the theory of operation for the short range radio transceiver 
module to be referred to as a wireless personal area network (WPAN). The WPAN 
module is intended for use in portable, handheld products. 

The WPAN module will function as an RF modem. The implementation of this module 
will consist of an RF transceiver, a digital controller ASIC and the antenna. The 
architecture of the RF transceiver is a single conversion receiver and a direct launch 
transmitter. The architecture was chosen for its simplicity and ease of implementation 
which both translate to lower cost. The WPAN module includes all radio control, 
protocol implementation and host interface. The WPAN protocol is described in 
document 565-002-05 L The hardware specification is defined in document 565-002-050. 

This document also refers to the schematic and assembly drawings for the module. 
References to schematic designators are based on the 144-781-007 version of the 
schematic. 

The 144-781-007 version of the schematic can be found in APPENDIX H 
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1 .0 WPAN Module Operation 
LI RF Transceiver 

The RF transceiver architecture is a single down conversion receiver and a direct launch 
transmitter. The RF transceiver circuitry is captured on page one of the schematic. The 
input to the antenna is filtered by a bandpass filter, routed through a T/R switch, 
amplified and down converted to an IF frequency of 1 10.592 MHz. The IF signal is hard 
limited and baseband data is recovered with a quadrature detector. The output of the 
detector is sliced with a comparator and connects to the digital ASIC. In transmit mode 
the PLL is programmed to the desired channel and the data from the digital ASIC is 
filtered, attenuated and used to modulate the VCO control voltage. 

U3 and US are linear regulators for the transceiver circuitry. -U3 is a 3,3 V regulator and 
provides power for the receiver chain. The load on the receiver regulator is 30 - 35 mA. 
U8 is a 3.6 V regulator and provides power for the VCO and the PLL charge pump. The 
load on the U8 regulator is about 20 mA. The 3.6 V regulator provides a wider tuning 
range for the VCO as compared to a 3.3 V. 

The antenna connection is referenced as PD1. The pad seives as a soldering point for 
either the coax pigtail of the basestation antenna or the spring finger connection for the 
scanner screw antenna. The LI 02 inductor is used for matching and as a block for 
harmonics of the VCO before they can radiate out on the antenna port. LI is used as for 
ESD protection, its value chosen to be resonant at 2.4 GHz, presenting an open circuit to 
that node at that frequency. An added feature of this shunt inductor permits verification 
of the connection of the spring finger to the scannner screw antenna. PF1 is the pad for 
attachment of the shield braid of the base antenna coax cable. LCI is a dielectric 
bandpass filter with a pass band from 2400 to 2500 MHz. Insertion loss of the filter is 
approximately 1.5 dB. CI is a coupling and matching capacitor. All three RF ports of 
the UPG152TA GaAs FET switches are dc biased internally and must have a dc block on 
each. The Ul switch is used for a transmit/receive (T/R) switch, routing the signal from 
the transmitter or to the receiver. A high (+3.3 V) on pin 6 and a low (0V) on pin 4 of Ul 
indicates receive mode. Conversely, high on pin 4 and a low on pin 6 of Ul indicates 
transmit mode. 

1.1.1 Receiver 

Continuing to the receiver from the above paragraph. C38 is a coupling and matching 
capacitor for the switch. L3 is matching component for the first LNA. U4 is a GaAs 
LNA with approximately 12 dB of gain and draws about 5 mA of current, C78 is a 
coupling capacitor. Its value was chosen to provide a short at 2.4 GHz. L9 is a matching 
inductor for the input of US. U5 is the same component as U4 and provides about 12 dB 
of gain for 5 mA of current drain. C37, C80 and C36, C79 arc supply bypass caps. 
Values were chosen to present shorts at the fundamental and third harmonic of the VCO. . 
The R34/L8 and R19/L1 0 components are recommended by the manufacturer to promote 
stability at lower .frequencies.* At 2.4 GHz the inductors are open circuits and cause 
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minimal loading effects. C43 is a coupling cap. L4 is a matching inductor for the RF 
port of the mixer. U7 is GaAs down conversion mixer and has approximately 6 dB of 
gain and draws about 9 mA, C85 and Lll provide the impedance transformation at i 1 0 
MHz to match the IF port of the mixer. L12 is a IF choke and provides dc current to the 
mixer. C86 is a coupling cap, it's value is chosen to be a short at 1 10 MHz. L13/CS5 
and L6/C58 are the manufacturer's recommended matching components for the SAW 
filter. The SAW BPF has a center frequency of 1 1 0.592 MHz and a nominal 3 dB 
bandwidth of 1 .52 MHz. Insertion loss of the filter is about 4 dB. CSS is a coupling cap. 
C60 provides a short for RF frequencies prior to the IF filter. The IF amplifier, U10, has 
approximately 16 dB of gain and draws 5 mA- C64 is a coupling capacitor. 

U12 is the demodulation IC. The IC consists of a limitcr with about 50 dB of gain and a 
quadrature demodulator. The IC consumes about 8 mA of current The input is an FM 
modulated signal at 110 MHz and the output is a baseband analog representation of the 
data. C30/C74 and L7 comprise the quadrature tank. The Rl 3 resistor is used to de'Q 
the tank circuit, effectively widening the frequency response of the circuit The tank 
circuit center frequency is shifts with parasitic capacitance, and variations of the tank 
components. For this reason the C30 and L7 are specified as 2% tolerance parts. 
Changes in board construction, layer thickness between layers 1 and 2, and trace length 
and width will also shift the center frequency of the tank. As an example, C74 was added 
when the layer 1 to 2 dielectric thickness changed from 7 to 14 mils early in the 
development. This change reduced the parasitic capacitance of the interconnect and C74 
was added to compensate. The bandwidth of the tank circuit is approximately 10 MHz. 
This provides adequate bandwidth for component and board variations, 

Rl 2, C28 and Rl 1 are used in the Received Signal Strength Indicator (RSST). The signal 
is typically used to check a channel for activity. Revision 1 of the WPAN does not use 
the RSSI function due to the slow response times of the RSSI circuit and the ADC 
available on the H8. 

R30/C67 and R32/C70 provide filtering of the analog data prior to slicing. The true 
output of the demodulator is connected to the non-inverting input of the comparator The 
complement output of the demodulator is dc blocked and connected to the inverting input 
of the comparator. The inverting input node is pulled to the same dc voltage as the non- 
inverting input by R36. This method provides a simple threshold for the comparator to 
convert the analog data to digital data, A draw back of this approach is that when ever 
the receiver is on, the output of the comparator will toggle like random data and can also 
cause the ASIC to falsely trigger on noise. U106 is a singe comparator with response 
time of about 100 nS. The comparator draws less than 0.5 mA of current. 

1.1.2 Transmitter and Synthesizer 

The transmitter is direct launch type, which means there is no IF frequency and tie VCO ' 
is tuned directly to the transmit channel center frequency. The VCO is referenced as 
OSC1. Hie VCO provides a output signal of about +8 dBm and consumes about 20 mA. 
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The RF output of the VCO is matched with CI 3 and L5. R25, R24 and R4 compose a T- 
pad attenuator and reduce the signal level by about 3.5 dB. C14 and Ri provide the RF 
reference signal for the synthesizer. LC2 is a lumped LC low pass filter use to attenuate 
harmonics of the VCO. L2 is a matching inductor for the U6 switch. C12, C8 and C42 
are coupling capacitors. U6 is a GaAs FET switch used to route the VCO signal to the ' 
mixer LO port or out to the antenna, A high on pin 6 and a low on pin 4 of U6 indicates 
transmit mode. Conversely, high on pin 4 and a low on pin 6 of U6 indicates receive 
mode. R20, R21 and R22 form a T-pad to attenuate the LO to the mixer by about 5.4 dB, 
U2 is the third GaAs FET switch. U2 wa$ added early in the development to decrease LO 
leakage. In transmit mode the signal is passed through to the input T/R switch and in 
receive the leakage signal is terminated in to a PI pad. 

U9 is the synthesizer IC. All PLL control signals from the digital side of the board are 
bypassed by capacitors C87 ~ C82 to contain any RF energy inside the RF shield. The 
counters of LT9 are supplied power from the digital regulator(REGl), the charge pump is 
supplied by the VCO regu!ator(U8), The loop filter consists of C15, C16, C18, R7 and 
R8. The loop bandwidth is approximately 4KHz, R8 is used for fast lock mode. During 
fast lock mode U9 grounds pin 1 , which effectively doubles the loop bandwidth of the 
synthesizer and allows the loop to lock faster. The modulation is introduced in to the 
closed loop by Rl 04. The TX_1M signal is the digital transmit data from the ASIC. The 
3.3V signal is divided down by the resistive divider formed by R104 and R6. The 
R104/R6 divider together with the gain of the VCO control the frequency deviation of the 
transmitter. CI 02 provides filtering of the data which helps to limit the spectral content 
of the transmitter to the channel width of 1,536 MHz. 



1.2 Transceiver Control and Host Interface 

The digital side of the module performs all the host interface, power management, radio 
protocol and control functions for the radio. 



On page two of the schematic the host interface connector is a 12 pin ZIF flex connector 
and is referenced as J100. The pinout of the connector is shown in the table below. 



Pin 


Pin 


Description 


Comments 


1 


TXD 


Data to transmit out 


Idle high, when active 






radio - input 


"1" is high "0" is low 


2 


RXD 


Data received by radio - 


Idle high, when active 






output 


"1" is high "0" is low 


3,4 


GND 


Ground 




5,6 


Vin 


+3.6 V to .6 V 




1 


RTS 


Request to Scnd-input 


Asserted = HIGH 


8 •. 


CTS 


. Clear to Send-output . 


• Asserted - HIGH : 


9 


RID 


Ring Indicator-output . 


Asserted — HIGH 


10 


DSR 


Data Set Ready-output . 


Asserted* HIGH 


11 


RESETL • 


Input 


Asserted -LOW 
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12 


+3.3V 


Regulated 33V to Host 


can be used for 5 V to 






- output 


3.3V logic level 








converters - 10 mA max 



NOTE: There is no current limit protection of the 3.3V supply on pin 12. It is left to the 
host design to insure a load of less than 10 mA. 



The microprocessor is a Hitachi H8/3048 referenced as U102. The processor contains 
128KB of flash memory and 4KB of SRAM. The flash memory is sectioned into a lower 
and an upper bank. The lower portion of memory contains the reset vectors and the flash 
programming algorithm, along with the program code. The upper block is empty the first 
time the part is programmed. Any subsequent program code updates are written to the 
upper block of flash. The code is designed to code start execution in the lower bank. The 
code checks to see if the upper bank has been programmed. If it has then the code 
continues to run out of the upper bank. The 4KB SRAM is used for stack, variables and 
message buffers. The H8 runs with a 7.3728 MHz clock that is generated on the ASIC. 
The clock from the ASIC is not a 50% duty cycle since the ASIC divides the 22.1184 
MHz crystal by three* The H8 has a duty cycle correction circuit on board the output of 
this is sent back to the ASIC on the PHO pin, 

Ql 01 is a FET switch that is for re-flashing the H8 flash memory. The switch is 
controlled by the H8 and applies 12 V to the Vpp pin of the H8 when the part is to be rc- 
programmed. 

REG1 is the 3.3 V linear regulator for the digital circuitry on the module. Total current 
for the digital regulator is about 35 mA. The regulator also performs the reset function 
for the processor and ASIC. The capacitor CI 06 is chosen to allow for a reset pulse of 
approximately 20 mS. The delay pin of the regulator is on open collector. This current 
source is used to charge CI 06. The charge time produces the reset pulse. For a manual 
reset the delay pin is pulled to ground, discharging the capacitor and produces a reset 
pulse of about 1 5 mS . CR103 is used to keep the delay pin node high impedance in the 
not reset condition so CI 06 does not discharge. In reprogramming mode, 12V is applied 
to the input of REG1 in order to program the flash memory. Power dissipation of RBG1 
limits the maximum ambient temperature to 30 C for reprogramming mode. 



U101 is a 128 byte EEPROM and is used to store information such as the serial number, 
country code, and other network parameters. The table below shows the memory map of 
the 128 Byte EEPROM. 



EE address Data Length (bytes) 



0 22MHzWarp 1 

1 Country Code 1 

2 Network ID 2 
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4 
6 

7 

14 
54 
124 



Network Address 
Network Status 
Reserved Bytes 



Station Table 
"Free Space" 
Serial Number 



2 
1 
7 

40 
70 
4 



The 4 pole switch SW1 00 is not loaded on this revision of the board. The intended use of 
the switch is to provide a means for a hardware address to distinguish different types of 
host devices that the WPAN module is plugged into. 

The ASIC is on page three of the schematic and is referenced at U103. The ASIC is a 0.8 
urn CMOS gate array manufactured by Hitachi. The gate array is approximately 6000 
gates. The functions of the ASIC include PLL programming, power management, HDLC 
and NRZI encoding of the radio transmit data, and clock recovery and HDLC, NRZI 
decoding of the radio receive data. The data must be encoded to provide adequate 
transitions for the transmitter such that the PLL circuit can not track the modulation. The 
ASIC adds an 80 bit header of a 1/0 pattern prior to each packet send to the radio. The 
header is required for the transmitter and receiver to settle to proper dc levels. 

The ASIC has two crystal oscillator inputs. The 32.768 kHz oscillator circuit is 
comprised of Y100, U100 and U104. This oscillator rims whenever power is applied to 
the module. The 32.768 kHz signal is used to clock a 16 bit counter on the ASIC which 
is used for beacon timing and power management. The 22.1 184 MHz oscillator is 
comprised of Y101, U105, and Q100. Q100 is used as a switch control by the ASIC to 
turn on and off the supply voltage for the 22.1 184 MHz oscillator. The oscillator is 
disabled in standby mode to reduce current draw, Varactors CR101 and CR1 02 operate 
in series wilh capacitors C127 and C128 to provide the load capacitance for the crystal. 
The voltage from the DAC on the H8 biases the varactors, allowing the frequency of the 
crystal to be tune to within 1 ppm at manufacturing test. The tuning is done via the host 
interface and must be done in gradual steps. If the tuning voltage is changed in too large 
of steps the frequency of the crystal will change too fast and produce a short pulse on the 
CPU clock. The short pulse will in turn cause the processor to lock up. 

2,0 Board Construction 

The PCB for the revision 1 of the WPAN module is designed to fit in the handle of the 
SabreTwo'th scanner. The total thickness of the board is 0.062 inches containing eight 
metal layers. The layer definition is shown below: 

Layer 1 - Analog components 

Layer 2 - Analog ground 

Layer 3, - Analog supply and analog signal. 

Layer 4 - Analog ground * 

LayerS - Digital power 

Layer 6 - Digital signal. 
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Layer 7 - Digital ground 
LaycrS - Digital components 

With this layer definition and the use of blind vias, the board can be viewed as almost 
two separated boards with about 20 signals traversing the digital/analog boundary. 

The dielectric thickness between layers 1 & 2, 2 & 3, and 3 & 4 is specified on the 
fabrication drawing to be 14 mils +/- 1 mil. The component layers use Vz oz copper and 
the interior layers use 1 oz copper. Using these dimensions the 50 ohm microstrip trace 
width for the RF side of the card is calculated to be 24 mils. The 50 ohm stripline trace 
width is calculated to be 13 mils. The only RF signal on layer 3 is the VCO feed back to 
the PLL circuit. 
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l7o 



SOOE0000756C696E6B2020206D6F741E 

S1 070000000Q01 00F7 

S1070038000FEF10B2 

S10700E4000FEF1402 

S10700E8000FEF18FA 

S1070060000FEF1C7E 

S 1 070030000FEF20AA 

S10700E0000FEF24F6 

S10700B0000FEF2822 

S1 0700SOOOOFEF2C7E 

S11301007A07000FFF107A055A0000007A06000FE4 
$1 1 301 1 0EF1 004801 88838EC38ED7F5F7040F8FFEA 
S1 1 3012038C05E006C807A00000038020AD001 00FA 
S113013069E001006F6000047A201234567B46Q4A6 
S1 1 301405A0001 545E0066B40D0047045A0001 547D 
S11301505E0066D47A0000003A520ADOOl006F£Oti>3 
S1 1 301 6000047A000000392COAD001 006FE0000876 
S 1 1 30 1 707 A00000038360AO001 006 FE0OOOC7A00E3 
31130180000036ECOAD001006FE000107A00000095 
-S113019038ACOAD001006FE000147A0000003D0280 
yS11301AOOAD001006FE000187A00000037AEOADODO 
LS1 1 301 B001 006FE0001 C1 8886AA8000FEF305E0091 
! ^S1 1 301 C004385A00031 81 B977A001 234567801 0039 
JS1 1 301 D06BAOOOOFEF140FF001 006B01 000001 0091 
R&1 1 301 E06981 01 0O69705D0O0B97547O1 B877A01 67 
SS 10901 F000000001 OAF 1 09 

gS 1 1 30 1 F6F001 1 8885E00641 A6E780001 A8FF4604B0 
'S11302065A0002146E78000147045A00021AF8557F 
LS11302166EF800016E78000138DC7FDE70600B87B3 

1 3022654701 9006BAO0OO80O1 E7A000008001 1 23 
"-£1 1302367D0072207900000F6BA00008001 67FCBAA 
^=bl 1 3024672007FCB721 07FCB7020F8FF38C9F8FAA2 
MS1 1 3025638CD7FD37270F8BF38D1 5E004A825E001 3 
^061 1 30266300C7FF472207FF570007FF57020067FD6 
gS11302767FD670307FD672207FD6721019006BA09D 
~" = S1130286000800127A00000800117D007020790031 
S1 1 30296000B6BA00008001 E5A0001 EC7A0100084E 
S 1 1 302A6001 469 1 869 1 0 1 D0847045A0002A80D8035 
S1 1 302B654706DF60D065E0002A209606BA000087C 
S11302C600126D7654700D097A0000080012690157 
S1 1302D609916981 54705EOOQ2A26B21000FF1 E05E 
S 1 0702E6091 0547033 

S1 1 302EA5E0002A26BAOOOOFEF3254700D087A01 6F 
S1 1 302FA0OOFEF32691 01 29012901290791 0741 54F 
S1 13030A69906680547028CE1 108E80F5470010071 
S113031A6DF67A06000FEF305E0002A26B21000826 
S113032A001219016B20000800181D0142045A002A 
S113033A038019006BA00008000EF80168E87ECF5C 
S113034A732046045A00036E04807FD6721019QP83 
S1 13035A6BA00008000E7FF472207AOOOOq8001 1 D6 
. S113036A7D007040067F01805A0003780180686826 . 
S1 13037A47045A00037601006D76547001006DF546 
S1 1 3038A0Ffif50D9946045A0003AA5A00039E0FD0FA 
S113039AOB7568890D90TBS90D0047045A00039880 
S1 1 303AA01 006D75547001 006DF501 006QF40F853F 
S1T303BAOF946F79000C46045A0003DE5A0003D2E4 



S1 1 303CA0FDQ0B756C4968890D901 B590D004704B1 
S 1 1 303DA5A0003CA01 006D7401 006D75547001 005E 
S11303EA6DF601006DF50F850F966F78000C4604C3 
S1 1 303FASA00042C5A0aO420685868691 C98460458 
S1 1 3040A5AOOQ41 C6858 1 750686E 1 7561 9605A0027 
S1 1 3041 A042E0B750B760D801 B580D0047045AOOE9 
S1 1 1042A0402190001006D7501006D76547016 
S1 1 304385E003D9E5E0005025E0002285E0022CE3C 
S10704485A00057CD1 

S113044C01006DF601006DF50DOD18DD020S04803B 
S1 1 3045C7A06000FEF946868A810443E68680A088E 
S113046C68E87A06000FEF9568681750790800065B 
S113047C5280010078806BA1000FEF340DD06869B5 
S 1 1 3048C1 7S 1 790900065291 781 06AA8000FE F38B9 
S113049C68688801E80F68E8FD01030518886AA8F4 
S1 1 304ACOOOFEF300CD801 006D7501 006D7654709F 
S1 1 304BC6DF5020504807A01 00OFEF946A2DOOOF8C 
S11304CCEF956818188DEDOF68181A086898QCD9FO 
S 1 1 304DC1 751 790900065291 7A1 1 0O0FEF3401 007B 
S11304EC691001006BAOOOOFEF966E190004030550 
S1 1 304FC0C986D7554701 8886AA8000FEF941 888BE 
S 1 1 3050C6AA8000FEF9554706A28000FEF9454708A 
S1 1 3051 C01 006DF66A28000FEF94474A7A06000F23 
S 1 1 3052CEF96558C0C88470EA801471 4A802471 E59 
S1 09053CA803472A4O3029 
S1 08054201 0069605E88 

S1130547004D8A402601 00696001 006B21000FF20B 
S 1 1 3055702400C01 00696001 006B2 1 000FF1 FE5D90 
S1130567104008010069605E0045D85E0017E0018D 
S10E0577006D765470559E40FC5470DB 
S11 3058201 006DF601006DF56DF40D050C9C7A0603 
S1 1 30592000FEF9A5E003E8401 0069E0475E01 OOAD 
S1 1 305A26960F9206E89000B01 0069606F85000E95 
S1 1 305B201 0069606B21 0OOFF1 7E6F8 1 001 0010060 
S1 1 305C269606B21 0OOFF1 7C6F81 001 27A05000FC4 
S1 1 305D2F1 B069500B5069D01 B5001 006961 6F90F2 
S1 1 305E2001 401 0069601 8996E89000A69507960E3 
S11305F20FFF69D0010069666EEC00176D7401008B 

S1 1 306026D7501 006D76547001 006DF66DF50C8DFB 
S1 1 3061 27A06000FEF9EF8206EE8000B7900001 AAC 
S1 1 306226FE0000CF8056EE80Q1 67900FFFF6FE03A 
S1 1 30632000E6B20000FF17E6FE0001 06B20000FA4 
S1130642F17C6FE00012F8046EE800176A28000FCC 
S1 130652F188E80F6A29000FF160A92046067901 A2 
S1 1 30662008040021 9 1 1 088908D96EE9001 A6A2823 
S1 090672000FF1886EE8AO 

S1 1 30678001 B6B20000FF1 B86FE0O0 1 E6B2OO0OFO9 
S1 1 30688F1 BA6FE000206B20000FF1 866FE00022C2 
S 1 1 306986A28000FF1 8B6EE800241 9OO6BA0O00F84 
S11306A8F1B66D7501006D76547001006DF60D0696 
S1 1 306B80CEE47060C685COdFF487A00060FEF9EBA ' 
S1 1 306C801 006B21 000FF1 FE5D1 07A66000FEF9EOA 
S10506D86A288A 

S1 1 3O6DA00OFF1 896EE800256A28000FF1 8A6EE896 
S1 1 306EA00267AC3OOO0FF1 B66901 0B516981 1 B51 8A 



S1 1 306FA6FE1 001 C7 A01 000FF 1 B0691 00BS0699088 
S1 1 3070A1 B506FE00014691 079600FFF69906E68DE 
S1 1 3071 A001 A7348471 86B20000FF1 B67920001 8A5 
S1 1 3072A430C7A000000001 AOAE07D00724001 OOBE 
S1 1 3073A6D76547001 006DF601 006DF501 006DF4DB 
S113074A01006DF37A06000FF1D8010069606FOOAB 
S1 13075A001C6B21000FFDC219100D04010069601 1 
S1 1 3076A6FOC00087A03000FF1 BE7A05000FF1 C47A 
S113077A6838470EA801476CA802S870009C5AOOB2 
S113078A086EO10O696O6F0000186BA0000FF01872 
S1 1 3079A6B AC000FF01 601 0069666F66001 C6BA64D 
S11307AA0OOFFDC26B21000FF18617717A0O000851 
S1 1 307BA95445E006C5A69D06A28000FF1 881 75074 
S1 0907CA6951 1 771 5301 8F 

S1 1 307D069D1 69507908002052806BA0000FF1 C6DE 
S11307E0F80168B819006BA0000FF1C2402E6950DF 
S1 1 1 07F01 D04457A01 0069666F66001 86B20CF 
S11307FEOOOFF018190619C66B20000FF016090623 
S113080EF80268B80D4052601770695553506BAOCA 
S1 13081 E000FF1 C0404A6B20000FF1 C61 D04454085 
S 1 1 3082E01 0069566F66001 86B2OQ00FF01 81 90638 
S1 13083E1 9C66B20000FF0160906F80368B80D40BO 
S1 1 3084E52601 7706B21 000FF1 C6531 06B21 OOOFOD 
S1 1 3085EF1 C0790900205291 1 91 06BA0000FF1 C25A 
S1 1 3Q86E01 006D7301 006D7401 006D7501 006D76EC 
S 1 1 3087E547001 006DF60 1 006DF401 006DF37A04FD 
S113088EOOOFF1BE7A06000FF1D6010069606E0802 
S113089E001A7358586000F87A03000FF1EA7A01CF 
S11308AEOOOFF18C691 073084678691 0700869900E 
S1 1 308BE01 0069606F0000226BAOOOOFF1 8601 0039 
S1 1 308CE69606E0800246AA8000FF1 8B 1 75079082E 
S11308DE0018S2807A1000006D3E01006BAOOOOFCC 
S1 0908EEF1 D001 00696075 

S1 1 308F46F0000206BAOOOOFF 1 BA01 0069606E085C 
S 1 070904001 B6AA8BE 

S1 1 30908000FF1 886AA8000FF1 E201 006961 6F1 1 14 
S1 1 3091 8001 E791 1 00206BA1 000FF1 B8 1 89968C95D 
S11309287900000569B0401E010069606E08001A6C 
S1 1 309387348470A1 88868C87900000540066B2080 
S1 1 30948000FF1 BA69B00 1 00G9606F000O1 06BA074 
S1 1 30958000FF1 8001 0069606E0800256AA8000F85 
S1 1 30968F1 891 9006BA0000FF1 C801 00696001 004A 
S1 1 309786961 6F0000 1 86F1 1 00081 91 06BA0000F4F 
S1 1 30988F1 E06848A80347065C0QFDAA40081 9007E 
S1 1 309986BA0000FF1 C601006D7301 006D740100B6 
S1 1 309A86D76S470Q1 006DF67AOOOOOFF1 905EOOC8 
S1 1 309B83DF00F86471 66E68000A70786EE8000AE4 
S1 1 309C80FE1 790000025E00044C40DC01 006D7602 
SI 1309D8547001006DF601006B20000FF1 98460475 
S11309E81888401C7AOO00OFF1985E003DFO0F86CD 
S1 0909F8470COFE1 790039 

• S1 1309FE00025E00044C40E6F80101006D7654706E 
S1130AOE01006DF66A28000FF1BEA80346527A0063 
S1 1 30A1 EOOOFF 1 C86901 0BS1 6981 6&20000FF1 C4FD 
S1 1 30A2E1 D01453C1 9006BAOOOOFF1 C87A06000F9A 
S1070A3EF1E06B2054 * 



S 1 1 30A42000FF1 C06961 0901 69E1 7A01 000FF1 C681 
S 1 1 30AS269 1 00B50699079200020451 0 1 9006990A3 
S1 1 30A626B20000FF1 C26961 0901 69E1 01 006D763 1 
S1 1 30A72547001006DF65C0007800F8647206E6893 
S1 1 30A82000AE8FCC8C06EE8000A6B20000FF1 BA45 
S1 1 30A926FE000066B20000FF1 666FEQ000801 00B2 
S 1 1 30AA26D76547001 006DF601 006DF56DF401 0070 
S1130AB26DF37A03000FF1F77A05000FEF9A1A80AB 
S1130AC2010069D018440C4C5AOOOBCEOCCE1756B8 
S 1 1 30AD2790E001 E52E67A1 6000FF0206E68000AA4 
S1 1 30AE27368587000E46E68000AE803470EA801 BO 
S1 1 30AF24730A802587000965AOOOBCC6F6000066B 
S1130B021B506FE00006586000C0790000086FEOD7 
S1130B1200067AOOOOOOOOOAOAE07D0070005A0014 
S1 1 30B220BCCA402584000A26F600006474EF9089D 
S1 090B3269605COOFA4A50 

S1 1 30B3801 0069505870008C0 1 0069507901 000A5D 

S1130B486F81000C01006950F90C6E8900160100DO 
S1130B586950F9036E89000AOCC8175001006951DD 
S1 1 30B686F90000801 006951 7A00000FF1 905E004F 
S1 1 30B783E1 60A04404EF8426EE8000A6B20000F45 
S 1 1 30B88F1 666FE00008403C6A28000FF1 60A82075 
S1 1 30B98461 66B20000FF1 66472A6F60000846244A 
S1 1 30BA81 8886EE8000A401 C6838461 27A00000F5C 
S1 1 30BB8F1 8C7D0070206A28000FF16440046838C5 
S1130BC81A0868B80AOC6A28000FF14C1C8C585093 
S1130BD8FEF401006D736D7401006D7501006D768E 
S10BOBE8547001006DF67A0659 
S1 1 3OBFO000FF1 E45E0002A269E0450679000001 FC 
S1 1 30C0069EOF801 6AA8000FF1 CA6B20000FF1 8CAB 
S1 1 30C10734847OA1 80018885CO0FA96404A79001 D 
S1 1 3OC2OO04O6BAOO00FF1 FA5EO0O2A26BA00O0F5F 
S 1 1 30C30F1 FC6A28000FF1 60A820472C5COOFDCE6F 
S1 1 30C406B20000FF1 6247206B20000FF1 B A6B21 7B 
S1 1 30C50000FF1 EA1 91 06B21 000FF1 621 D1 045081 5 
S1 1 30C60F020F801 5C00FA4A1 8886AA8000FF1 8E97 
S1 1 30C705C00FD3801 006D76547001 006DF601 0OD2 
S1 130C806DF501006DF401006DF301 006DF21 B9729 
S1 1 30C907A03000FF1 617A04000FF1 8B7A06000FDA 
S1 1 30CAOF1 D81 8886AA8000FF0146AA8000FF14C56 
S1 1 30CB01 9006BAOOOOFF1 7E0 1 0069606FOOO0 1 63F 
S1130CC06BAOOOOFF17C010069606E080021E82030 
S1050CD06AA80C 

S1130CD2000FF160010069606E080021E8036AA850 
S1130CE2000FF15E0100696Q6F00001A6BA0000F33 
S1 1 30CF2F1 BA01 0069606E08001 F6AA8000FF1 884A 
S1 1 30D0201 0069606F00001 C6BA0000FF1 6601 001 6 
S1 1 30D1 269606E0800226AA8000FF1 6401 0069602C 
S1130D226E08002068B8010069606EOD001E6A2812 
S1 130D32000FF1 D4 175072787908000501 C052806F 
S1 1 30EM27A1 0000070FE010069F06E08000368G8A2 
S1 1 30D5201 0069700B9068081 C8tD4406684808D825 
S1 1 30D6268C8684817507908001 852807A1 0000041 
S3.1 30D726D3E01 006BAOQOOFF1 D07A05000FF1 86E1 
S1 1 30DS201 0069606F00001 869D06A28000FF1 D46D 



S1 1 30D927378470E695079202000430679002000B9 
S1130DA269D06A28000FF1684608F8016AA8000F82 
S1130DB2F18868384604F80168B8010069606E0871 
S1 080DC20021 E80C5EB5 

S1 1 30DC70030F66A28000FF1 5FA80846067900008C 
S1 1 30DD72D40047900005468391751 52 1 01 01 06BD4 
S1 1 30DE7A0000FF 1 B8 1 8DD40260CD81 7501 7700 1 72 
S1 130DF7Q069F001 006961 7A1 10000002401 0069AB 
S1 1 30E07720AA1681 978OO6AA900OFF14EOAODO148 
S1130E170069606E0800231C8D45CE010069606E71 
S1 1 30E270800238AA8000FF14D5C0007025E000268 
S1 1 1 0E37EA01 0069606E080021 737847065EC8 
S1 1 30E450065E44006F8025E0064D60B9701006D68 
S1130E557201006D7301006D7401006D7501006D03 
S1 1 30E6S76547001 006DF601 006DF501 006DF401 1 5 
S1 1 30E75006DF37A03000FF1 697A04000FF1 D67A55 
S1 1 30E8506000FF1 5FF8206AA8000FF0140100694D 
S1130E95408E08001717506BAOOOOFF1620100593E 
S1130EA5406E080016E80368E8010069406E080012 
S1130EB5196AA8000FF17A1750101010106DF0017F 
S1 1 30EC5006941 7A1 1 0000001 A7A00000FF16A5E88 
S1 1 30ED50003BOOB876868A8014606F80868E8406F 
S1 1 30EE50C68684604F8044002F80C68E81 ADS6AE8 
S 1 1 30EF52DOO0FF1 7A1 0351 03501 0069407A1 00084 
S1130F0500001AOA856CS86AA8000FF1686C5868C5 
S1130F15B86868E80CA80C46066838100868B8e80C 
S1130F2S38880368B86C586AA8000FF14D17S06DDE 
S1060F35F07A004B 

S1130F38000FF14EOFD15E0003BOOB877C60733055 
S1 1 3OF4847067901 000840047901 00040C985E0002 
S1 1 30FS830F65E0002EA6A28000FF1 686AA8000FFA 
S1 1 30F68F1 F601 006D7301 006D7401 006D7501 00E7 
S1 1 30F786D76547001 0Q6DF601 006DF501 006DF495 
S1 0F0F8801 006DF37A05000FF1 D67A0623 
S 1 1 30F94000FF0200 DOC 1 8CCSA001 08A0CCB1 753F8 
S1 1 30FA41 7731 0331 0337A1 3000FF1 6A6930792000 
S 1 1 30FB4FFFF471 40 1 006B20000FF 1 D6693 1 6F0065 
S 1 1 30FC4001 21 D0 1 586000BC6F3000021 D0C5860F3 
S1 1 30FD400B26B20000FF17E460E7900FFFE5E0026 
S1130FE402F66BAOOOOFF17E010069506F0000123D 
S1 1 3OFF46BA000OFF 1 7C0DC06AA8000FF1 6001 0022 
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COMPANY PART 


NO. 


COOKT DESCRIPTION 


REFERENCE 






144-781-007 


1 


RAW 


PCB ULINK 


NO^REF 








149-034-601 


1 


custom microlink-1, CUSTOM MICROLUJX PHASE- 


-1 U103 






212-064-102 


1 


K8 304SF, MICRO LNK HD64F3048VF 


U102 








301-397-154 


1 


vis 


res, 392(0603) 


R13 








301-397-442 


1 


vie 


res, 392K(0603) 


Rll 7 








301-397-481 


1 


vis 


res, 1HEG(0603) 


R116 








301-398-000 


2 


vis 


res. 0(0603) 


LI 00 


1,101 






301-398-169 


1 


vis 


res, 10MEG(0603) 


R118 








301-403-001 


6 


vis 


res, 10(0402) 


R4 
R113 


R6 

R114 • 


R25 


R100 


301-403-018 


7 


via 


res. 15(0402) 


R9 
R27 


R10 

R33 


R21 
R35 


R22 


301-403-034 


1 


vis 


res, 22,1(0402) 


R26 








301-4O3-OS1 


8 


vis 


res, 33.2(0402] 


R120 
R124 


R121 
R125 


R122 
R128 


R123 
R133 


301-403-066 


2 


vis 


res. 47.5(0402) 


R19 


R34 






301-403-081 


2 


vis 


res. 68-1(0402) 


R15 


R17 






301-403-08S 


1 


vis 


res, 7SC0402) 


R20 








301-403-105 


1 


vis 


res, 121(0402) 


R24 








301-403-114 


1 


vis 


res, 150(0402) 


R16 








301-403-147 


1 


vis 


res, 332(0402) 


RS 








301-403-169 


1 , 


vis 


res. 562(0402) 


R115 








301-403-193 


8 


vis 


res, 1.00K(0402) 


Rl 
RIB 


R2 
R23 


R3 
R30 


R14 

R32 


301-403-254 


1 


vis 


res, 4.32K<0402) 


R104 








301-403-273 


2 


vis 


res, 6.80K(0402) 


R7 


R8 






301-403-289 


10 


vis 


res, 10. OK (0402) 


Rll 

R109 

R130 


R36 

R119 

R131 


R107 
R126 


R10 8 
R129 


301-403-354 


1 


vis 


res, 47. SK (0402) 


R12 








301-403-385 


6 


vis 


res, 100K(0402) 


RlOl 
Rill 
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Claims: 

1 LA wireless communication system comprising: 

2 a plurality of wireless devices, each wireless device including a radio, that 

3 together participate in a first wireless roaming network when within range of one another; 

4 and 

5 at least two of the plurality of wireless devices, when moved out of range of the 



6 other of the plurality of wireless devices, automatically attempting to establish a second 

7 wireless roaming network to support communication between the at least two of the 

8 plurality of wireless devices. 



1 2. The wireless communication system of claim 1 wherein at least one of the 

2 other of the plurality of wireless devices attempts to maintain operation of the first 

3 wireless roaming network. 

1 3. The wireless communication system of claim 1 wherein at least one of the 

2 other of the plurality of wireless devices attempts to identify whether any of the plurality 

3 of wireless devices are not participating on the first wireless roaming network. 

1 4. The wireless communication system of claim 3 wherein the at least one of 

2 the other of the plurality of wireless devices attempts to rescue any of the plurality of 

3 wireless devices that are not participating on the first wireless roaming network. 
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1 5. The wireless communication system of claim 4 wherein the radios of the 

2 plurality of wireless devices utilize frequency hopping transmission sequences, and the 

3 attempt to rescue involves visiting at least one frequency of the frequency hopping 

4 transmission sequences more often than the other frequencies of the frequency hopping 

5 transmission sequences. 

1 6. The wireless communication system of claim 1 wherein any of the 

2 plurality of wireless devices that determine that they no longer participate on the first 

3 wireless roaming network attempt to reconnect to the first wireless local area network. 

1 7. The wireless communication system of claim 6 wherein the radios of the 



2 plurality of wireless devices utilize frequency hopping transmission sequences, and the 

3 attempt to reconnect involves visiting at least one frequency of the frequency hopping 

4 transmission sequences at least more often than the other frequencies of the frequency 

5 hopping transmission sequences. 

1 8. The wireless communication system of claim 1 wherein more than one of 

2 the plurality of wireless devices share beaconing responsibilities. 

1 9. The wireless communication system of claim 8 wherein the beaconing 

2 responsibilities are not equally shared amongst the more than one of the plurality of 

3 wireless devices. 
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1 10. The wireless communication system of claim 8 wherein the beaconing 

2 responsibilities are managed in a round robin sequence. 



1 11. The wireless communication system of claim 1 further comprising a 

2 higher power wireless link independent from the first and second wireless roaming 

3 networks, and at least one of the plurality of wireless devices communicates with the 

4 higher power wireless link* 

1 12. The wireless communication system of claim 11 further comprising a 

2 wired network coupled to the first wireless roaming network via the at least one of the 

3 plurality of wireless devices using the higher power wireless link. 

1 13. The wireless communication system of claim 1 wherein the at least two of 

2 the plurality of wireless devices rejoin the first wireless roaming network when moving 

3 within range of the others of the plurality of wireless devices. 

1 14. The wireless communication system of claim 1 wherein one of the 

2 plurality of wireless devices comprises a portable terminal with a removable battery, and 

3 the wireless communication system supporting continued operation of the first wireless 

4 roaming network during replacement of the removable battery. 
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1 15. The wireless communication system of claim 1 wherein the plurality of 

2 wireless devices initiate operation of the first wireless roaming network through reduced 

3 power transmissions. 

1 16. The wireless communication system of claim 15 wherein the plurality of 

2 wireless devices are placed in close proximity of one another to initiate operation of the 

3 first wireless roaming network. 

1 17. The wireless communication system of claim 1 wherein the radios of the 

2 plurality of wireless devices each support a smart and a dumb interface. 

1 18. A wireless communication system using frequency hopping protocol that 

2 uses a plurality of frequencies, the wireless communication system comprising: 

3 a plurality of wireless devices, each wireless device including a wireless 

4 transceiver that uses each of the plurality of frequencies to communicate according to the 

5 frequency hopping protocol; 

6 at least one of the plurality of wireless devices attempting to establish 

7 communication with one other of the plurality of wireless devices using a first subset of 

8 the plurality of frequencies; 

9 the one other of the plurality of wireless devices using a second subset of the 

10 plurality of frequencies to facilitate the establishment of communication with the first of 

1 1 the plurality of wireless devices; and 
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12 each of the plurality of wireless devices that have established communication 

13 utilizing each of the plurality of frequencies to maintain communication. 



1 19. The wireless communication system of claim 18, wherein the attempting 

2 to establish communication by the at least one of the plurality of wireless devices 

3 comprises a search and rescue operation. 



1 20. The wireless communication system of claim 18, the first and second 

2 subsets of the plurality of frequencies each including at least one common frequency. 

1 21. The wireless communication system of claim 1 8, further comprising: 

2 the at least one of the plurality of wireless devices attempting to establish 



3 communication with the one other of the plurality of wireless devices using a third subset 

4 of the plurality of frequencies if the attempting to establish communication using the first 

5 subset of the plurality of frequencies proves unsuccessful. 

1 22. The wireless communication system of claim 18, further comprising: 

2 the one other of the plurality of wireless devices using a third subset of the 

3 plurality of frequencies to facilitate the establishment of communication with the at least 

4 one of the plurality of wireless devices if communication is not established using the 

5 second subset of the plurality of frequencies. 
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1 23. A wireless communication system using frequency hopping protocol that 

2 uses a plurality of frequencies, the wireless communication system comprising: 

3 a plurality of wireless devices, each wireless device including a wireless 

4 transceiver that uses each of the plurality of frequencies to communicate according to the 

5 frequency hopping protocol; 

6 a first of the plurality of wireless devices attempting to establish communication 

7 with a second of the plurality of wireless devices by sequentially transmitting on a first 

8 subset of the plurality of frequencies; 

9 the second of the plurality of wireless devices attempting to receive on a second 

10 subset of the plurality of frequencies to facilitate the establishment of communication 

1 1 with the first of the plurality of wireless devices; and 

12 the first and second subsets of the plurality of frequencies each including at least 

13 one common frequency. 

1 24. The wireless communication system of claim 23, wherein the attempting 

2 to establish communication by the first of the plurality of wireless devices comprises a 

3 search and rescue operation. 

1 25. The wireless communication system of claim 23, further comprising: 

2 the first of the plurality of wireless devices attempting to establish communication 

3 with the second of the plurality of wireless devices using a third subset of the plurality of 
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4 frequencies if the attempting to establish communication using the first subset of the 

5 plurality of frequencies proves unsuccessful. 

1 26. The wireless communication system of claim 23, further comprising: 

2 the second of the plurality of wireless devices using a third subset of the plurality 

3 of frequencies to facilitate the establishment of communication with the first of the 

4 plurality of wireless devices if communication is not established using the second subset 

5 of the plurality of frequencies. 
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Abstract 

A low power wireless communication (personal LAN) system includes a plurality 
of wireless devices with each wireless device including a radio transceiver. The radio 
transceiver may take the form of an insertable card that fits within a slot in the wireless 
device. The plurality of wireless devices establishes a wireless network with at least two 

5 of the plurality of wireless devices share beaconing responsibilities to coordinate 
operation of the wireless network. The beaconing responsibilities may be shared on a 
round robin basis or may be shared according to the operating characteristics of the 
wireless devices with some wireless devices assuming greater beaconing responsibilities 
than other of the wireless devices. One of the plurality of wireless devices may separate 

10 from the wireless network to become a separated wireless device. In such case, at least 
one of the wireless devices attempts to reestablish communications with the separated 
wireless device. Further, the separated wireless device may also attempt to reestablish 
communication with the wireless network. At least two of the wireless devices may 
separate from the wireless network to form an alternate wireless network separate from 

15 the wireless network. In such case, the at least two wireless devices of the alternate 
network may rejoin the wireless network after the separation. The wireless devices may 
establish the wireless network when proximate to one another and operating at a lower 
power level while continuing operation at a higher power level. The wireless devices 
establish the wireless network when in a first proximity to one another and continue to 

20 communicate while in a second proximity to one another. 
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